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Preface

Revision Description

1.0 Initial Release of 09 May 2022
AppViewX v2022.1.0 SaaS
Platform.

About the Documentation

The AppViewX SaaS Platform is a module that lets you enable general configuration settings such as
authentication, authorization, and integration of external services like log forwarding, HSM integration

SMTP configuration, and so on. These general configuration settings are applicable to all AppViewX
subsystems such as ADC, CERT+, Security+, Visual Workflow, and so on.

Audience

This guide is intended for CISO, PKI Security, and Application Teams.
Documentation Conventions

This section defines the Notice icon and text convention used in this guide.

Notice Icons

Convention Description

Note Indicates readers to take note. Notes contain helpful suggestions or

references to material not covered in the document.

Tip Indicates readers that they can save time by performing the action
described in the paragraph affixed to this icon.

Warning Indicates readers that they can save time by performing the action
described in the paragraph affixed to this icon.

Best Practice Alerts readers to a recommended use or implementation.

Personas

» PKI Security
» DevOps
» Application Teams



Chapter 1: Overview

The AppViewX Platform is a module that lets you enable general configuration settings such as
authentication, authorization, and integration of external services like log forwarding, HSM integration,
SMTP configuration, and so on. These general configuration settings are applicable to all AppViewX
subsystems such as ADC, CERT+, Security+, Visual Workflow, and so on.

The Platform User Guide documents these general configuration settings.

Platform components common to all subsystems are shown in the image below:

Authentication and
. Authorzation

RBAL, User Acoounts, LW,
RAMUS, TACACS, SAML
(S50}
. Licensing
Vabdahon and Moderation of
l Platform

the bcenssng mockel waan e
Fr ot
Hardware Security Module

Irtegrabion with HSM desaces
and subeequent funchonakhes

Privileged Access Managemaent

Integrabion with FAM Vauls for
sionng device redentials and
redabied funchonalifes

£ 120 Aocire, Inc

Themes

Gereral U custormization
menu changes, and themes

Logging

A amework n the prodod for
ot maochubes to corsume &
pubksh ks

Alerts

A Rarrework ih the product fof
Ot MaDchabes 10 CoRGUme &
publsh alens

General Settings
Gernsal seflings and ol

Burchnallies peelaifmg 10 e
oot
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Chapter 2: Configuring Authentication Settings
Overview

« Configuring the LDAP Authentication

« Configuring the TACACS Authentication

« Configuring the RADIUS Configuration

« Configuring Single Sign On Settings with AppViewX
« Configuring Authentication Settings

» Configuring the IP Restrictions

Configuring the LDAP Authentication

The Lightweight Directory Access Protocol (LDAP) is an authentication protocol to validate a user’s
credentials, entered in an application, against the credentials stored in the Active Directory database.

AppViewX integrates with the Active Directory and Open LDAP for authentication of external users. It also
enables configuring multiple servers in the event that users belong to multiple domains.

To configure the LDAP authentication:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Settings.

Copyright © 2022 [AppViewX, Inc]. All Rights Reserved. 10
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Configuring Authentication Settings Overview

3. On the Settings page, from the navigation pane on the left, click General.

Device Save configuration to F5
device

_  Devicespecification  Syslog purge limit  Script Execution

(=]

Device Sync

2

4. Under General settings, click Authentication.

Copyright © 2022 [AppViewX, Inc]. All Rights Reserved.
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Configuring Authentication Settings Overview

I

]

(]
|

Device

The Settings :: Authentication page is displayed, with the LDAP tab open by default.

uthentication ‘ £¥ Quick config ‘ Q) | 0Entries

ADC - LDAP TACACS RADIUS SAML IP Restriction Authentication settings

General information

Health rep
. * Host
Objects

* Port

LDAPS @

Upload cartificate

Bind DN

Bind password

Authorization @ @
LDAP Sync @

Copyright © 2022 [AppViewX, Inc]. All Rights Reserved. 13



Configuring Authentication Settings Overview

5. To configure the LDAP settings, in the General Information section, enter the following details (sample
values are shown in the image below the table):

Host* Hostname (domain name) of the LDAP server.

Port* Port number of the LDAP server.

(g N
Note: This value is entered based on the

port number used in your deployment. By
default, port number 389 is used for an
LDAP configuration and port number 636

is used for an LDAPS configuration.
- /

LDAPS The LDAPS protocol is used for secure commu-
nication between AppViewX and Active Directo-
ry/Open LDAP.

To enable the use of the LDAPS protocol, instead
of the LDAP protocol, enable this toggle key.

Upload Certificate* o o
Note: This field is enabled only when the

LDAPS is enabled.

To upload an LDAP server certificate:
» Click Browse Certificate.
 Navigate to the location of the .pem certificate

file.
4 N\
Note: If the LDAP servers are load-bal-
anced with VIP, upload the root certifi-
cate of the LDAP server instead of the
server certificate.
N J

« Select the certificate to be uploaded and click

Open.

Copyright © 2022 [AppViewX, Inc]. All Rights Reserved. 14



Configuring Authentication Settings Overview

The selected certificate is uploaded.

Note: Only a single certificate can be
uploaded for each server.

Bind DN Username of the base authentication endpoint
that will be used to connect to LDAP.

Bind Password The password of the base authentication endpoint
that will be used to connect to LDAP.

Authorization In addition to authentication, AppViewX also lets
you perform user authorization against the LDAP
server. To enable authorization along with au-

thentication, select this check box.

Note: If Authorization is not enabled, Ap-
pViewX will only carry out LDAP authenti-
cation for the given user.

LDAP Sync To enable the use of the SSH module in App-
ViewX for SSH key discovery use case, enable

this toggle key.

*. Mandatory

Copyright © 2022 [AppViewX, Inc]. All Rights Reserved. 15



Configuring Authentication Settings Overview

LDAP TACACS RADIUS SAML IP Restriction Authentication settings

General information

* Host gs-ldap-pel.lab.appview:.net
* Port 389
LDAPS @

Upload certificate

Bind DN Ch=Administrator, CN=Users DC=testavx, DC=com

Bind password

Authorization u]

LDAP Sync @

6. After entering the above connection details, to test if the host is reachable and the
port is valid for establishing an LDAP/LDAPS connection, click Test Connection.

User search

* User search base OU=Product Management, DC=testavx,DC=com
* Search filter sAMAccountMamelD}

User retum attribute

Copyright © 2022 [AppViewX, Inc]. All Rights Reserved. 16



Configuring Authentication Settings Overview

7. The User Search section collects information to validate a user’'s presence in the Active Directory. In

the User Search section, enter the following details (sample values are shown in the image below the

table):

User search base*

Base directory where the user is present.

Search filter*

Criteria for searching for the user from the search
base

User return attribute

*. Mandatory

User information to be retrieved from the search
base.

(L ™
Note: This field is enabled only when Au-

thorization toggle (in the General Infor-

mation section) is enabled.
N\ /

(L N
Note: You can specify only User return

attribute.

N J

User search base Search filter
OU=Product Engineering DCtestavx DG=com sAMAccouniName(0)
QU=Product Management, DC=testavx,DC=com sAMAccountName (D)

User return attribute Actions
B Test query
W Test query

a user’s presence in the Active Directory.

-

(0
Note: You can now add multiple OUs in User search so that it checks multiple OUs to validate

~

J

8. For the given configuration, to check the user’s presence, click Test query.

9. In the Test query input dialog box, enter the Test username.

e

* Test username pruser] @testavi.com @

The output is displayed as shown in the image below:

Copyright © 2022 [AppViewX, Inc]. All Rights Reserved.
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Configuring Authentication Settings Overview

User search result

User Found. {1=CN=User1 PM,0U=SME,OU=Product
Management, DC=testav, DC=com, memberOf=SME_AppView)}

10. To test which user group the user belongs to, in the Group search section, enter the following details

(sample values are shown in the image below the table):

Group search base* Base directory where the user group is present
Search filter* Criteria to search the user group from the search
base
Group return attribute User group information to be retrieved from the
search base

*. Mandatory

4 )
Note: You are allowed to check the query response for User search and Group search only
when the connection is valid.
N v
- ™
Note: Group search can be performed only if the customer’'s LDAP is of type Open LDAP.
Microsoft Active Directory does not need group search configuration. For Open LDAP, group

Copyright © 2022 [AppViewX, Inc]. All Rights Reserved. 18



Configuring Authentication Settings Overview

search needs to be configured mandatorily. The User return attribute in the User search
section does not return the group membership details.

11. After entering the above details, to test if the group search query thus configured works, click Test
Query.
For Open LDAP, when the user runs the test query for group search, the user search base details are
passed to the group search test query and the group membership details for that user are returned.
12. To save the LDAP settings, click Save or to reconfigure the settings,
click Reset. The LDAP authentication settings thus configured are
saved and displayed in the table shown at the end of this screen:

Host Bind DN Group search base Authorization AD user groups

CN=Administrator,CN=Users,DC=testavx,D.. DC=testavx.DC=com true

Note: In the case of multiple LDAP servers, to define/update the order in which the servers will
be authenticated, drag and drop the entries in this table.

Configuring the TACACS Authentication

he Terminal Access Controller Access Control System (TACACS) authentication is used to validate users

requesting remote access.
AppViewX integrates with TACACS for authentication of external users.

To configure the TACACS authentication:

Copyright © 2022 [AppViewX, Inc]. All Rights Reserved. 19



Configuring Authentication Settings Overview

1. Navigate to the Settings :: Authentication page.
2. To configure the TACACS authentication settings, on the Settings :: Authentication page, click the

tting hen n [ 4 quickconfiz | & | 0Entries
ADC - LDAP TACACS RADIUS SAML IP Restriction Authentication settings
O servername 1P address Port Status * Server name
No records found
Health report * IP address
Objects
* Port
Statistics

Backup & Restore

* secret key
* Service

Authentication
* Protocol

Advanced
* authorization attribute name

e ©

3. Enter the following details (sample values are shown in the image below the table):

Server name* Name of the TACACS server

IP address*

IP address of the TACACS server

Port*

*:Mandatory

Port number of the TACACS server

* Server name

* |P address

* Port

tacacs

192.168.142.89

40

4. To test the connectivity between AppViewX and the IP address mentioned above, click Test

connection.

5. Enter the following details (sample values are shown in the image below the table):

Copyright © 2022 [AppViewX, Inc]. All Rights Reserved.
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Secret key* A unique key for authentication between the App-
ViewX server and the TACACS server

Service* Name of the service used by the user requested
to be authorized

Specifying the service name is mandatory be-
cause it enables the TACACS+ server to behave
according to the type of each authorization re-
quest.

Commonly, the Point-to-Point Protocol (PPP) is
used for authorization checks.

Protocol* The protocol associated with the value specified
in Service Name, which is a subset of the associ-
ated service being used for client authorization or

system accounting

Commonly, the Internet Protocol (IP) is used as
the modifier with PPP to indicate the protocol lay-
er for authorization check.

Authorization Attribute Name* Attribute that will be returned from the TACACS
server to authenticate and authorize the con-
nection between the AppViewX server and the
TACACS server

*Mandatory

* Secret key

* Service pep
* Protoco =
* pAuthorization attribute name rale
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6. To save the TACACS authentication settings, click Add or to reconfigure the
settings, click Reset. The TACACS authentication settings thus configured

are saved and displayed in the table shown in the left half of the screen:

L] Servername IP address Port Status

O tacacs 102.168.142.89 49 ® Enabled

(g
Note: In the case of multiple TACACS servers, to define/update the order in which the servers

will be authenticated, drag and drop the entries in this table.
-

Configuring the RADIUS Configuration

The Remote Authentication Dial-In User Service (RADIUS) protocol is a networking protocol that provides

centralized authentication, authorization, and accounting management.
AppViewX integrates with RADIUS for authentication of external users.

To configure the RADIUS authentication:

1. Navigate to the Settings:: Authentication page.
2. To configure the RADIUS authentication settings, on the Settings:: Authentication page, click the
RADIUS tab.

[ ¥ Quick config T (3 | OEntries
- LDAP TACACS RADIUS SAML IP Restriction Authentication settings
O server name Host Authentication mode Status * Servername
No records found
* Host
%Shared secret
* Authentication port
* Acceptance port
- * Authentication mode PAPJASCII CHAP
MS-CHAPV2 EAP-MD3
Authentication
Authorization n|
Authorization via ® Radius LDAP
* Vendor ID @

3. Enter the following details (sample values are shown in the image below the table):
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Server Name* Name of the RADIUS server
Host* The IP address of the RADIUS server
Shared secret* A unique key for authentication between the App-

ViewX server and the RADIUS server

Authentication port* Port number that AppViewX will use for authenti-

cation

(o N
Note: The default authentication port

number is 1812. Please check with your
sysadmin if your organization uses a dif-

ferent port number.
N J

Acceptance port* Port number that AppViewX will use to accept a
response from the RADIUS server

(o ™
Note: The default acceptance port num-

ber is 1813. Please check with your
sysadmin if your organization uses a dif-

ferent port number.
N J

Authentication mode* Select one of the following authentication modes:
* PAP/ASCII

« CHAP

* MS-CHAPV2

- EAP-MD5

Note: Ensure that the selected authen-
tication mode is also confirmed in the
RADIUS server settings.

Authorization In addition to authentication, AppViewX also
lets you perform user authorization against the
RADIUS server.
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To enable authorization along with authentication,
select this check box.

Note: If Authorization is not enabled, Ap-
pViewX will only carry out RADIUS au-
thentication for the given user.

Authorization via This field is enabled only when
Authorization H|

Select from one of the following authorization

is enabled.

modes:
* RADIUS
« LDAP

Vendor ID* This field is enabled only when

Authorization H|
is enabled and au-
thorization is done via the RADIUS server.

Enter the vendor ID.

- ™
Note: AppViewX does not have a unique

vendor ID. We use a free vendor ID: 500.
Ensure that this is configured as part of

the RADIUS server settings.
N J

Vendor type* This field is enabled only when

Authorization H|

is enabled and au-
thorization is done via the RADIUS server.

Enter the vendor type.
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Note: AppViewX does not have a unique
vendor type. We use a free vendor ID:
200. Ensure that this is configured as part

of the RADIUS server settings.
- J

LDAP* This field is enabled only when

Authorization u]

thorization is done via the LDAP server.

is enabled and au-

From the drop-down menu, select the LDAP serv-

er to be used for the authorization.

*Mandatory
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* Server name radius

* Host 102.168.142.85

* shared secret

* Authentication port 1812

* Acceptance port 1813

* Authentication mode ® PAPASCI CHAP

MS-CHAPWZ EAP-MDS

Authorization H|
Authorization via ® Radius LDAP

* Vendor 1D 500

* Wendor type 200

4. To save the RADIUS authentication settings entered above, click Add or to
reconfigure the settings, click Reset. The RADIUS authentication settings thus
configured are saved and displayed in the table shown in the left half of the screen:

[ Server name Host Authentication mode Status

) radius 192,1658.... PAP @ Enabled

( ok
Note: In the case of multiple RADIUS servers, to define/update the order in which the servers
will be authenticated, drag and drop the entries in this table.

N
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Configuring Single Sign On Settings with AppViewX

The SecurityAssertion Markup Language (SAML) protocol is used for authenticating and authorizing user

identity for Single Sign On (SSO) services.

AppViewX integrates with SAML 2.0 for authenticating external users when Single Sign On is enabled. In

this case, the Identity Provider (IdP) is used for user authentication and authorization.

To configure single sign on settings with AppViewX:

1. Navigate to the Settings :: Authentication page.
2. To configure the SAML authentication settings, on the Settings
tab.

:: Authentication page, click the SAML

h= rvxappviewx

- LDAP TACACS RADIUS SAML IP Restriction Authentication settings

SSO Information

50 @

Meta data

SAML details

Issuer URL

Authentication
SSO URL

SLO

SLO URL

Upload certificate

Multiple web instances :

Default login :

Assertion parameters :

Wed Mar 10 2021 16:02:39 GMT+0530 (I5T) ? dy

| £ Quick config ‘

3. In the SSO Information section, enter the following details:

SSO To use SAML authentication for Single Sign On,

Copyright © 2022 [AppViewX, Inc]. All Rights Reserved.
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tion information (Entity 1D, Service URL, and
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tion section, as shown in the image given be-

Config Information

Host | localhost:5004
Entityl% localhost:5004/appviewx/ al
Service URL | localhost:5004/appviewsx/ssologin 0l

SLOURL  localhos:5004/appviewx/logout al

low:

(L ™
Note: Users can replace the host in-

formation with the actual AppViewX in-
stance IP Address or DNS name followed
with the web service’s accessible port
number ( example: 31443 or 443) to de-

rive the SP configuration from AppViewX.
N J

Meta data To import an identity provider (IdP):

a. Click Browse.

b. Navigate to the location where the XML meta-
data file is stored.

c. To upload the file, click Open.

~

( Note: You can also copy and paste the
metadata information from the XML file
into the metadata contents text boxes in
the Config Information section.

N\ /

*Mandatory

4. If the IdP is not able to pass the roles/user group as a part of of the SAML assertion and requires
AppViewX to perform the authorization, in the SAML details section, to enable local authorization,
enter the following details (sample values are shown in the image below the table):
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Issuer URL* B

(ot
Note: This field is applicable only when

550 m
.(in the SSO Information

section) is enabled. The field is automati-
cally populated when the IdP metadata is

uploaded.
N\ /

Entity ID of the IdP

SSO URL* ™ o )
Note: This field is applicable only when

550 m
.(in the SSO Information

section) is enabled. The field is automati-
cally populated when the IdP metadata is

uploaded.
\_ /

For AppViewX to send the authentication request,
enter the URL of the protected endpoint provided
by your IdP.

Protected endpoint provided by the IdP, to which
AppViewX sends the authentication request

SLO B

(o
Note: This toggle button is enabled only

550 m
when .(in the SSO Infor-

mation section) is enabled.
N J

To enable single log out, enable this toggle key.

It will log out the user from AppViewX and the IdP
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SLO URL* B

(ot
Note: This field is enabled only when

550 m
.(in the SSO Information

section) is enabled.
N J

”™
Note: This field is mandatory only when

so ]
(in the SAML details

section) is enabled.
N\ /

URL of the IdP protocol endpoint.

Upload certificate* (| o o
Note: This field is enabled only when

550 m
_(in the SSO Information

section) is enabled.
- /

(o
Note: A certificate is to be uploaded on-
ly when the certificate of the IDP is not

available as a part of the metadata.
N\ /

To upload a certificate:

a. Click Browse Certificate.

b. Navigate to the location of the .pem certificate
file.

c. Select the certificate file to be uploaded and
click Open. The selected certificate is up-
loaded.

Local authorization To enable SAML only authentication in IdP and
for authorization to be carried out in AppViewX,

enable this toggle key.
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Note: Authorization can be done by as-
signing user groups manually to the user
or enabling birthright role.

*Mandatory
SAML details
* Issuer URL | hteps://aae4094.my.idaptive app/06c0078d-891a-4c89-a46d-6d2f2° @
* 550 URL https://aaed094.my.idaptive app/applogin/appkey/06c00758d-891 2- 0]
|

* S5LO URL https://aa=d4004.my.idaptive.app/applogout/appkey/06c0072d-201, i

cartificate onelogin_metadata_cert Browse
Local authorization @ @

5. To save the SAML authentication settings, click Save or to cancel the authentication settings, click
Cancel.

« Security Assertion Markup Language

Security Assertion Markup Language

* SAML Overview

* Basic SAML Flow

« Configuration of SAML Parameters in AppViewX (Service Provider)

» Mapping User Groups for Local Authorization
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« Troubleshooting

 Types of SAML Vendors

SAML Overview

Security Assertion Markup Language (SAML) is a mechanism used for communicating identities between
two web applications. It enables a web-based Single sign-on (SSO) and hence, it eliminates the need for

maintaining credentials for various applications and reduces identity theft.

SAML integration requires the following parameters:

* IDP — Identity Provider (Okta, OneLogin, Pingldentity, and OpenSSO)
» SP — Service Provider (any application which supports SAML 2.0), AppViewX in this case

 User — Access the application

Basic SAML Flow

A user requests a SAML SSO to access a resource protected by a service provider. The service provider
requests the identity provider to authenticate and authorize the user. The identity provider checks the
existence of the user and sends back an assertion to the service provider that may or may not include the

user information. The communication passes through the HTTP/HTTPS.
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AppViewX as a Service Provider

ece AppViewX Login

return values (email, group info)

AppViewX enabled with SAML
Authentication

®

Single Sign On Redirect

(o)
L

AppViewX User|

Access AppViewX @

©) N

Authorization of User at AppViewX Database

Database

SAML Assertion passed to the Service Provider

@ An HTTP redirect or a HTTP POST from Service Provider to the Identity Provider

Identity Provider - Ping Identity, Okta, One Login,
ADFS

ece Single Sign On Login

Assertion contains Session index as Cookie with a TTL with user

Login with User Credential for Accessing the
Service Providers (Applications with SSO
enabled)

Authentication of AppViewX user at redirected IDP Login @

Application Access with RBAC @

AppViewX Single Sign On
with SAML Auth Enabled

Configuration of SAML Parameters in AppViewX (Service Provider)

1. Navigate to Menu > Settings > General > Authentication > SAML.

2. Enable the Enable SSO. This action will populate the service provider contents for the integration.

3. Under the Service Provider Information section, fill in the below fields:

a. Enter the host information for AppViewX in the Hostfield. The host information can be the

Hostname/URL used to access the application.

b. The Entity ID, SSO URL and the SLO URL will be automatically filled based on the Host information

provided above.

c. Enable/Disable the Sign AuthN Request toggle to send signed AuthN requests from AppViewX to

your ldentity Provider.

Note: This is to be enabled only when your IdP requires a sign authN request from service

provider.
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 Once the Sign AuthN Request is enabled, Upload a Service Provider certificate and private key
in a p12 format and provide the p12 Password. Choose the Signing Algorithm (Recommended
Algorithm: SHA-256) from the drop-down list. The Service provider certificate should be shared
with the IDP to validate the Service Provider SAML assertion signature.
d. Copy/Download the Service Providerinformation (Entity Id, SSO/Service URL, SLO URL) to be
consumed at IdP.

Service Provider Information

Host https-/fint-betapartner. appview:. plus i

Entity 10 https:Aint-betapartner appview: plusiappviews D_l i
Service URL https-/fint-betapartner. appview:. plus/appviewx/ssoLogin D_l i
SLO URL https:Aint-betapartner appviews:. plusfappviewslogout D_| i

Sign AuthN Request. @ i

SP metadata Download :

4. Under the IDP Configuration section,
a. Upload Metadata which is downloaded from your Identity Provider.
b. Upload of metadata automatically parses the fields SSO, SLO, and so on.
c. In the case of IDP metadata is not available, copy and paste the below contents.
d. Issue URL - Entity ID of the Identity Provider.
e. Provide the SSO URL which is a single sign-on URL for the service provider to authenticate the
users.
f. SLO - Enable/Disable SLO only if required.
g. Provide the SLO URL which is the SAML logout URL to send logout responses.
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h. Upload the IdP certificate in .pem format If the certificate is not available as a part of your IdP

metadata.

LDAP TACACS

IDP Configuration

Meta data

* lssuer URL

“ 550 URL

S5LO

* SLO URL

* Upload certificate

RADIUS

SAML IP Restriction Authentication settings

Enable 850 n]

i

https:/faab4320 my.idaptive app/a7ab98h1-cab8-4cdc-980e-a7017856

https:ifaab4320.my.idaptive app/applogin/appKey/a7ab98b1-cabg-4c4

https:/faab4320 my.idaptive_app/applogout/appkey/aTab98h1-cab8-4c.

AABA4320 Application Signing Cerfificate

Default legin :

Assertion parameters :

Note :

5. Under the Advanced section, fill in the below fields:

a. Enable/Disable the Local authorization to authenticate in IdP and authorize in AppViewX. If the IDP

is unable to pass the roles/usergroup as a part of the SAML assertion and requires AppViewX to
perform the Authorization then the above feature can be used.

[ Note: This feature is available from 20.1 version of AppViewX.

b. Provide the Authn Context in the text field.

+ Use any one of the below values for a customized type of authnrequest needed by your IDP.

Other RFC SAML2.0 standard authnrequest can also be used. (Copy and paste the below values

or add values in the same format from RFC to the AuthNcontext field).

 urn:oasis:names:tc:SAML:2.0:ac:classes:X509.

» urn:oasis:names:tc:SAML:2.0:ac:classes:TLSClient.

* urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtected Transport

 urn:oasis:names:tc:SAML:2.0:ac:classes:Password

 urn:oasis:name

s:tc:SAML:2.0:ac:classes:Kerberos

« urn:oasis:names:tc:SAML:2.0:ac:classes:InternetProtocol
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c. Choose the Auth Comparison from the drop-down field. This indicates how the authentication
context URI in the AuthnRequest message compares to the context defined at the asserting party. It

is preferred to be exact.

Advanced
Local authorization @ i
Authn Context urn:oasis:namestc:SA . X i
Auth Comparison Exact W i

6. Click the Save button.
7. If the configuration provided needs to be removed, click Reset button.

Mapping User Groups for Local Authorization

Administrators can map user groups manually for external users login through SSO by using either

Manual mapping or Birthright.

Manual Mapping

Once the user logins to AppViewX using SSO if no proper Roles are passed in the Assertion the user will
end on a No Usergroup found page. Now the administrator can log in with the default login URL https://
ip:port/appviewx/login and navigate to Account > Users.The user who has not logged in will have the
user-created tag and will be in an inactive state. Administrators can modify the user and map the user to a
user group that is available and this will enable the user to login successfully on the next attempt.

Birthright Role

The administrator can enable a birthright role and map a user group by default for all the sso users to
log in initially when they do not have a role/user group passed in the SAML assertion. This would enable
the user to login successfully and access the application with the access given in the specific user group.
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If required now the administrator can create different sets of user groups and assign manually to the
respective users who do not need the birthright user group which will be reflected in the subsequent login.

Troubleshooting

Enable the SAML extension in the browser. While performing the login, enable the DEV tools and open
the SAML tab.During the operation, the SAML assertions are passed in the HTTP headers.Similar to the
external authentication configuration, if the role name passed in the SAML assertion matches the role
name in the AppViewX database, the login will be successful.

Sample Configuration of SAML Assertion

Number of SAML Assertions in HTTP Headers

DevTools - 192.168.96.133:5004/appviewx/app

= ﬂ Elements Console Sources Network Performance Memory  Application Security Audits SAML 0141
Path Method | Status | SAML = Request Response QRS LL=EEOQ
Kt pp/app 9617385 _appviewx 1 GET 302
i Kt pp/app 9617385 appviewx 1 GET 200
https://192.168.96.133:5004/appviewx/ssoLogin mm

Ldsig-nores
1d2463457916621930912
os: Transforn Algor
m_Algorithn=
/- exc-c 14

w3 .0r9,/2008/09/xrlds
601/18/ XML -exc- C14n# " ><

d- signatu
Sianespaces Prefixlist=-ys"

sfarm-
<ds:Digesthethod Algorithn="http://we.u3.org/2001/84/xmle
VangBSTWBRB1CAVeBI ZHBNHAGTx rex I AVDZLFcYOLey do D1 qesival

sha2s6” />

ige
</ds Reference
</ds:SignedInfo>
= iS1anaty Lz T LOnRAEAgagitnoy ISE:ARS ANy S Iy hRXeLLKDPTEBKTO: L K acHE Qg 2uNGpcOLARgedTazal aped HGUL | ITHAUNUTIFLLL
G AR A b SECR A PRVt L2l e BT Teohet v acoss AL P ar e e 5oy EoL FABO9CKSRACSKEONETCT ECPEOHBLIPKs 3 JTJB91 I ATHBZI3
V/UEDVEQErdK){yXSMOMWMZIRAN9[nyPsL+T;‘Z(§BDnLNSF/Gq/BE(VGrEuUJﬂMdZHBrRualKEﬂth QR2Q==</ds: SignatureValue>

5 ‘5 ‘nDa(a

s Certif cﬂE\MIIDqD((Ap[gAu]BAg[GAMJunnWMAﬂE[SqGSIDEDQEB(wumIGuMuswtovauDEEwJVUzEnﬁEG
.nluE[n KO2F SaNZvemSpY TEWMBOGA LUEBwwiIUZFUTEZY VW5 aXN] bZENMASGA LUEC QWE
MB]GAlUECwLUlNPUHJ\'dm'lkZ){IxFTATBUWBAMMDGFWCHZDZXH4LHNszEcMBuGCSQGSIb}DQEJ M

Sample SAML Assertion

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:Response Destination="https://192.168.x.x:31443/appviewx/ssoLogin"
D="id246345791662193091218321378" InResponseTo="ONELOGIN_23e56e9e-99e6-449f-ace2-67002e6fcc91"
Issuelnstant="2019-02-06T13:46:48.185Z" Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol" xmIns:xs="http://www.w3.0rg/2001/XMLSchema">
<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity"
xmins:saml2="urn:oasis:names:tc:SAML:2.0:assertion">http://www.okta.com/exk9y6yf2Td4qxk5M356</saml2:Issuer>
<ds:Signature xmlIns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo><ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/><ds:SignatureMethod
Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#id246345791662193091218321378">

<ds:Transforms><ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
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<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"><ec:InclusiveNamespaces PrefixList="xs"
xmins:ec="http://www.w3.0rg/2001/10/xml-exc-c14n#"/></ds:Transform>
</ds:Transforms><ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>V4ngGSIWBR81C4VzBI2K8nM4QTxrexhuJAVDZ1f4cYQ=</ds:DigestValue>
</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>ZBrslOpRRB8gaqYHnoyjlSEsA8s1cUANSFy5rJ/MyNRxtLIKDPrBBKgTOsOLkKodMEQavwgr2uN6pcOLdXVvRge8TaealapeiThGWLjt17hRU
NBUTJFbLIIgpfjf6dBf6E4FpgAOBp0/SbGRkeFKU1dUVUHWIizsNxjeS+QoTJIGIOWivLxgxvzfNuLicPgrPIMesZcgyEOIFXBO9OK5RWCSKtOWE7C7iGCP60OMbUpP
KasJTJ89iJrw4/ATaHBZJ3faV/ggbYcQerdKxyXsMQMM/MzIRAfdICTXyPsL+T/26BOnLN5F/Gq/36¢cY GrEuUJOMdzHBrRualKe/bRigQR2Q==</ds:SignatureVal
ue>
<ds:Keylnfo>
<ds:X509Data>
<ds:X509Certificate>MIIDgDCCApCgAwWIBAgIGAWiodnVYMAOGCSqGSIb3DQEBCWUAMIGUMQswWCQYDVQQGEwWJVUZETMBEG
ALUECAWKQ2FsaWZvem5pY TEWMBQGALUEBWWNU2FUIEZYYW5jaXNjbzENMASGALUECgWET2t0YTEU
MBIGALIUECWWLUINPUHJIvAmMIKZXIXFTATBgNVBAMMDGFwWCcHZpZXd4LXNzbzEcMBoGCSqGSIb3DQEJ
ARYNaW5mb0Bva3RhLmNvbTAeFWOXOTAyMDEwWOTQ4MjJaFw0yOTAYyMDEWOTQ5MjJaMIGUMQswCQYD
VQQGEWJIVUZETMBEGALUECAWKQ2FsaWZvcm5pY TEWMBQGALUEBWWNU2FUIEZyYWS5jaXNjbzENMASG
A1UECgwWET2t0YTEUMBIGALIUECWWLUINPUHJIvAmMIKZXIXFTATBgNVBAMMDGFwcHZpZXd4LXNzbzEc
MB0GCSqGSIb3DQEJARYNaW5mb0Bva3RhLmNvbTCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQoC
ggEBAIC22r1CR7gbMVeyYnRjkDLGRwWHJI1zhQKWTVOEZdbk/KTHWVMXHpNinkOhUcxbzfHePBf6wx
9JEThiNvVHZVIg6ZktY otGODF/FFOfMxhzfweqR5yt27ihiuVTeGT8GjNcXwOoyzJdrDuZg27ybl
jrigGPKrLiwrrot54R1LP2VcIMOFdIOWdOoU1N5IEnFAd+2UECZZLQ0gJrDpFcbDisuhmp5bTKUS
1RplxarNeacH2kIRY4efeqQdVgaghgs+zMN44iz+YGs8uELEIKErOabEtoYiTImsVngEcs8fUvKx
LLdZevPhh89vOMJiZI9gTjjt/fON+NEUzyJsHixqmnUCAWEAATANBgkghkiGOWOBAQSFAAOCAQEA
RZ042X1gDE3d9xnftXr2LoUItdTQeVoFdklJlgJla21kDRCwHis20vuFwOW+QdUeh5uUljGxbhaA
cQleJUvuD1aEK/ynUDKGAOjVALR7IbwTK69i7¢19F 7ptibb5sq8yjl5fOavitiN3INIzZdkrPIP1
hJInKcjOSVyMPv8a7rDXOtXxDoZgi+pWj0qlp4E9tKOrwJgKdjS8j03ulwwtOx4Jak4yYueaY8nH1
+amyE6w96Qm6ScEGLcxXzboczS7BMjZ0M4MrézXOTS8pU+AXENBmMANkdwO9JSeXm3UBIRWv59jet
qMeKqgf4aKRg+ogqbw9hkH3X6qT69AeEiIPz6YPmQ==</ds:X509Certificate>
</ds:X509Data>
</ds:Keylnfo>
</ds:Signature>
<saml2p:Status xmIns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"><saml2p:StatusCode
Value="urn:oasis:names:tc:SAML:2.0:status:Success"/></saml2p:Status>
<saml2:Assertion ID="id24634579166299789832980116" Issuelnstant="2019-02-06T13:46:48.185Z"

Version="2.0" xmins:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
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xmins:xs="http://www.w3.0rg/2001/XMLSchema">
<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity"
xmins:saml2="urn:oasis:names:tc:SAML:2.0:assertion">http://www.okta.com/exk9y6yf2Td4qxk5M356</saml|2:Issuer>
<ds:Signature xmIns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:Signedinfo><ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/><ds:SignatureMethod
Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#id24634579166299789832980116">
<ds:Transforms><ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"><ec:InclusiveNamespaces PrefixList="xs"
xmins:ec="http://www.w3.0rg/2001/10/xml-exc-c14n#"/></ds:Transform>
</ds:Transforms><ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>hnTKZKSyxKC6WGZTK7iD+iQv4+nj/91eX8vhrkyi+1k=</ds:DigestValue>
</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>OtgpFXWkIIOOhSZiHpAdTDBg6v11+/unBzyPOFSBI+0+b2i22s3IHtzCqsEVp4Xn9J1XoL 12tCr/uhg7b4kxcTsIMSAYFVQipUZLKanElaEOSv2

tnjQUAOE3fBMTm2d/3+nIXofyGIOMEY50rFaGGjC9ZAMk2qJDAEzjZHhjOyooL QltzDocfVFvXeFSI/bAaDNSRPYTOB9dXsGpjpUIA6CMpmJIXSxgAPwogaM20d48

07iKi3THjTgm1L2z9nntQajfaRERkoTfAVOsGEGiIKIUAhWmMtMkUDOUXbMeBX061cpQ5A/WsfxpbZKhJkDes/9lzcDoPkl7w+TshInQMQA3A==</ds:SignatureVal

ue>

<ds:KeylInfo>
<ds:X509Data>
<ds:X509Certificate>MIIDgDCCApCgAWIBAgIGAWiodnVYMAOGCSqGSIb3DQEBCWUAMIGUMQsWCQYDVQQGEwWJVUZETMBEG

ALUECAWKQ2FsaWZvem5pY TEWMBQGALUEBWWNU2FUIEZYYW5jaXNjbzENMAsGALIUECgQWET2t0YTEU
MBIGALIUECWWLUINPUHJIvdmMIKZXIXFTATBgNVBAMMDGFwcHZpZXd4LXNzbzEcMBoGCSqGSIb3DQEJ
ARYNaW5mb0Bva3RhLmMNvbTAeFwWOXOTAYyMDEwWOTQ4M]JaFw0yOTAYyMDEWOTQ5MjJaMIGUMQswCQYD
VQQGEWJVUzZETMBEGA1UECAWKQ2FsaWZvem5pY TEWMBQGA1IUEBWWNU2FUIEZYyYWS5jaXNjbzENMASG
ALUECgWET2t0Y TEUMBIGALUECWWLUINPUHJIvdmIKZXIXFTATBgNVBAMMDGFwcHZpZXd4LXNzbzEc
MB0GCSqGSIb3DQEJARYNaW5mb0Bva3RhLmNvbTCCASIWDQYJKoZIhveNAQEBBQADggEPADCCAQoC
ggEBAIC22r1CR7gbMVcyYnRjkDLGRWHJI1zhQKWTVoEZdbk/KTHWVMXHpNinkOhUcxbzfHePBféwx
9JEThiNvwHZVIg6ZktY otGODF/FFOfMxhzfwegqR5yt27ihiuVTeGT8GjNcXwOoyzJdrDuZg27ybl
jriqGPKrLiwrrot54R1LP2VcIMOFdIOWdOoU1N5IEnFAd+2UECZZLQ0gJrDpFcbDisuhmp5bTKUS
1RplxarNeacH2kIRY4efeqQdVgaghgs+zMN44iz+YGs8UELEIKErOabEtoYiTImsVngEcs8fUvKx
LLdZevPhh89vOMJiZI9gTijt/fON+NEUzyJsHixqmnUCAWEAATANBgKghkiGOWOBAQSFAAOCAQEA
RZ042X1gDE3d9xnftXr2LoUItdTQeVoFdklJIgJla21kDRCwHis20vuFwOW+QdUeh5uUljGxbhaA
cQleJUvuD1aEK/ynUDKGAOjvdLR7IbwTK69i7c19F7pti6b5sq8yjl5fOavitIN3INIzZdkrPIP1
hJInKcjOSVyMPv8a7rDXOtXxDoZgi+pWj0qlp4E9tKOrwJIgKdjS8j03ulWwtOx4Jak4yYueaY8nH1

+amyE6w96Qm6ScEGLcxXzboczS7BMjZ0M4Mr6zXOTS8pU+AX6NBmMANkdwO9JSeXm3UBIRWv59jet
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gMeKqf4aKRg+oqbw9OhkH3X6qT69AeEiIPz6YPmMQ==</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
<saml2:Subject xmIns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">
<saml2:NamelD Format="urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress">saml@appviewx.com</saml2:NamelD>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer"><saml2:SubjectConfirmationData
InResponseTo="ONELOGIN_23e56e9e-99e6-449f-ace2-67002e6fcc91"
NotOnOrAfter="2019-02-06T13:51:48.185Z" Recipient="https://192.168.x.x:31443/appviewx/ssoLogin"/></saml2:SubjectConfirmation>
</saml|2:Subject>
<saml2:Conditions NotBefore="2019-02-06T13:41:48.185Z" NotOnOrAfter="2019-02-06T13:51:48.185Z2"
xmins:saml2="urn:oasis:names:tc:SAML:2.0:assertion">
<saml2:AudienceRestriction>
<saml2:Audience>https://192.168.x.x:31443/appviewx/</sam|2:Audience>
</saml2:AudienceRestriction>
</saml2:Conditions>
<saml2:AuthnStatement Authninstant="2019-02-06T13:46:46.836Z"
SessionIindex="ONELOGIN_23e56e9e-99e6-449f-ace2-67002e6fcc91"
xmins:saml2="urn:oasis:names:tc:SAML:2.0:assertion">
<saml2:AuthnContext>
<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtected Transport</saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement xmIns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">
<saml2:Attribute Name="Emailld" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic">
<saml2:AttributeValue xmlIns:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://lwww.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">saml@appviewx.com</sam|2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name="FirstName" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic">
<saml2:AttributeValue xmlIns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">saml</saml2:AttributeValue>
</saml|2:Attribute>
<saml2:Attribute Name="LastName" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic">
<saml2:AttributeValue xmlIns:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">appviewx</saml|2:AttributeValue>
</saml|2:Attribute>

<saml2:Attribute Name="NamelD" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic">
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<saml2:AttributeValue xmlIns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">saml@appviewx.com</saml2:AttributeValue>
</saml|2:Attribute>
<saml2:Attribute Name="Mobile" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic">
<saml2:AttributeValue xmIns:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">0</saml2:AttributeValue>
</saml|2:Attribute>
<saml2:Attribute Name="Roles" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic">
<saml2:AttributeValue xmlIns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">oktarole</saml|2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml|2:Assertion>

</saml2p:Response>

The data in bold contains the attributes passed to AppViewX for a successful login. If this data is not
passed in assertion, the assertion must be revisited.

Vendors Certified with AppViewX

AppViewX has been certified with the below SAML 2.0 enabled SSO vendors:

 Okta

» OneLogin

« ADFS

* Forgerock

« Idaptive

* Azure

« ADFS

* Pingldentity

Types of SAML Vendors
Types of SAML Vendors

» Okta
» OneLogin
» ADFS
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+ Forgerock

* Idaptive

« ADFS Integration

« Okta Integration

« Forgerock Integration
» OnelLogin Integration

« Idaptive Integration

ADFS Integration

The below steps are performed at the IdP end. The navigation and screenshots might differ based on the
version of the IdP. (This is just an example configuration)

Prerequisite

To enable ADFS based single sign-on, the ADFS service should be installed and configured with the
respective Active Directory Domain.

Note: The steps are performed on the Windows 2012 R2 server with AD enabled in the same
domain.
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1. Navigate to Server Manager > Tools > AD FS Management.
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2. In AD FS under Actions select Add Relying Party Trust.
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4. In Select Data Source choose the option Enter Data about the Relying Party Manually and select Next.
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6. Under the Choose Profile Select the first configuration profile AD FS profile and select Next.
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7. Add a new token encryption certificate if needed or leave it with the default setting and select Next.
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8. Under the configure URL, choose the third option Enable support for SAML 2.0 WebSSO protocol and
enter the AppViewX Service URL which was copied in the previous step of Enabling SSO in AppViewX
and select Next.

Copyright © 2022 [AppViewX, Inc]. All Rights Reserved. 45



Configuring Authentication Settings Overview
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9. Under the configure identifiers enter the AppViewX Entity ID which was copied in the previous step of

Enabling SSO in AppViewX and select Add and select Next.
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10. Under Choose Multi-factor Authentication select | do not want to configure multi-factor authentication

settings at this time. If the organization has a multi-factor authentication setting enable it and select

Next.

Copyright © 2022 [AppViewX, Inc]. All Rights Reserved.

4

6



Configuring Authentication Settings Overview

23.101.194.138 - Chrome RDP
Sen 7 iger

L
& File

Action

Wiew  Window  H,

AD FS

ADFS
| Senvice
| Trust Relationships St
. Authentication Palicies @
]
o
=f ADFs 0
&5 DNS °
ii File al ]
o s ®
L]
)

®

o ®

L

ens
wleicome

Select Data Source
Specify Display Name
Choose Fiofile
Configure Cetificate
Configure URL
Configure | denlifiers
Configue Mulifactor

Authentication Now?

Choose Issuance
Authorization Rules

Feary to Add Trust
Finish

Add Relying Party Trust Wizard

Configure multi-factor authentication settings for this relying party trust. Multi-factor authentication is required if

there is & match for any of the specified requirements

Multi-factor Authentication

Fiequiements  Users/Groups  Not configured
Device Nat canfigured
Location Mo configured

®) | do not want ko configure multi-factor authentication settings for this relping party trust at this time.

() Configure multifactor authentication settings for this relying

You can alse configure multifactor authentication settings for this relying party trust by navigating ta the
Authentication Policies node. For more infomation. see Configuring Authenficstion Policies

party st

Global Settings:

< Previous | |

Nest»

| [ Cancel

ions
FS =
£dd Relying Party Trust..
Add Claims Provider Trust..
Add Aftribute Store,.,
Edit Federation Service Properties..
Edit Published Claims
Rewoke All Proxies
View 3
Hew Window fram Here
Refresh
Help

Hide

=

s

ey
B

= L3y

343 AM
6/24/2020

11. Under Choose Issuance Authorization Rules select Permit All Users to access this relying party and

select Next.
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Add Relying Party Trust Wizard

Issuance authorization rules determine whether a user i pemitted to receive claims for the reling party
Choose ane of the following optiors for the iritial behavior of this reling pary's issuance authorization fules.

Permit all users to access this reling party

The issuance authorization wles will be corfigured to permit al users ta access this rebing party. The reling
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Edit Published Claims

Rewoke All Proxies

View »
Mew Window from Here

Refresh

Help

Hide

= 3

12. Under Ready to Add Trust review the configuration done in the wizard and select Next.
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13. Under Finish enable the checkbox Open the Edit Claims and select close.

23.101.194.138 - Chrome RDP

=) Sen 7 ager
L ADFS
@ File  Action  View Window Hels
= Lt} Add Relying Party Trust YWizard - -~
I ADFS Finish ions
§ Local b ] Service is | | —
= b [ Trust Relationships Steps T
- lying party rust was successully added to the AD F5 configuration dalabase.
B& AlSe | | puthentication Palicies @ Welsome Add Relying Party Trust..
&l AD DS “fou can moify this relying paity trust by using the Properties dialog box in the AD F5 Management snapin e e i T
© Select Data Source
.
=f ADFS @ Specily Display Name Add Attribute Store..,
2 DN R Dpen the Eit Claim Fules dislag for this relying pary tnust when the wizard closes Edit Fderstion Service Propertiss..
g Filea @ Confiqure Certficats Edit Published Claims =
io us @ Configure URL Rewoke All Prozies
& Configurs |dentifiers View »
® Configurs Multifactor Hew Window from Here

Authentication Now?

Refresh
® Choose Issuance i
Aulhorzation Fiules Help Hide
© Ready to Add Trust |
® Finish

Close

II T -
L] B € & < 58 5w
& - .

Add Claim Rules

To configure attributes or claims to be passed as an assertion Claim Rules should be created in ADFS.
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1. In the Edit Claim Rules pane click Add Rule.

23.101.194.138 - Chrome RDP

Sen ¥ iger

Server Manager * Dashboard Z) Manage  Tools
WELCOME TO SERVER MA| Y Edit Claim Rules for appviews-demo = | = -
Local Server Issuance Transform Fules | Issuance Authorization Rules | Delegation Authorization Fules |
a The following transfom rules specily the claims that wil be sent to the relying party
Order - Rule Name Issued Claims
2 ADFS QUICK START
2 DNs
B File and Storage Services P =
o Is
WHAT'S NEW
+
4 Hide
LEARN MORE
ROLES AND SERVER GROY
Roles:5 | Servergroups:1 |
e =m File and Storage
i [}
Ol Aobs Add ule. Edit Riule. Femowe Fule. ! B services !
@ Manageability ® Manageability
Events Events
Services Apply Services
Performance | | Tt | | TorToTTaT Performance
558 AM
5 B 55 gy
3 0% = 03

0 Local Server

Server Manager * Dashboard

23.101.194.138 - Chrome RDP
Sen ¥ aiger

@ |V temage Toos  view
W Add Transform Claim Rule Wizard
WELCOM|
Select Rule Template

All Servers Sloes Select the template for the claim rule that you want o create from the fallowing lis. The description provides
) Bnib s delals aboul ach claim ne template;
AD DS ]
® Configure Claim Fule Clain rule template;
.
“¥ ADFS RACKST Send LDAP Allibutes 25 Claims v
]
e DNS Clzim rule template description:
] 3 L]
& File and Storage Services Using the Send LDAP Afiibute as Claims rule template you can select attibutes from an LDAP atiibute
o us store such as Active Directory to send a3 claims to the relying party. Multiple attributes may be sent as
WHATS multple claims from a single tuie using this rule type. For example. you can use this rule template o cieate
3 tule thal will extiact altibule values for authenticated users from the displaylame and telsphoneNumber
Active Directory attibutes and then send those values as two diferent outgoing claims. This 1uls may also
be used to send al of the user’s group memberships. I you want to nly send individual group
memberships, use the Send Group Membership as a Claim rule templale.
Hide
LEARN M
ROLES A
Roles:5 |
File and Storage 5
Services
@ M Manageability
= Events
54 Services
Pd Performance
ona s | | ooa s | | 2oa s | | eoa " h
600 AM
> ] (g s BEG
6/24/2020

i)

3. Provide a Rule name and select the attribute store as Active Directory and provide the claim types

as below and select Finish. Display-Name > FirstName, Surname > LastName, E-Mail-address >
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Emailld, Token-Groups-Unqualified Names > Roles, E-Mail-address > NamelD, E-Mail-address > E-
Mail-address.

4. Create another rule to transform the incoming claim by clicking Add Rule > Rule Template (Transform
an Incoming Claim) and select Next.

23.101.194.138 - Chrome RDP - X
= Sen ¥ iger —|8] x

| [' Manage  Tools  View

Add Transform Claim Rule Wizard ~
@@ SER A
[ d [Tasks ]
LIE [—— TASKS
B Local Server
= Steps ou can configure this rule ta send the values of LDAF attibutes s dlaims. Select an altiibute store from ' _
@ Choose File Type which to estiact LDAP altrbules. Speciy how the attibutes wil map to the outgoing claim types that will be =
AD DS . issued from the e
Server Nar

@ Configure Claim Rule

ADFS Claim rule name:

& DNS

ii File and Storage Services b Rule template: Send LDAP Attributes as Claims

fe s Atibute store

Active Directoy v

Mapping of LDAP attributes to outgcing claim types:

:g@;:g;‘bu‘e [Select o e to Outgoing Claim Type (Select or type to add more]
Sumame v [Lasiame v
EVENTS E Malhddiesses v | Emaild v
s Token-Groups - Unqualified Names v | Roles v|E TASKS ¥
> |E-MskAddiesses v [ HamelD v
Filter E-MalAddiesses v [ EMail Addess v 7]
v
Server Nar
appviewx
appviewx
<Previous | [ Finsh | [ Cancel

€| * 28 5 qaummo

5. Provide a Rule Name and select the Incoming Claim Type as E-Mail-Address and Outgoing Claim
Type as Name ID and Outgoing Name ID Format as Email and select Finish.

23.101.194.138- Chrome RDP - x
[ Sen 7 ager @] x

@ ~  Server Manager * AD FS 2) | F Manage Toos  View

@o SEA Ll Add Transform Claim Rule Wizard ~

L IEE TASKS ¥

Select Rule Template

B Local Server

Filter vl
All Servers Steps Select the template for the claim rule that you want lo create from the folloving list. The description provides _
@ Choose Rule Type detalks about sach claim e template. .
A0S SeverNatl o Copfigure Claim Rule Clairn rul template:

& DNS

Claim rule template description

B File and Storage Services »
L] 9 S

fo 1S type, and oplionally change its claim value. For example, you ean use this ke template to create a e

that will send a role claim vith the same claim value of an incoming group claim. You can also use this
e to send a group claim with a claim walue of "Purchasers” when there is an incaming aroup claim with
3 value of "Admins”. Muliple: claims with the same claim type may be emitted from this ule. Sources of
incoming claims vary based on the rules being edited. For more information on the surces of incoming
claims, click Help.

EVENTS

All events | TASKS ~

Server Nat

appviewx

appviewx

€ - 585 g
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6. Now select Apply and OK in the Edit Claims pane.

23.101.194.138 - Chrome RDP
Sen ¥ iger

-@ 1 P Merage  Toos

@ v Server Manager * AD FS

@g SER w Add Transform Claim Rule Wizard ~
IE Dashboard L IE . TASKS ¥
- Configure Rule
0 Local Server .
- Filter Steps N ~)
5 Al Servers “ou can configure this ke to map an incoming claim type to an oubgoing claim type. A3 an option, you can _
@ Chaose Fule Type also map an incoming claim value to ah outgoing claim value. Specify the incoming claim tpe o map to the =
fgl AD DS Serveria autgaing claim type and whether the claim value should be mapped to & new claim value
verNat o Configure Claim Rule
29 ADFS - Claim rule name:
&, DNs HamelD |
- Rule template: Transform an Incoming Claim
WE File and Storage Services P
= Incoming claim tpe: E-Mail Address v
fo Iis 8 e | |
Unspecified
Dutgeing claim tpe: |Nam D .,‘
Dutgoing name |0 format: ,,‘
(® Pass through all claim values
EVENTS © Replace an incoming claim value with a different autgoing claim value
Al events | TASKS ¥
Filter Erowse: =
O Replace incoming e-mail suffic claims with a new e-mail sufis
Server Nar
appuiewx
appviswx
<Previous | [ Finsh | [ Cancel
v
H == 616 AM
_ = Q % o
= B € % REG e
[-] & B =

Enable Form-Based Authentication

For users to redirect from AppViewX to AD FS for authentication enable Form-based authentication as
mentioned below. Under the AD FS menu > Authentication Policies the Primary Authentication should be

Forms Authentication for Extranet and Intranet. If not select Edit and configure it as Forms Authentication.
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23.101.194.138 - Chrome RDP _—
=] Sen 7 ager - @] x

G ADFS [=[o]

v Help
G File  Action  View Window Help
ez =
B
IE2 Dashbl [ = apfs Authentication Policies Actions s ]
B Local§| » [ Service ... . . - .. - . Al :
. A-a 3 uthentication Policies -~ @
- 4[] Trust Relationships Authentication Policies Overview = R
W& All Ser| Claims Erovider Trusts Edit Glabal Primary Buthentication.. =
i AD DY 3 Relying Party Trusts You can configure piimary authenlication and mult-actor authentication seltings globaly or pet relying party trust

Edit Global Multi-factor Authentic...
:’ ADES | Attribute Stores ] Leam More View »
+ [ Attt P .
Configuing Authentication Policies

& DNS = Per Relying Party Trust New Window frarm Here
_ AD FS Help
HE Filea |G Refresh
io Iis ; ot Help
L Primary Authentication
Primary authentication is required for all users tying to access that use A0 FS for L YOu can use =

options below to configure global and custom primary authentication settings

Global Settings

Authentication Methods  Extranst Farms Authentication Edt
Irtranet Forms Authentication
Devics Authentication Not ensbled s~
Custom Settings
Per Rieling Party Manage &)
Multi-factor Authentication
You can use options below ta corfigure mult-factor authentication settings based on users/groups, device, and localion data
Mutifactor authentication is reuired i thers is & match for any of the specilied requirements:
Global Settings
Fiequirements Users/Groups ot conligured Edt
Deviee Kot canfigured -
. R v
am |- e < 6:22AM
=] 8 it @ 93% = =]

Now AD FS is configured with all necessary details for SSO based authentication. To Export AD FS IDP

metadata and upload in AppViewX SSO settings, export the metadata using the IDP URL and save it as
an XML file.

Sample URL:

https://appviewx.westus.cloudapp.azure.com/federationmetadata/2007-06/federationmetadata.xml

(g M
Note: Role name passed in as a part of the SAML assertion should be configured in AppViewX

on the Accounts > UserGroup and assign a role for accessing the application. For an IDP initiated
SSO the following structure like URL should be used.
Sample IDP initiated URL: https://appviewx.westus.cloudapp.azure.com/adfs/
Is/idpinitiatedsignon

- J

Okta Integration

The below steps are performed at the IdP end. The navigation and screenshots might differ based on the
version of the IdP. (This is just an example configuration)

Complete the following steps to begin the IDP configuration:
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1. As an admin user or a user with the privilege to create an application, log in to the IDP and start
creating the application.

2. Enter the basic details, name of the application, and logo update, if required.

3. Enter the configuration information of the service provider retrieved in the previous steps.

4. Enter the user attributes to be passed to AppViewX during the SAML assertion.

5. Download or copy the IDP metadata.

6. Map the Application to a user group or the user to the application.

1. Create an application.

&3 Edit SAML Integration

o General Settings

o General Settings

App name Appviewx

App lago @

Browse..

Upload Logo

App visibility [] Do not display application icon to users

(7] Do not display application icon in the Okta Mobile app

2. Configure service provider details.
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@ SAML Settings

Single sign on URL

Audience URI (SP Entity ID)

Default RelayState

Name ID format
Application username

Update application username on

nttps:/192168.96.1

[+] Use this for Reci

What does this form do?

33:5004/appviewx/ssologin Where do | find the info this form

pient URL and Destination URL

| Allow this app to request other SSO URLs

hitps/M192168.96.1

EmailAddress

Okta username

Create and update

33:5004/appviewx/

Okta Certificate

v 4 Download Okta Certificate

Show Advanced Settings

needs?

3. Show Advanced Settings screen.

Response

Assertion Signature

Signature Algorithm

Digest Algorithm

Assertion Encryption

Enable Single Legout

Authentication context class

Honor Force Authentication

SAML Issuer ID

Signed -
Signed ¥
RSA-SHAZSE *
SHAZ256 o
Unencrypted v

Allow application to initiate Single Logout

PasswordProtectedTransport v

Yes v

hitpsAweew.okta.com/$org.externalkey]

4. Configure the User Attributes to be passed during the SAML assertion.
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LEARMN MORE
Name Mame format Value
Emailld Basic v user.email v
FirstMame Basic v userfirstName v
LastMame Basic v userlastName v
NamelD Basic v userlogin v
Maobile Basic v 000000 -

Add Another

Name MName format Filter

Roles Basic v Equals v | oktarcle

Add Another

5. Finish the IDP configuration.

e Help Okta Support understand how you configured this application

Why are you asking me this?

Are you a customer or partner? (®) I'm an Okta customer adding an internal app

I'm a software vendor. I'd like to integrate my app with Okta

n The opticnal guestions below assist Okta Support in understanding your app integration.

App type EI This is an internal app that we have created

Previous ﬁ

6. Click the View Setup Instructions in the Sign On tab.
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@ 7| AppViewx

Active v View Logs

Sign On

About
Settings Edit

SIGN ON METHODS

Configure profile mapping
Application Username

Default Relay State.

SAML 2.0 is nt configured untl you complete the setup instructions.
View Setup Instructions

Identity Provider metadata is available if this application supports dynamic configuration.

7. Copy and paste the content from the Optional section and save it as an XML file.

Optional

o Provide the following IDP metadata to your SP provider.

<7xml vel "UTF-8"7=<md; xmins:md="urn:oasis:names:tc:.SAML:2 O:metadata”
entitylD="hitp\www.okta.com/exkdyGyf2 Tddgxk SM356 od:IDPSS0Descriptor WantAuthnRegquestsSigned="false"
protocolSupportEnumen: 3 is:namestc:SAML:2 O:protocol”><md:KeyDescriptor use="signing"><ds:Keylnfo
xmins:ds="http: w3.org DG xmldsig#™: X509Data>
<ds:X509Cerificate=MIIDgDCCApCoAwiBAQIGAWId iV YMADGCSqGS5Ib3D QEBCWUAMIGUMQswC OYDVOQGEWWVUZETMBEG
A EC AwWKQ2FsaWZvem By TEWMBQGAILEBwWwWNU2FuUlEZyYWEja X NjbzENMAsSGATUECowET2t0YTEU
MEIGATUECwwlL UTNPUH vdmikZ XkFTATBgNVBAMMDGFwcHZ pZX d4L XMzbz EcMBo GCSqG5Ib3D0QE]
ARYMNaWSmb0Bva3RhLmMNvETAe FwlxOTAyMDEwOTO4M] JaFw iy OTAYMDEwWOTQSMJaMIGUMQswC oY D
VEQGEwWIVUZETMBEGATUECAWKG2FsaWZvemSpY TEWMBGGAILEBwwWMNUZFUIEZ Y WSjaXNjbzENMASG

A ECgwET 2tOWTEUMBISATUECwwWLUINPUH hvdmIk ZX I« FTATBgNVBAMMD GFwcHZpZ X d4L XMNzbzEc
MEcGCSgESIbZDQEJARYNaWSmbDBva3RhLmMNvET CCASIWDOYIKoZIhve NAQEBBQADggEPADCCAQOC
EBAIC22rICRTgbMYoyYnRikDLGRwWHHNzhQKWT VoEZ dbk/K THwWWMXHpNinkOhUcxbzfHePBiGw:
EThiMNwHZVIgbZktyotGODFFFOfMxhzfweqREyt2TihinWTeGTEGMcXw Doy z drDuZg27ybl
jrigGPErLwrrotS4RILP2VeIMOFdI OWd 0o UINSIEnFAD+ 2UECZZLQ0g D pFcbDisuhmpSETEUS
RplxarMeacH2kIRY4efeqdVgaghgs+zMN44iz+Y GsBuELEIKErOabEtoYi TIms\VngEcs B Uil
LLdZewPhhB0vOMNZIOgT|jt fON+NEUzy IsHixgmnUCAWEAATANBgkg hkiGOwOBAQsFAADCAGEA
RZo42X1gDE3dOxnfixr2LoUld TOeVoFdkiligla2 kDR CwHis2 OvuFwOW+QdUshSullljGxbhai

cQleJUvuDaERyn UDKGAONALRTIbwWT KG9 Tc19F 7ptibb SeqByil Si0avitINZINIZZ dkrPIPT
hdnKcjOSVyMPwBaTrOXOtxDoZ gi+pWj0glp4 ERtKOrWIgKd)jS8j03ulWwitOxd Jakdy'YueayBnH1
+amyEGwIEamEScEGLox Xzbocz STEMIZOMAMrGzXOT S8pU-+AXENBmdNkdwO 9152 Xm3UEIRWWS3jet

B A Bt P L LU TR Y P e £l R, kS LY Lo sl ot e s

8. Map the application to a User/User Group.
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Active View Logs

@ 71 AppViewX
\

Assignments

m # Convert Assignments Qs Paople »

Person Type Yau need to enable self service
for arg managed apps before

saml appviewsx P you can use self service for this
l Group F app.
samlEappviews.com

G0 to self sarvice settings

FILTERS

Groups

Requests Disabled

Approval

Edit

@ ‘| AppViewX

Active =

| View Logs

Assignments

m #~ Convert Assignments Q Groups ¥ SELF SER

. Priority = Assignment You need to enable self service
FILTERS for org managed apps before
Oktarole you can use self service for this
People 1 o rd x app.
m Go to self service settings
Requests Disabled
Approval
Edit
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9. Browse and upload the IDP metadata to AppViewX. Then, click Save.

LDAP TACACS RADIUS SAML Order

SSO Information

o @

* Issuer URL http:/ww.okta. com/exk9yGyt2 TddgxkSM356
* 580 URL https:/fappviewx-5s50.0kta.com/app/appviewxorg617388
SLO ")

SLO URL
®

. )
Upload certificate  onaionin_metadata_cert

Save Cancel

Forgerock Integration

1. Login to the Forgerock IDP intense / console.

& C Y @ Notsecure | openam.try.appviewx.com:3080/openam/XUl/#login/
FORGEROCK
SIGN IN
User Name
Password

[ Remember my usemame

LOG IN

Copyright ® 2010-2019 ForgeRock AS. All rights reserved.

w

0 wm

2. Select the respective Realm.
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v & DEPLOYMENT ~

Realms

other realm-specific settings.

=+ New Realm

Top Level Realm

©openam try.appviewx.com
1 more

@ Active

Use realms to organize subjects and configuration data. Within each realm you can configure identity stores, administration privileges, authentication chains, authorization policies, and

3. Select Configure SAML v2 provider under Common Tasks.

{/’ FORGEROCK & REALMS - # CONFIGURE

& Top Level Realm

@ Dashboard Real m Ove ereW

B Applications
& Authentication
@ Authorization

Common Tasks
ER Identities

£ Identity Stores

<> Scripts
& Secret Stores
Services - o
& Configure SAMLv2
& Sessions Provider

©

B sTs

- & DEPLOYMENT ~

@ Active | @ openam.iry appviewx.com, openam

O

Configure OAuth
Provider

©

©

Create Fedlet
Configuration

©

Properiies

©

Configure Google Apps

©

4. Select Configure Remote Service Provider for Configuring AppViewX configuration.
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{,' FORGEROCK' & REALMS - # CONFIGURE ~ & DEPLOYMENT ~

& Top Level Realm

@ Dashboard Real m OVe rVieW

Applications

@ Active | @ openam.iry.app om, openam Properties

& Authentication
@ Authorization

Common Tasks > Configure SAMLv2 Provider
5]

Identities

£ Identity Stores Use these work flows to create hosted or remote identity and service providers for SAMLv2 Federation

o ©

Configur
Identity Pr

</> Scripts

> Secret Stores

& Services o

4 Sessions

Configure Remote

Create Hosted Identity g
r Service Provider

B STS Provider

5. Choose File option for metadata upload and select/create the circle of trust for mapping AppViewX to
the IDP and click upload.

VERSION LOG OUT

User: amAdmin  Server: ip-10-1-1-35

4/ ForeEROCK

Configure a SAMLv2 Remote Service Provider

This page allows you to
confines within which al
IDPs) in a COT.

(SP). You need two things: Circle of Trust (COT) and metadat:
rformed. Metadata represents the configuration necessary fo ex

Providers (IDPs) and SPs that trust each other and in effect represent:
well as the mechanism to communicate this configuration to cther en

ar 1t
eration communications

* Indicates required field

Where does the metadata file reside?: URL @ File @

* URL where metadata is located: @ Upload...
Circle of Trust

Choose from existing circles of trust listed or provide one to be created in which 1o include this SP. A COT is a group of IDPs and SPs that trust each other and provides the confines within which all SAMLv2 communications are performed
Circles of Trust: @ Add to existing Add to new

* Existing Circle of Trust: | appviewx v
Attribute Mapping

Attributes Mapping

Name in Assertion |ana| Attribute Name ‘

I (b
Select an atiribute. v @

6. Upload the AppViewX Metadata which was downloaded earlier and click configure to save the settings.
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WERSION LOG OUT

User: amAdmin  Server: ip-10-1-1-35

4/, ForeEROCK

Configure a SAMLv2 Remote Service Provider

This page allows
confines withi
IDPs)in a COT.

Provider (SF). You need two things: Circle of Trust (COT) and metad
are performed. Metadata represents the configuration necessary to &

COT is a group of Identity

Providers (IDPs) and SPs that trust each other and in effect represel
n protocols (sg SAMLY2) as wi

ell as the mechanism to communicate this configuration to other enf

* Indicates required field

‘Where does the metadata file reside?: URL @ File (1)
* URL where metadata is located: @ [ Upioag... | C\fakepatniAppViewX_Metadata xml
Circle of Trust

Choose from existing circles of trust listed or provide one te be created in which to include this SP. A COT is a group of IDPs and SPs that trust each other and provides the canfines within which all SAMLv2 communications are performed
Circles of Trust: @ Add to existing () Add to new

* Existing Circle of Trust: |ap

Attribute Mapping

Name in Assertion |ana| Attribute Name ‘

[ [LAdd ]
Select an attrioute. v @

7. Once done the page will redirect to the common tasks under the specific realm. Now access the
Applications > Federation from the left-hand side of the IDP.

{,’ FORGEROCK & REALMS ~ & CONFIGURE ~ & DEPLOYMENT -

& Top Level Realm

@ Dashboard Fed e ration

= Applications

Agents Circles of Trust Entity Providers

Federation

QAuth 2.0 +Add Circle of Trust

& Authentication

&, Authorization NAME ENTITIES STATUS

[ Identities

hitps:/192.168.94.68:5004/appviewx/|sam(2

Identity Stores

hitps://18.208.171.25:5004/appviewx/|sami2
<> Seripts @ appviewx © Active
http:fiopenam try. appviewx.com:8080/cpenam

s
@ Secret Stores hitps:/1192.168.142.184:5004/appviews|saml;
Services

§
4 Sessions
=]

STS

8. Now select the entity providers tab. This will redirect to the Federation tab with the list of Service
providers and IDP configuration.
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VERSION

User. amAdmin  Server: ip-10-1-1-35

4/, roreEROCK

‘ Realms | Federation ‘ Configuration | Sessions ‘

LOG OUT

¥ Circle of Trust Configuration ¥ SAML 1.x Configuration
Circle of Trust Configuration

This section can be used to configure the properties for a Circle of Trust. The Entities table can be used for managing entity providers including importing and exporting of providers. Entities can be added to a Circle of Trust
after they are created in the Entities table.

Circle of Trust (1 Hem(s))

| Name A‘ Entities
appviewx https://192.168.64.68:5004/

| Realm Al Status a ‘
7 Active

Entity Providers (4 Item(s))

| Name A‘ Protocol a | Type A‘ Location A‘ Realm S ‘
hitp:/fopenam.iry.appviews.com:8030/openam SAMLV2 IDP Hosted !
https:/i15.208.171.25:5004/appviewx/ SAMLV2 SP Remote !
https:/#/192 168 150.42/appviewx/ SAMLY2 SP Remote !
hittps /{192 168 94 68:5004/appviewx/ SAMLY2 SP Remote !

9. Select the respective Entity ID which will navigate to the settings of the respective entity configuration.

10. On the Assertion Content tab add the following in the NamelD Format and click Save on the top right.

urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress

REy Size.
Algorithm:
Key Transport Algaritnm

2 Backto top
NamelD Format

NamelD Format List

Current Values |urn-oasis:names:ic. SAML:1.1:nameid-format-unspecified
|um:omis'nam5:lc SAML:1.1:nameid-format-emailAddress

New Value Add

List of nameid formats the requestor will use to contact. Order listed shows the order of preference.

Disable NamelD persistence:
Instructs the hosted 6P to not persist the NamelD info the User Data Store even if the NamelD Format is urn oasis names:ic: SAML 2 0:nameid-format persisient in the Assertion

= Back to top
Basic Authentication

Configure basic authentication setting for Scap based binding
Enabled:

User Name:
Fassworc

2 Back to top

11. On the Assertion Processing tab add the below assertion parameter which has to be passed as a part

of the SAML assertion and click save. Emailld=mail ; FirstName=cn ; LastName=sn ; NamelD=mail ;

Roles=isMemberOfAuthentication.
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sp
Assertion Content Assertion Processing Services Advanced
https:/1192.168.160.42/appviewx/
¥ Aftribute Mapper ¥ Artifact Message Encoding
Attribute Mapper
Atiribute Map
Current Values |[Emailld=mail

FirstName=cn

D=ma:
Roles=isMember0f

New Value Add

This mapping i the configuration used by the Atiribue Mapper. Mapping shoukd be defined as SAML ATTRIBUTE NAME=PROFILE ATTRIBUTE NAME in assertion. Example: Emailaddress=mail, Address

2 Back totop
Artifact Message Encoding

Encoding: |URI v

= Back to fop

12. Modify IDP configuration to accept a password-based Authentication Context. Navigate to Applications
> Federation and select Entity Provider TAB.

{/' FORGEROCK & REALMS ~ # CONFIGURE ~ & DEPLOYMENT ~

& Top Level Realm

@& Dashboard Federation

™= Applications

> Agents Circles of Trust Entity Providers

> Federation

> OAuth 2.0 + Add Circle of Trust

& Authentication
& Autherizaticn NAME ENTITIES STATUS

[X Identities

_ hitps+//192 168 94 68:5004/appviewnd|sami2
£ ldentity Stores
hitps-//18 208 171 25:5004/appriewnd|sami2
<> Seripts @ appviewx
hitp:/iepenam.try.appviewx.com:8080/cpenam
@ EeIgiiTs hitps://192 168, 142 184 5004/appviewsd|saml.

% Services
4 Sessions

B sTS

13. On the Federation TAB select the IDP config under the Entity Providers.
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User. amAdmin  Server: ip-10-1-1-35

{/ FORGEROCK'

‘ Realms | Federation ‘ Configuration ‘ Sessions ‘

3 Circle of Trust Configuration ¥ SAML 1.x Configuration
Circle of Trust Configuration

This section can be used to configure the properties for a Circle of Trust. The Entities table can be used for managing entity providers including importing and exporting of providers. Entities can be added to a Circle of Trust
after they are created in the Entities table.

Circle of Trust (1 item(s))

E | Name
apoviewx

- | Entities | Realm Al Status al

i Active

vigwijsami2
com:8030/openam|sami2

hitp:/fopenam.try.appvie:

Entity Providers (4 Item(s))

- | Protocol a | Type A‘ Location A‘ Realm Al
http:ifopenam try appviewx com:6030/openam SAMLVZ IDP Hosted !
hitps://18.208.171.25:5004/appviewx/ SAMLV2 SP Remote !
hittps:/{192.168.150.42/appviewx/ SAMLV2 SP Remote !
https://192.168.94.68:5004/appviewx/ SAMLV2 SP Remote !

Under the Authentication Context check the Password-based context.

Authentication Context

Mapper: |cum sun.identity. sami2.plugins. Defaulti DPAuthnContextMapper

* Default Autnentication Context: | PasswordProtectedTransport v

Supported | context Reference | ey | vaiue [ Lever |
InternetProtocol None A ,—
InternetProtocolPassword None v | |
Kerberas None v ,—
MatileOneFactorUnregistered None v ,—
MobileTwoFactorUnregistered None v | |
MobileOneFactorContract None v ,7
MobileTwoFactorContract None v ,—
" Password None A ,—
@ PasswordProtecteaTransport None v l—
PreviousSession None v ,—
X509 None 2 |
PGP None v | |
SPKI None v | |
XMLDSig Nane . 1
Smartcard None A ,—
SmartcardPKl None hd ,—
SoftwarePKl None hd ,7
Telephony None v ,—
NomadTelephony None A ,—

NN

ParsonalTelephony Nong M

15. Above the Context, add the NamelD Value Map and save the settings.

urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified=mail.
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2 Back to top

NamelD Format

NamelD Format List

Current Values |Umn‘oasis:names:ic SAML:2 0:nameid-format-persistant
c:SAML:2 0:nameid-format-transient
1.1:nameid-format-
1.1:nameid-format:
nameid-format: sDomainQualifiedName
2 0:nameid-format-kerberos

urnoasis names it SANLIT 1 nameid-format X509SunjectName

New Value Add

List of nameid farmats the requestor will use to contact. Order listed shows the order of preference

NamelD Value Map

1.1:nameid-format
1.1:nameid-format:.

Current Values |urn-oasis:nam
urn:oasis:nam
urnoasis:nam 1.1:nameid-format:
urn:oasis:names:ic. SAML:2.0:nameid-format
urn-oasis:names:tc: SAML:1 1 :nameid-format-unspecified=mail

tName=
mainQualifiedName=

New Value Add

stween the Name D format and user's profile attribute. Example urnoasis:names to:SAML:1.1-nameid-format email2ddress=mail or urn oasis names:tc- SAML
otocol, the profile attribute value will be used as NamelD value for the format in ine Subject, the binary flag can be used to indicate that the profile attribute is binary and sheuld

Defines mapp 2.0:nameid-format persistent=objectGUID;binary. If the defined Name ID
format is used be Base6d encoded when used as the NamelD valus

% Back to top

16. Now access AppViewX with the SSO authentication with Forgerock.
17. Export IDP metadata and upload it in AppViewX SSO settings. To export metadata using the IDP URL
and save it as an XML file. Sample URL:http://openam.try.appviewx.com:8080/openam/saml2/jsp/

exportmetadata.jsp?entityid=http://openam.try.appviewx.com:8080/openam

- ™
Note: Role name passed in as a part of the SAML assertion should be configured in appviewx

on the Accounts > UserGroup and assign a role for accessing the application. For an IDP
initiated SSO the following structure like URL should be used. Sample IDP initiated URL:
http://openam.try.appviewx.com:8080/openam/idpssoinit?metaAlias=/idp&spEntity|D=https:/

/192.168.x.x:31443/appviewx/

OneLogin Integration

The below steps are performed at the IdP end. The navigation and screenshots might differ based on the

version of the IdP. (This is just an example configuration)

The following are the steps to configure AppViewX SAML attributes in OnelLogin.
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1. Create a new application. Click Add application and search for SAML Test Connector.

ACTIVITY  SETTINGS

onelogin

Find Applications

[ or
JIRA/Confluence (with Resolution SAML SingleSignOn)
ressolution
OneLogin SAML Test (IdP}
OnaLogin, Inc

Pilot Catastrophe SAML (IdP)
OneLogin, Inc.

SAML 11 Test Connector (Advanced)
OneLogin, Inc

SAML Test Connector (Advanced)
OneLesin, Inc.

SAML Test Connector (IdP w/ attr w/ sign response)
OneLosin, Inc.

SAML Test Connector (SP Shibboleth)
OnaLogin, Inc

SCIM Provisioner with SAML (Core Schema vi.1)
OneLogin, Inc.

SCIM Provisioner with SAML (Enterprise Schema vi1)
OneLogin, Inc

SCIM Provisioner with SAML (SCIM v2)
OneLesin, Inc.

SCIM Provisioner w/SAML (SCIM v2 w/OAuth)
OneLosin, Inc.

SCIM Provisioner w/SAML (SCIM v2 w/OAuth & Scope)
OnaLogin, Inc.

SAML2.0

SAML2.0

SAML2.0

SAMLIT

SAML2.0

SAML2.0

SAML2.0

SAML2.0 , provisioning

SAML20, provisioning

SAML2.0 , provisioning

SAML20 . provisioning

SAML2.0, provisioning

2. Provide the application name and application details of AppViewX on the information page.

onelogin ACTIITY  SETTINGS

~— SAML Test Connector (Advanced)

Info
Portal
v
on with an aspectartio of 26411 as
it PNG or SVG
Description
Notes

MORE ACTIONS ~ ~

AppViewX -

Upload a square icon at least 512x512px as

her = sither a transparent PNG or SWG

3. AppViewX SAML attributes:On the Configuration tab, provide the ACS consumer URL, single login

URL, and single logout URL. This can be fetched by navigating to AppViewX > Settings > General >

Authentication > SAML > Enable SSO > Service URL from the configuration found at the end of the

page and specify the remaining settings to default.
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~— SAML Test Connector (Advanced)

configuration

Application Details .

https://192.168.96. ewx/ssoLoy
*Required.

https://192.168.96.1 4/appviewx/ssoLo
*Required

https://192.168.96.

Only required if you sel

3

* Required - Specifies time period

3

OneLogin -
Emai -
Specific -
Response -
TRIPLEDES-CBC -

1440

ect Service Provider as the

in minutes, the assertion is

* Required - Specifies time period, in minutes, the assertion is

Specifies the time period, in minutes, the session is valid for. Default is 1440 minutes (24 Hours).

MORE ACTIONS b SAVE

L Initiater.
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4. Parameters to be sent to AppViewX:The following parameters are samples that have been sent to
AppViewX. Create a parameter called FirstName which sends the user’s first name to AppViewX in the

SAML Assertion.

Edit Field FirstName

Name FirstName
Value

First Name -

Flags v Include in SAML assertion

DELETE SAVE

Include the flag in SAML Assertion for all the added parameters.
5. Sending User Groups to AppViewX: To send User Groups to AppViewX from OneLogin through
SAML Assertion, the following configuration has to be performed. OneLogin should be integrated with

the Active Directory. Provide the field name as Roles and enable the Flags SAML assertion and multi-

value parameter.

New Field

Field name Roles

This is the name of the field in the application's
API

v
v

SAVE

6. To pass the respective user's MemberOf attribute as Role, provide the field name as MemberOf and

select the AD/LDAP CN Extractor.
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Edit Field Roles

Default if no value

MemberOf * | AD/LDAP CN Extraction (Multi-value output) =
selected

This value will be used if no value has been selected in the table above

Include in SAML assertion

CANCEL DELETE

OneLogin without AD integration: Pass the roles field with user roles as value.

Edit Field Roles

User Roles

Include in SAML assertion

CANCEL DELETE

7. Other parameters that have to be passed: The following parameters have to be passed to
AppViewX through the SAML assertion.
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one|ogin APPS  DEVICES  ACTIVITY  SETTINGS  DEVELOPERS . jagadeeskumar
«— SAML Test Connector (Advanced)
Parameters

Credentials are

®  Configured by admin Configured by admins and shared by all users

SAML Test Connector (Advanced) Field Value Add parameter
Emailid Email custom parameter
FirstName First Name custom parameter
LastName Last Name custom parameter
Mobile Phone custom parameter
NamelD value Email

Roles AD/LDAP CN Extraction (Multi-value output) custom parameter

8. Assign application to User and Role: Once the federation metadata is downloaded, click Save.
Create the UserGroup under Roles in the Administration section. The created application is then
assigned to the user group and the synced users will be added to it.

Idaptive Integration

1. Login to the Idaptive SSO platform.
2. Navigate to Apps > WebApps > Select SAML Web > Click Add Web Apps.

\dapti\/ © admin_vigneshkumark

Web Apps

Add Web Apps

Name Type De... Provisioning App Sets Add

All Web Applications
current set to find Applications
Bookmark Web
OpenID Connect Web
Portal Web
b4 SAML Web
550 Web

User Password Web

Ws-Fed Web

3. In Add Web Apps > Custom > SAML > Add.
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Add Web Apps

Add web applications to enable single-sign on

Custom Import
Select one of the templates to add a custom web OAuth2 Server
application

0Or, use Infinite Apps to add User-Password
applications automatically

OpenlD Connect (O

SAML ©

User-Password (O

WS-Fed ©

4. This will add the SAML app to the Web Apps Inventory.
5. Select the SAML app in the Web Apps Inventory and proceed with the configuration.
6. In the Settings tab, provide the name to the app as AppViewX and save the configuration.

Idaptlv ©  admin_vigneshkumark =
Application 10f2 () )
AppViewX
Type: Web - SAML + Provisioning - Status: Ready to Deploy
Actions v Application Configuration Help
Settings Settings
Trust Learn more
SAML Response o
Description
Permissions
Policy Customize Name and Description for each language (1)
*
Account Mapping Name
Linked Applications AppViewX
Provisioning Description

App Gateway This template enables you to provide single sign-on to a web application

Workflow that uses SAML (Security Assertion Markup Language) for
authentication.

Changelog

Category *

Cancel

7. In the Trust tab, under Identity Provider Configuration click Download Metadata File.
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@ admin_vigneshkumark -

idaptiv

Application 10f2 (€) ()

AppViewX
Type: Web - SAML + Provisioning « Status: Ready to Deploy

Actions w Application Configuration Help

Settings Trust
Trust Learn more
SAML Response
Configure your IdP Entity ID / Issuer and Signing Certificate, if needed. Your SAML Service Provider will require you to send IdP Configuration values in a
certain method. Choose the method, then follow the instructions.

®) Metadata Metadata

Manual Configuration
1dP Entity ID / Issuer and Signing Certificate do not need ta be edited in most cases.

If you need to edit them, edit them first then proceed to the configuration method required by Service Provider.
> IdP Entity ID / Issuer (7)

p Gateway )
App Gateway > Signing Certificate (7)
Workflow
Changelog
o URL https://aab4320.my.idaptive.app/saasManage/Downlo: Copy URL

&
{3} Settings

File Download Metadata File

Cancel

8. Continue in the Trust tab, under Service Provider Configuration, select the radio button Manual
Configuration. Copy and paste the Entity ID URL from AppViewX on the SP Entity ID field in Idaptive
portal and the Service URL from AppViewX on the ACS URL field in the Idaptive portal.

@ admin_vigneshkumark +

idaptiv

Application10f2 (©) &)

AppViewX

Type: Web - SAML + Provisioning - Status: Ready to Deploy

Actions v Application Configuration Help
Settings Trust

Trust Learn more

Metadata Manual Configuration
#) Manual Configuration
Fill out the form below with information given by your Service Provider. Be sure to save your work when done.
SP Entity ID / Issuer / Audience (i)
https://192.168.142.147:5884/appviewx/

Assertion Consumer Service (ACS) URL (1)

https://192.168.142.147:5604/appviewx/ssoLogin|

Changelog Recipient * () v Same as ACS URL

Sign Response or Assertion?

m cancel

9. Check if the Recipient checkbox is the same compared to the ACS URL. Leave the rest of the
settings to default. Configure the Single Logout URL field with the value copied from the SLO URL in

AppViewX. Save the config.
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@ admin_vigneshkumark +

idaptiv

Application1of2 () (3)
ﬂ AppViewX
Type: Web - SAML + Provisioning + Status: Ready to Deploy

Actions v Application Configuration Help

Settings Trust

Learn more

Single Logout URL (1)

https://192.168.142.147:5604/appviewx/logout

Encrypt SAML Response Assertion (1)
Web Apps

Relay State (D)

Changelog

Authentication Context Class (D)

unspecified

m Gancel

10. In the SAML response tab, add the below assertion attributes with the same format. FirstName >
LoginUser.FirstName, LastName > LoginUser.LastName, NamelD > LoginUser.Email, Emailld >
LoginUser.Email, Roles > LoginUser.RoleNames (This should be the user associated User Groups /
Security Groups). Then save the configuration.

ida pt IV ©  admin_vigneshkumark «
Application10f2 (2) )
AppViewX
Type: Web - SAML + Provisioning « Status: Ready to Deploy
Actions w Application Configuration Help
Settings SAML Response
Trust Learn more

SAML Response

Click the Add button below to map atiributes from your source directory to SAML attributes that should be included in the SAML response for this

application
Add
Attribute Name Attribute Value
e e FirstName LoginUser.FirstName

LastName LoginUser.LastName
Workflow

NamelD Loginuser.email
Changelog

Emailld LoginUser.Email

Roles LoginUser RoleNames

m cancel

11. Assign the application to the respective Role and the Role to the respective Users. Once done
configure the same Role in AppViewX in the Account > User Group module and assign respective
AppViewX Role permission to the User Group.

12. Now access AppViewX with the help of External login using SAML.

Copyright © 2022 [AppViewX, Inc]. All Rights Reserved.

73




Configuring Authentication Settings Overview

Configuring Authentication Settings

In addition to configuring authentication settings, AppViewX also lets you enable birthright provisioning
for new users, configure the order in which user credentials are authenticated, enable/disable an

authentication check, and other user and node settings.

To configure the authentication settings:

1. Navigate to the Settings :: Authentication page.
2. On the Settings page, click the Authentication settings tab.

s ADC - LDAP TACACS RADIUS SAML IP Restriction Authentication settings

Birthright provisioning

Enable Birthright @

Order

Level 1 : LOCAL

o o

Level 2 : LDAP

Level3 : TACACS

o o

Authentication Level4 RADIUS

User settings

Create User with an @ ] @

unique E-mail ID

3. To enable birthright provisioning for new users who log into the system with a predefined set of
permissions (associated with the user group), enable the Enable Birthright toggle key.
To do this, the admin should select the user group (Assigned with the defined permissions), which will
act as a default user group for all the users logging in to AppViewX. Fore more details, refer to the
content on creating a role and associating it with a user group.

4. To define the order in which the authentication settings will be checked, in the Order section, drag and
drop the authentication labels to the required corresponding levels.
If the level 1 check is set to Local and the level 2 check is set to LDAP, user credentials will be

authenticated locally first and then on the LDAP server.

o ™
Note: You can also disable, and then enable, a level of authentication. To do this, click the
RADIUS ji
Click tddisable
green tick next to the server name.
. J

5. In the User settings section, enter the following details:
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Create User an unique E-mail ID To create a user even if authorization fails (but
the user is authenticated successfully), enable
this toggle key.

Create User on Authorization Failure AppViewX lets you set a session timeout limit be-
tween 2 and 480 minutes.

To set a web session timeout limit, enter the val-

ue in minutes.

Session Timeout

*Mandatory
6. For A10 support, in the Node Password field, enter the password of the node where the AppViewX
Cloud Connector instance is deployed. A10 devices are protected using the Secure Shell mechanism

and, in order to upload and/or download certificates from thesedevices, login is mandatory.

Note: If you have multiple AppViewX Cloud Connector instances deployed, all of them should
have the same password.

7. To save the authentication settings, click Save.

Configuring the IP Restrictions

For enhanced security and if the administrator wants to whitelist specific IP addresses for user login,
AppViewX lets you configure IP restrictions to allow access from whitelisted IP addresses/subnet ranges.

To configure IP restrictions:
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1. Navigate to the Settings :: Authentication page.

2. To configure the IP restrictions, on the Settings :: Authentication page, click the IP Restriction tab.
Quekcontz] @

[&

- LDAP TACACS RADIUS SAML IP Restriction Authentication settings

General information

Enable IP Restriction

IP/Subnet Configuration

* Rule Name
* User group

Select User Groupls) -

Mapping type (@) IP Range Subnet
* Start P

End P

() Refresh 0 Entries

3. In the General Information section, enable the Enable IP Restriction toggle key.
4. In the IP/Subnet Configuration section, enter the following details (sample values are shown in the

image below the table):

Rule Name*

Rule name for a whitelisting condition

User group*

From the drop-down menu, select the user group

to which this rule will apply.

Only the users from the selected user group
will be allowed to login to AppViewX from the

whitelisted IP address/subnet range.

Mapping Type

Select one of the two mapping types:
« IP Range
* Subnet

Start IP*

For the whitelisted IP/subnet range, enter the

starting IP address.

Note: The IP/subnet range should be
specified in the ascending order.
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End IP For the whitelisted IP/subnet range, enter the
ending IP address of the range.
(4 ™
Note: The IP/subnet range should be
specified in the ascending order.
N /
Subnet* (¢ o S h
Note: Note: This field is displayed when
the Subnet mapping type is selected.
N /
Subnet network range to whitelist
*Mandatory
IP/Subnet Configuration
* Rule Mame  Test Rule :
* User group admin usergroup - U
Mapping type IPRange (@) Subnet
* Subnet  192.1.2.3/4 :
Add
5. To save the IP restriction settings, click Add or To reconfigure the
settings, click Reset. The IP restriction settings thus configured are
saved and displayed in the table shown at the end of this screen:
Rule Name User group Mapping Type Subnet Start IP End IP Status
test admin usergroup subnet 192.168.132.1/2¢ @ Enabled
Test_Rule admin usergroup subnet 162.1.2.3/4 & Enabled
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Access Control

Managing Users

Managing Service Accounts
Managing User Groups
Managing Roles

RBAC Quick Configuration

Managing Users

Creating a User

* Modifying a User

« Importing a Users

 Enabling a User

« Disabling a User

« Deleting a User

Creating a User

To create a user:

Copyright © 2022 [AppViewX, Inc]. All Rights Reserved.

78



Configuring Role and Resource Based Access Control

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > User.
= /vxappviewx

[»] Das

Control Center

Reguest
Collection
Inventory

Arcount

Logging User Group

Alert User

Settings B Service Account

3. The User page is displayed.

Q[ 10101
[ Name Full name Preferred contact Authentication mode Last login Status
O | admin admin admin nternal Online © Enabled

Y

4. From the top right corner of the screen, click

Copyright © 2022 [AppViewX, Inc]. All Rights Reserved.

79




Configuring Role and Resource Based Access Control

5. The Add page is displayed, with the Information tab open by default.

User > Add
Information User group

Account information

* User name
* Password 0]

* Confirm password

Authenticate externally
First name
Last name

Description

Contact information

6. In the Account Information section, enter the following details:

User name* User name for the new user

Password* Password for the new user

(L ™
Note: The new password should have:

+ At least one uppercase, lowercase, and
numeric character

« At least one special character (~!@#
$&*_-+=(()

* 6 to 24 characters

The new password should not contain:

» The user name

» The same character more than three
times consecutively

« Blank spaces
N\ /

Confirm Password* Reenter the password for confirmation
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Authenticate externally To allow authentication by external enterprise
servers such as LDAP, TACACS, RADIUS, and
so on, select this check box.

Note: The Password and Confirm Pass-
word fields are disabled if Authenticate
externally is selected

First name New user’s first name
Last name New user’s last name
Description Descriptive information about the user such as

their work location, workgroup, specialty, or any
other details

*. Mandatory
7. In the Contact Information section, enter the following details:

Preferred mode of contact From the following options, select the user’s pre-
ferred mode of contact:

+ Email address

» Phone number

Email address* New user’s email address

Phone number* New user’s phone number

Note: This field is mandatory only if the
preferred mode of contact is Phone num-

ber.

*:Mandatory
8. Click Save.
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9. The user should be assigned or mapped to a user group to be able to log into
AppViewX and access the product. To add the user to a group, click the User group tab.

Information User group

. user Group name Description Assigned Roles Assigned Resouces Status
O admin usergroup Admin user group exists in AppViewX ... = admin super access & Enabled

10. To add the user to a group, select the check box for that user group.
11. Click Save.

Modifying a User

To modify a user:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
icon.

2. From the menu displayed, click Account > User.

/X appviewx

Dashb

Control Center

Sudio

Reguest

Collection

Inventc

Arcount

Role
User Group
User

"'-ﬂ‘-l Settings é':' Servi

3. The User page is displayed.

+ Q 1to20f2
[l Name Full name Preferred contact Authentication mode Available Last login Status
O Test test@abc.com nternal ® Inactive © Enabled
O | admin admin admin nternal ® Active Online @ Enabled
4. From the User page, select the check box against the user you want to modify.
(] Full name Preferred contact Authentication mode Available Last login Status
test@abc.com Internal ® Inactive @ Enabled
O admin admin nternal ® Active Online © Enabled
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-2

6. The Modify page is displayed, with the Information tab open by default.

5. From the top right corner of the screen, click

User

Information User group

Account information

* User name Test

Password  seeees

Reset password

Authenticate externally
First name
Last name

Description

Contact information @

7. In the Account Information section, update the required details:

User name* User name for the new user

Password* Password for the new user

- ™
Note: The new password should have:

« At least one uppercase, lowercase, and
numeric character

+ At least one special character (~!@#
$n&*_-+=(()

* 6 to 24 characters

The new password should not contain:

» The user name

» The same character more than three
times consecutively

* Blank spaces
- J

Confirm Password* Reenter the password for confirmation
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Authenticate externally

To allow authentication by external enterprise
servers such as LDAP, TACACS, RADIUS, and
so on, select this check box.

Note: The Password and Confirm Pass-
word fields are disabled if Authenticate
externally is selected

First name New user’s first name
Last name New user’s last name
Description Descriptive information about the user such as

*. Mandatory

their work location, workgroup, specialty, or any
other details

8. In the Contact information section, update the required details:

Preferred mode of contact

From the following options, select the user’s pre-
ferred mode of contact:

+ Email address

» Phone number

Email address*

New user’s email address

Phone number*

*:Mandatory
9. Click Save.
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ber.
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10. To modify the user and user group mapping, by adding a new user
group/deleting an existing user group, click the User group tab.

Information User group

. user Group name Description Assigned Roles Assigned Resouces Status

L)' admin usergroup Admin user group exists in AppViewX ... = admin super access & Enabled

11. To add the user to a group, select the check box for that user group.
12. Click Save.

Importing a Users

To import users into AppViewX:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > User.
= /vxappviewx

[»] Das

Control Center

Reguest
Collection
Inventory

Arcount

Logging User Group

Alert User

Settings B Service Account

3. The User page is displayed.

4. From the top right corner of the screen, click
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Q Tto1of1
[ Name Full name Preferred contact Authentication mode Last login Status
O | admin admin admin nternal Online © Enabled
Import
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5. The Import screen is displayed.

m
]

* Select a file

Browse

6. Click Browse and select the user file to upload.

- ™
Note: The file must be in .csv format. To download a sample template file click the = icon

on the top-right corner.
N

-
0 Tip: The most efficient way to import user details is to download the sample import file that is

J
N

available by clicking the = (Sample file) button in the Command bar of the Import screen,

modify the contents, save it, and then import it into the system. This reduces the chance that
error messages appear during the import process.

N

7. Click Upload to see the user details displayed in the user interface.

Note: The user details displayed at this point are only for review; the user details have not
been imported yet.

8. Review the details of each user in the import file. If you do not want to import specific users, deselect
the checkboxes beside their names.
9. Click Submit.

Enabling a User

To enable a user:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
icon.

2. From the menu displayed, click Account > User.

/X appviewx

Dashb

Control Center

Sudio

Reguest

Collection

Inventc

Arcount

Role
User Group
User

"'-ﬂ‘-l Settings é':' Servi

3. The User page is displayed.

+ Q 1to20f2
[l Name Full name Preferred contact Authentication mode Available Last login Status
O Test test@abc.com nternal ® Inactive © Enabled
O | admin admin admin nternal ® Active Online @ Enabled
4. From the User page, select the check box against the user you want to enable.
(] Full name Preferred contact Authentication mode Available Last login Status
test@abc.com Internal ® Inactive @ Enabled
O admin admin nternal ® Active Online © Enabled
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5. From the top right corner of the screen, clic
6. In the Confirmation dialog box, click Yes.

Disabling a User

To disable a user:

Configuring Role and Resource Based Access Control

v

K Eng:]e

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > User.

/X appviewx
Dashboard

Control Center
ADCH

CERT+

20 Sudio
Request
Collection

Inventory

Areaunt m Resource

Role
Logging

A A
Ay Alert User

-

[.-n.'l Settings é':' Service

User Group
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3. The User page is displayed.

+ O @ | 1to20f2
(1 Name Full name Preferred contact Authentication mode Available Last login Status
O | Test test@abc.com nternal @ Inactive © Enabled
O | admin admin admin nternal ® Active Online © Enabled

4. From the User page, select the check box against the user you want to disable.

] Name Full name Preferred contact Authentication mode Available

(< |
|
"

Last login Status
test@abc.com Internal ® Inactive © Enabled
0O | ad admin admin nternal ® Active Online & Enabled

5. From the top right corner of the screen, click =537/
6. In the Confirmation dialog box, click Yes.

Deleting a User

To delete a user:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
icon.

2. From the menu displayed, click Account > User.

/X appviewx

Dashb

Control Center

Sudio

Reguest

Collection

Inventc

Arcount

Role
User Group
User

"'-ﬂ‘-l Settings é':' Servi

3. The User page is displayed.

+ [} Tto2of2
[0 Name Full name Preferred contact Authentication mode Available Last login Status
] Test test@abc.com nternal ® Inactive © Enabled
O | admin admin admin nternal ® Active Online © Enabled
4. From the User page, select the check box against the user you want to delete.
O nName Full name Preferred contact Authentication mode Available Last login Status
/] st test@abc.com Internal ® Inactive @ Enabled
O admin admin nternal ® Active Online © Enabled
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S
5. From the top right corner of the screen, click Delete

6. In the Confirmation dialog box, click Yes.

Managing Service Accounts

« Client Credentials Grant Type

« Configuring Managing Service Account
 Configuring oAuth Settings

* OAuth

* 0Auth Workflow

Client Credentials Grant Type

Client Credential Grant type is one of the grant types supported by oAuth 2.0. A Service Account is
provided with a Client ID and Client Secret. Then, you can use this Client ID and Client Secret in client

applications to get an Access token and perform API actions using the Access Token.

Configuring Managing Service Account

To configure managing service accounts, follow the below steps:
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1. To create a service account in AppViewX, navigate to Menu > Accounts > Service Account

Studio
Request
Collection
Inventory

Account [X¥ Resource

%) System s Role

Logging User Group

Alert User

A
[l Settings

2. The below screenshot shows an existing Service Account. The secret is hidden by default. The client
credentials can be copied using the corresponding copy buttons. The Client ID and Client Secret can
be regenerated anytime using the corresponding regenerate buttons. When a Client ID is regenerated,
the corresponding Client Secret is also regenerated. The Access tokens generated by the previous set

of Client ID and Client Secret will still work until the token gets expired.
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Information User Group

Account Information

* Name
* Client Id

Client Secret

Description

Contact Information

* Email Address

Application_1

0f34e848-f069-4cfb-820e-3dc5303019fc

srrmekname

Application_1

testuser15@appviewx.com

3. The access privileges and scope for this service account can be defined by assigning the required
User Groups to this account.

Information  User Group
User Group name Description Assigned Roles Assigned Resouces

admin usergroup Admin user group exists in AppViewX. admin super access
testGroup roleTest

1to20f2

Status

© Enabled

@ Enabled

Configuring oAuth Settings

To configure oAuth settings, follow the below steps:
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1. To define the validity of Access Token and Client Secret from AppViewx, navigate to Settings >

General > Authentication > oAuth settings.

LDAP TACACS RADIUS SAML IP Restriction Authentication settings QAuth Settings

Client Secret validity 130 Days

* Access Token Validity 30 Minutes

Authentication

2. By default, Client Secret expires in 180 days and the Access token expires in 30 Minutes. It is
customizable.

3. Whenever an Access Token expires, an HTTP Error Code 401 is displayed in the APl response. The
client application can generate a new Access Token using the Client ID and Client Secret.

4. When the Client Secret expires, you can regenerate a new Client Secret from AppViewX in Account >

Service Account > Account Name > Client Secret > Regenerate.

oAuth

OAuth is a standard that applications can use to provide the client applications with secure delegated

access. Using OAuth, access to client applications is delegated without sharing the password credentials.
AppViewX can be managed using web console and API endpoints.

To improve the security of the API endpoints access, AppViewX has introduced the oAuth Client

Credentials Grant Type.
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oAuth Workflow

Configuring Role and Resource Based Access Control

Client App

AppViewX

Authenticate with Client ID + Client Secret

Validate Client ID + Cliant Secret

Access Token

I S

F Y

Access APl endpoints with Access Token

Fesponse

L J

F Y

1. Client application sends a request to the AppViewX server with a Client ID and Client Secret to get the

Access Token.

API: acctmgmt-get-service-token

URL: http://localhost:5300/avxapi/acctmgmt-get-service-token?gwsource=web&gwkey=f000ca01l

Method: POST

Header:

Basic Authentication : (base64(clientld:clientsecret))

Payload:

{
"payload™: {

"grant_type":"client_credentials"
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2. AppViewX validates the Client ID and the Client Secret.

3. Once the Client ID and the Client Secret are validated by AppViewX, it then returns the Access token
with the expiry time. This is a JWT token. The client application can decode this JWT token to get all
the claims including the expiry time of that token inside the exp claim.

Response:

{

"response":
"eyJ0eXAIOIJKV1QILCIhbGciOiJIUzI1NiJ9.eyJzdWIiOiJBcHBsaWNhdGIvbI8xliwiY XVKkljoiY XZ4liwiY 2xpZW50SWQIiOilwZjM0ZTg0OC1mMDY5LTRjZmItO
DIwZS0zZGM1M2IzMDE5ZmMIiLCJpc3MiOiJhdngiLCJleHAIOJE2NDMxMDc30TQsImdyYW50IHR5cGUIiOiJjbGlIbnRfY3JIZGVudGlhbHMifQ.EC6my35MCU
sMVCO0gsylFqWVzgjgs5Js870wflesoano”,

“message": null,

"appStatusCode": null,

“tags": null,

"headers": null

}

Access Token JWT Claims:

"sub": "Application_1",

"aud": "avx",

“clientld": "0f34e848-f069-4cfb-820e-3dc53b3019fc",
“iss": "avx",

“"exp": 1643107794,

"grant type": “client_credentials"

4. The Client application then accesses the APl endpoints with the Access Token in the “token” header
of the API. Then AppViewX provides the response.

Example

Refer to the below sample screenshot for reference.
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acctmgmt-fetch-acf-role-permission

METHOD

SCHED

4/ HOST [ *:" PORT | [ PATH [ "7" QUERY |

» QUERY PARAMETERS [2]

strict-transport-s.. max-age=15552000; includeSubDomains
x-download-options: noopen
x-content- type-opt.. nosniff

x-xss-protection: 1; mode=bleck

Xx-in-timestamp: 1639662195361

date: Thu, 16 Dec 2021 13:43:15 GMT -4s
appviewxnode: avx-platform-core-67b97477b9-8fvtz: 8021
Lloginmethod: api

centent-type: application/json

X-envoy-upstream-s.. 88

GET - & https://${ "host" }:${"port"}/avxapi/acctmgmt-fetch-acf-role-permission?gwkey=f000ca01&gwsource=api

Save L g

length: 99 char(s) 119 byte(s)

HEADERS = J# Fom~ 4« » Bopr
| sessionid ;| ${"sessionid"} « XHR does not allow payloads for GET request.
token : | ${"token"} X
+ Add header & Add authorization |}
Response
200
HEADERS pretty + 4 » ooy @ pretty =
status: 200 -
x-dns-prefetch-con.. off response: « |
x-frame-options: SAMEORIGIN

tenant: “default”,
rolePermissionMap: (3] {

certificate:settings:casettings:custom_ca: » ["admin”, "CA Manager"'],
certificate:connectorActions:secureConnector: » ["admin"],
certificate:settings:appsettings:view: » ["CLM Manager®, “admin”, "Appli
adc:dashboard

©@Top ©@Bottom @Collapse @ Open W4y2Request (2 Copy & Download
certificate:cuienu:

laLLEss: B | APPLILGLLUN USED ,  dulilll , HApPLitc

Managing User Groups

* Creating a User Group
* Cloning a User Group

* Modifying a User Group
* Deleting a User Group
« Disabling a User Group

 Enabling a User Group

Creating a User Group

To create a user group:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > User Group.

I = rsappviewx

_'5;": Studias
Request

Collection

= Inventory
Account . Hesaurce
. Role

User Graup

]

3. The User Group page is displayed.

[ % Quick config || + © [ 1to10f1
[ nName Description Assigned Roles Assigned Resources Assigned Rules Status
O admin usergroup Admin user group e...  admin super access Default Rule @ Enabled

o

4. From the top right corner of the screen, click
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5. The Add page is displayed, with the Information tab open by default.

User group > Add

Information Roles Resources

* Name

Description

6. Enter the following details:

Name*

User group name

Description

*Mandatory
7. Click Save.

Brief description of the group (which makes it
easy for the administrators to decide if a user
should be assigned to this group or not)

8. To assign roles to this user group, in the Roles tab, select the check boxes against the required roles.

Information Roles Resources

Role name
DevOps-Automation
Executive Director-ADC
Auditor-Cert

Application User

Network Manager
Executive Director-Security
Application Manager-ADC
Application Manager-Cert
admin

Executive Director-Cert
Traffic Manager
USERS/Read-Only Admins
CLM Manager

DevOps Manager

CA Manager

Security Manager
Executive Director-Automation

OJoo0ORlOO00O0ROO0OCORAOO

Description Status

Respensible for DevOps strategies, automation strategies, code... @ Enabled
AppViewX provides organisations with holistic, business-level vi.. @ Enabled
Respensible for monitoring, analysing logs and reporting outo.. & Enabled
Responsible to monitor the application specific certificates, set... © Enabled
Responsible for managing and monioring network infrastructure & Enabled
AppViewX provides organisations with holistic, business-level vi.. @ Enabled
Respensible for managing technical aspects of one or more maj... @ Enabled
Respensible to manage the application specific certificates and .. @ Enabled
admin © Enabled
AppViewX provides organizations with holistic, business-level vi... & Enabled
Responsible to perform traffic management operations and Me... @ Enabled
This role grants users complete access to all objects on the syst.. @ Enabled
Respensible to manage AppViewX CLM Platform functions © Enabled

Responsible for managing a DevOp team; they may write applic.. @ Enabled
Responsible to manage CA related request and operationsin A.. @ Enabled
This role grants users complete access to all objects on the syst... @ Enabled
AppViewX provides organisations with holistic, business-level vi... = & Enabled

( ok
Note: A user group can be assigned to more than one role and resource in the system. A user

~

assigned to a user group with more than one role or resource has all of the permissions of
all of the roles and resources to which he or she is assigned. If one resource has only Read
access to a component and another resource has Read/Write access to the same component,
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the higher-level access permissions (Read/Write) take precedence and the user has Read/
Write access.
N J
- ™
Note: Admins who associate User Groups to Roles and Resources may skip/forget to
associate User Groups to a user. To overcome this, an alert icon has been added to the User
Group inventory to notify if the group is not associated with a role, resource, or both.
. J

Cloning a User Group

To clone a user group:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > User Group.
= rouappviewx
I__I Dashboard

dh Control Center

= ADCH
CEHT+

Pages

A% Studic

Request
Callection

== Inventory

Accoaant

Lér rGup

]
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3. The User Group page is displayed.

[ Name Description Assigned Roles Assigned Resources Assigned Rules Status
O admin usergroup Admin user group e...  admin super access Default Rule © Enabled

[ & Quick config || + O [ 1to10f1

4. From the User Group page, select the user group you want to clone.

Name Description Assigned Roles Assigned Resources Assigned Rules Status
admin usergroup Admin user group e... admin SUpEr access Default Rule @ Enabled

al
C Ig;ge

5. From the top right corner of the screen, click

6. The Cloning page is displayed, with the Information tab open by default.

User group > Add

Information Roles Resources

* Name

Description

7. Update the required details:

Name*

User group name

Description

*Mandatory
8. Click Save.

Modifying a User Group

To create a user group:
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should be assigned to this group or not)
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > User Group.

Caollec

= Inventory

ALcosnt
. Role
User Graup

]

3. The User Group page is displayed.

‘{}Z.:c::“\g‘ + O  1to1of1
[ Name Description Assigned Roles Assigned Resources Assigned Rules Status
O admin usergroup Admin user group e..  admin super access Default Rule @ Enabled
4. From the User Group page, select the user group you want to modify.
Name Description Assigned Roles Assigned Resources Assigned Rules Status
admin usergroup Admin user group e... admin Super access Default Rule © Enabled

M g;ji fy

5. From the top right corner of the screen, click .
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6. The Modify page is displayed, with the Information tab open by default.

User group > Add

Information Roles Resources

* Name

Description

7. Update the required details:

Name*

User group name

Description

*Mandatory
8. Click Save.

Brief description of the group (which makes it
easy for the administrators to decide if a user
should be assigned to this group or not)

9. To modify the role assignment for this user group, in the Roles tab,

select/clear the check boxes against the required roles and resources.

Information Roles Resources

Role name
DevOps-Automation
Executive Director-ADC
Auditor-Cert

Application User

Network Manager
Executive Director-Security
Application Manager-ADC
Application Manager-Cert
admin

Executive Director-Cert
Traffic Manager
USERS/Read-Only Admins
CLM Manager

DevOps Manager

CA Manager

Security Manager
Executive Director-Automation

o000l O00O0O@lOO0OO0OCOAOd

Description Status

Respensible for DevOps strategies, automation strategies, code... @ Enabled
AppViewX provides organisations with holistic, business-level vi.. @ Enabled
Respensible for monitoring, analysing logs and reporting outo.. @ Enabled
Respensible to monitor the application specific certificates, set... © Enabled
Responsible for managing and monioring network infrastructure & Enabled
AppViewX provides organisations with holistic, business-level vi... & Enabled
Respensible for managing technical aspects of one or more maj... @ Enabled
Respensible to manage the application specific certificates and .. @ Enabled
admin © Enabled
AppViewX provides organizations with holistic, business-level vi... & Enabled

Responsible to perform traffic management operations and Me... @ Enabled
This role grants users complete access to all objects on the syst... @ Enabled
Respensible to manage AppViewX CLM Platform functions @ Enabled
Responsible for managing a DevOp team; they may write applic.. @ Enabled
Respensible to manage CA related request and operations in A.. @ Enabled
This role grants users complete access to all objects on the syst... @ Enabled
AppViewX provides organisations with holistic, business-level vi... = & Enabled

Deleting a User Group

To delete a user group:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > User Group.

Caollec

= Inventory

ALcosnt
. Role
User Graup

]

3. The User Group page is displayed.

‘{}Z.:c::“\g‘ + O  1to1of1
[ Name Description Assigned Roles Assigned Resources Assigned Rules Status
O admin usergroup Admin user group e..  admin super access Default Rule @ Enabled

4. From the User Group page, select the user group you want to delete.
Name Description Assigned Roles Assigned Resources Assigned Rules Status
admin usergroup Admin user group e... admin Super access Default Rule © Enabled
-
Delete

5. From the top right corner of the screen, click
6. In the Confirmation dialog box, click Yes.
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Disabling a User Group

To disable a user group:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > User Group.

AU appviewy

= Invanbory

Agcisiint

User Group

»

i L Ml z Licar

1 Sattings

3. The User Group page is displayed.

[ % quick config || + O [ 1t10f1
[J Name Description Assigned Roles Assigned Resources Assigned Rules Status
O admin usergreup Admin user group e...  admin super access Default Rule © Enabled

4. From the User Group page, select the user group you want to disable.

Name Description Assigned Roles Assigned Resources Assigned Rules Status
admin usergroup Admin user group e... admin SUpEr access Default Rule © Enabled
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5. From the top right corner of the screen, click Disable

6. In the Confirmation dialog box, click Yes

Enabling a User Group

To enable a user group:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > User Group.

Collection

= Inventory

ALcosnt

User Graup

]

1 Sattings
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3. The User Group page is displayed.

[ Name Description Assigned Roles Assigned Resources
O admin usergroup Admin user group e...  admin super access

o]

1t010f1

Status
@ Enabled

4. From the User Group page, select the user group you want to enable.

Name Description Assigned Roles Assigned Resources
admin usergroup Admin user group e...  admin SUper access

Status
© Enabled

v

5. From the top right corner of the screen, click E
6. In the Confirmation dialog box, click Yes

Managing Roles

* Creating a Role
* Deleting a Role
* Disabling a Role
 Enabling a Role
* Cloning a Role

» Modifying a Role

Creating a Role

To create arole:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

= icon.

2. From the menu displayed, click Account > Role.

= vy appviewx

ounce

3. The Role page is displayed.

+1Z & O O 0] 122022

]} Description Status
Responsible for managing technical aspects of one or more major LOB a.. @ Enabled
m} Responsible to manage the application specific certificates and devices, s.. @ Enabled
O Responsible to monitar the application specific certificates, setup alerts f.. @ Enabled
] Responsible for monitoring, analysing logs and reporting out on actions @ Enabled
[m] Responsible for monitoring, analysing logs and reporting out on actions © Enabled
m} Responsible to manage CA related request and operations in AppViewX © Enabled
] Responsible to view CA related request and operations in AppViewx @ Enabled
O Responsible to manage AppViewX CLM Platform functions ® Enabled
O o Responsible for managing a DevOp team; they may write applications, an... ® Enabled
0O|p Responsible for DevOps strategies, automation strategies and code sign @ Enabled
] Responsible for DevOps strategies, automation strategies, code sign @ enabled
] AppViewX provides organisations with holistic, business-level visibility acr.. @ Enabled
O AppViewX provides organisations with holistic, business-level visibility acr... @ Enabled
m} AppViewx provides organizations with holistic, business-level visibility acr... © Enabled
] urity AppViewX provides organisations with holistic, busine: visibility acr.. @ Enabled
[m] Responsible for managing and monioring network infrastructure © Enabled
O Responsible for Self-servicing and accessing automation fl Catalo.. @ Enabled
O This role grants users complete access to all objects on the system @ Enabled A
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+
4. From the top right corner of the screen, click eﬂ%
5. The Add page is displayed.

Role > Add

Information Authorized functions

* Mame

Description

6. Under the Information tab, enter the following details:

Name* Role name
Description Role/features/functionalities associated with the
role
*Mandatory
7. Click Save.

8. In the Authorized functions section, select the checkbox beside the functionalities that you want to

associate with the role.
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Information
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Authorized functions

| All functions

3

DNS
>

Inventory

O
v O Firewall

Ll General

v O Accounts G

v O Alert

v O collection

» O command profile ¢

» [0 Dpashboard G

» [0 cConnected platform o
O create/Delete &

O import

O share g

icon for the functions’ check box and then select individual sub-options within the functions.

10. Click Save. Details of the new role are displayed in the list on the Role page.

Deleting a Role

[ Note: A role that has active users belonging to it cannot be deleted. j

To delete a role:
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. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

= icon.

. From the menu displayed, click Account > Role.

= vy appviewx

. The Role page is displayed.

ounce

(< ]

Description

Responsible for managing technical aspects of one or more major LOB a...

Responsible to manage the application specific certificates and device:
Responsible to moniter the &

Responsible for monitering, analysing logs and reporting out on actions
Responsible for monitering, analysing logs and reporting out on acticns
Responsible to manage CA related request and operations in AppViewX
Responsible to view CA related request and operations in AppViewX

Responsible to manage AppViewX CLM Platform functions

Responsible for managing a DevOp team; they may write applicatiens, an...

Responsible for DevOps strategies, automation strategies and code sign

Responsible for DevOps strategies, automation strategies, code sign

AppViewX provides organisations with holistic, business-level visibility acr...

Al
AppViewX provides organizations with holistic, business-lev
App\
Responsible for managing and monioring network infrastructure

Wi provides organisations with holistic, business- visibility

visibility ac

Responsible for Self-servicing and accessing automation flows via Catale...

This role grants users complete access to all objects on the system

atien specific certificates, setup alerts f.

wX provides organisations with holistic, business-level visibility acr...

B Od v o0

Status

@ Enabled
@ Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

<]

000000000000 0CO0OO0

1to220f 22
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4. For the record you want to delete, select the corresponding check box.

L

Dquete

5. From the top right corner of the screen, click
6. In the Confirmation dialog box, click Yes.

Disabling a Role

To disable a role:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > Role.
= vy appviewx
[=] Dashboard
e ‘Control Center

ADCH
CERT+
Pages

&5 studio
Reguest
Collection

i Inventory

Account E,," Resournce

Role
o Liser Group

SEMICE ACCOUNT
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ooo0oo0OO0O00oooooooolQ

Description
Responsible for managing technical aspects of one or more major LOB a...

Responsible to manage the application specific certificates and devices, s..

Responsible to monitor the

ation specific certificates, setup alerts f.,
Responsible for monitoring, analysing logs and reperting out on actiens
Responsible for monitering, analysing logs and reporting out on acticns
Responsible to manage CA related request and operations in AppViewX
Respansible to view CA related request and operations in AppViewX

Responsible to manage AppViewX CLM Platform functions

Responsible for managing a DevOp team; they may write applications, an...

Responsible for DevOps strategies, automation strategies and code sign

Responsible for DevOps strategies, automation strategies, code sign

AppViewX provides organisations with holistic, business-level visibility acr...

AppViewx provides organisations with holistic, business-level visibility

AppViewX provides organizations with holistic, business-level visibility acr...

AppViewX provides organisations with holistic, busine:
Responsible for managing and monioring network infrastructure

Responsible for Self-servicing and accessing automation flow Catale.

This role grants users complete access to all objects on the system

vel visibility acr...

5 d v e o

Status

@ Enabled
& Enabled
© Enabled
@ Enabled
@ Enabled
@ Enabled
@ Enabled
@ Enabled
@ Enabled
& Enabled
@ Enabled
@ Enabled

zbled

@ Enabled
@ Enabled
@ Enabled
® Enabled
@ Enabled

1to 22 of 22

4. For the (enabled) role you want to disable, select the corresponding check box.

5. From the top right corner of the screen, click

Q

Disanle

6. In the Confirmation dialog box, click Yes. The selected role is enabled.

Enabling a Role

To enable a role:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

= icon.

2. From the menu displayed, click Account > Role.

= vy appviewx

ounce

3. The Role page is displayed.

B O v e o

] Description status

Responsible for managing technical aspects of ene or more major LOBa... @ Enabled
m} Responsible to manage the application specific certificates and devices, s.. @ Enabled
] Responsible to monitor the application specific certificates, setup alerts f... @ Enabled
m} Responsible for monitoring, analysing logs and reparting out on actions © Enabled
O Responsible for monitaring, analysing logs and reporting out on acticns © Enabled
O Responsible to manage CA related request and operations in AppViewX @ Enabled
a Responsible to view CA related request and cperations in AppViewx @ Enabled
] Responsible to manage AppViewX CLM Platform functions @ Enabled
] Responsible for managing a DevOp team; they may write applications, an... @ Enabled
m} Responsible for DevOps strategies, utomation strategies and code sign ® Enabled
O Responsible for DevOps strategies, automation strategies, code sign @ Enabled
m} AppViewX provides organisations with holistic, business-level visibility acr... @ Enabled
O AppViewX provides organisations with holistic, busine visibility acr... @ Enabled
O AppViewX provides organizations with holistic, business-level visibility acr... @ Enabled
] AppViewX provides organisations with holistic, business-level visibility acr... =@ Enabled
m} Responsible for managing and monioring network infrastructure © Enabled
(]} Responsible for Self-servicing and accessing automation flows via Catale... @ Enabled
m] This role grants users complete access to all objects on the system © Enabled

1to220f22
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4. For the (disabled) role you want to enable, select the corresponding check box.

v

5. From the top right corner of the screen, click
6. In the Confirmation dialog box, click Yes. The selected role is enabled.

Cloning a Role

Cloning lets you create a copy of an existing role with a different name. You can modify the permissions

and tasks that can be performed while cloning a role.

To clone a role:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

= icon.

2. From the menu displayed, click Account > Role.

= vy appviewx

ounce

3. The Role page is displayed.

+ ¢ @ d|v O O 1w202

m} Description Status

Responsible for managing technical aspects of one or more major LOB a... @ Enabled

m} Responsible to manage the application specific certificates and devices, s.. ® Enabled

O Responsible to monitar the application specific certificates, setup alerts f.. @ Enabled

] Responsible for menitering, analysing logs and reporting out on acticns @ Enabled

m] Responsible for monitaring, analysing logs and reporting out on acticns @ Enabled

m} Responsible to manage CA related request and operations in AppViewX © Enabled

O Responsible to view CA related request and operations in AppViewx @ Enabled

a Responsible to manage AppViewX CLM Platform functions ® Enabled

] Responsible for managing a DevOp team; they may write applications, an... @ Enabled

O Responsible for DevOps strategies, automation strategies and code sign © Enabled

O Responsible for DevOps strategies, automation strategies, code sign © Enabled

] AppViewX provides organisations with holistic, business-level visibility acr... @ Enabled

O AppViewX provides organisations with holistic, business-level visibility acr... @ Enabled

m} AppViewX provides organizations with holistic, business-level visibility ac @ Enabled

O AppViewX provides organisations with holistic, busine: vel visibility @ Enabled

] Responsible for managing and monioring network infrastructure @ Enabled

O Responsible for Self-servicing and accessing sutomation flows via Catale.. @ Enabled

] This role grants users complete access to all objects on the system @ Enabled -
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4. For the role you want to clone, select the corresponding check box.

Ol

5. From the top right corner of the screen, click | Clone

6. In the Information section, enter a new name for the role.

Information Authorized functions
* Name
Description Respansible far managing technical aspects of one or

mare major LOB applications.

7. Click Save.

Modifying a Role

To modify arole:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > Role. The Role page is displayed.

S appviewx
[=] Dashboard
e ‘Control Center
ADCH
CERT+
Pages
&5 Studio
Reguest
Collection

i Inventory

Account h.- ES0UncE

Role

¥

e =
. LIser Group

SEMICE ACCoUNt

3. For the record you want to modify, select the corresponding check box.

- 2
' Mggjif}r

5. The Modify :: Application Manager-ADC page is displayed (because we selected the Application

4. From the top right corner of the screen, click

Manager role)
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6. Modify the details in the Information and Authorized functions as required.

Information Authorized functions

* Name Application Manager-ADC

Description

7. Click Save.

RBAC Quick Configuration

Simplified RBAC Configuration in AppViewX

To simplify existing RBAC Configuration in AppViewX for the Account Administrator, the Quick Config
wizard flow option has been introduced in the existing Authentication, User groups, Roles and Resources.
Using the Quick Config option, users should be able to perform all the following actions in the same

wizard flow:

- Configure external authentication or single-sign-on for users to log in to AppViewX

» Add users groups into AppViewX by pulling specific user groups from AD into AppViewX based on
specific patterns/keywords/codes and support Bulk Export/Import option to onboard user groups

« Pre-packaged roles for ADC, Cert, Security, and Automation modules to assign permissions to user
groups

+ Simplifying custom role creation by providing information help against each ACF explaining the
significance of the functionality

» Dynamic rule-based resource tagging of newly discovered ADC objects, Certificates based on Query or

using a script and assigning permissions to user groups dynamically.

» Authentication
* Resource
* Role

» User Group

Authentication
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 Configure the Role-Based Access Control for LDAP
« Configuring Role-Based Access Control for TACACS
 Configuring Role-Based Access Control for RADIUS

Configure the Role-Based Access Control for LDAP

To configure the RBAC settings for LDAP:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

= /wxappviewx
Dashboard

Contral Center

a2 <nidio

Reguest

Collection

Inventory

Account

Logging

\ Alert

Settings

2. From the menu displayed, click Settings.

Copyright © 2022 [AppViewX, Inc]. All Rights Reserved. 122



Configuring Role and Resource Based Access Control

3. On the Settings page, from the navigation pane on the left, click General.

o

- Device specification syslog purge limit Script Execution Device Sync

Device Save configuration to F5 %]

device
[ ]

4. Under General settings, click Authentication.

Copyright © 2022 [AppViewX, Inc]. All Rights Reserved. 123
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.. Authentication page is displayed, with the LDAP tab open by default.

Settings :: Authentication

ADC —  LpAP

Device

iHealth report

Objects

Statistics
Backup & Restore
Certificate

General -

Authentication

Advanced

License

Purging

Reports

TACACS

Authorization @

‘ L+ Quick config | ¢ OEntries

RADIUS SAML IP Restriction Authentication settings

General information

* Host

* Part 38

LDAPs | @

Upload certificate

Bind DN CN=admin,DC=example,DC=com

Bind password

LDAPSync || @

6. From the top-right corner of the screen, click Quick Config. The RBAC Journey :: Authentication page

is displayed.

rney :: Authentication

RBAC configuration

Authentication settings

Administrators can define how user should be

henticated to AppVi h

User ication can

either be an internal authentication or external
authentication via LDAP RADIUS TACACS and
Single Sign-on

Mare help

@ AUTHENTICATION

O O

Enable External Authentication or Single sign-on for the users.

LDAP TACACS RADIUS SAML Authentication settings

=+ Configure LDAP 8% More actions « () Refresh | OEntries ¢ >
0 Host
No records found

]

Fetch user grou... Bind DN User search base Group search base  Auth

v

4 configure LDAP
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7. On the RBAC Journey :: Authentication page, click Configure LDAP. The Configure LDAP action pane

is displayed.
Configure LDAP x
General information
Host %
Port 88
oars I
Bind DN
Bind password
Authorization »
wapsync I
User search

8. In the General Information section, enter the following details (sample values are shown in the image

below the table):

Host* Hostname (domain name) of the LDAP server.

Port* Port number of the LDAP server.

. N
Note: This value is entered based on the

port number used in your deployment. By
default, port number 389 is used for an
LDAP configuration and port number 636

is used for an LDAPS configuration.
N\ /

LDAPS The LDAPS protocol is used for secure commu-
nication between AppViewX and Active Directo-
ry/Open LDAP.

To enable the use of the LDAPS protocol, instead
of the LDAP protocol, enable this toggle key.

Upload Certificate* Ox o
Note: This field is enabled only when the

LDAPS is enabled.
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To upload an LDAP server certificate:
* Click Browse Certificate.
+ Navigate to the location of the .pem certificate

file.

o ™
Note: If the LDAP servers are load-bal-

anced with VIP, upload the root certifi-
cate of the LDAP server instead of the

server certificate.
. J

« Select the certificate to be uploaded and click

Open.

The selected certificate is uploaded.

Note: Only a single certificate can be
uploaded for each server.

Bind DN Username of the base authentication endpoint
that will be used to connect to LDAP.

Bind Password The password of the base authentication endpoint
that will be used to connect to LDAP.

Authorization To check user permissions at the time of authenti-

cation, select this check box.

In addition to authentication, AppViewX also lets
you perform user authorization against the LDAP
server. To enable authorization along with au-
thentication, select this check box.

Note: If Authorization is not enabled, Ap-
pViewX will only carry out LDAP authenti-

cation for the given user.
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LDAP Sync

*. Mandatory

To enable the use of the SSH module in App-
ViewX for SSH key discovery use case, enable
this toggle key.

General information

* Host
* Port

LDAPS

Upload certificate

Bind DM

Bind password

Authorization

LDAP Sync

g=-ldap-pel lab.appviews.net

Lid
[%s}
o

Browse

Ch=Administrator,CN=Users, DC=testavi, DC=com

9. After entering the above connection details, to test if the host is reachable and the port is valid for

establishing an LDAP/LDAPS connection, click Test Connection.

Note: You can test the connection of LDAPS only when you save all of the configuration

details. Bind DN and Bind password details cannot be validated through a test connection.

10. The User Search section collects information to validate a user’s presence in the Active Directory. In

the User Search section, enter the following details(sample values are shown in the image below the

table):
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User search base* Base directory where the user is present.
Search filter* Criteria for searching for the user from the search
base
User return attribute User information to be retrieved from the search
base.
(o N
Note: This field is enabled only when
Authorization @
(in the Gener-
al Information section) is enabled.
N /
(o ™
Note: You can specify only User return
attribute.
N /

User search

* User search base DC=testavx, DC=com
* Search filter sAMAccounthame={0}

* User return attribute memberOf

112 remaining

Mandatory

11. After entering the above details, to test if the user is present in the Active Directory, click Test query.
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12. In the User search result action pane, enter the Test username and click Test.

* Test username pmuser] @restavx.com i

)

(o
Note: You are allowed to check the query response for User search and Group search only

when the connection is valid.

N

13. To test which user group the user belongs to (and, in the Group search section, enter the following

details:

Authorization @
Note: This section is enabled only when (in the General Information

section) is enabled.

Group search base* Base directory where the user group is present
Search filter* Criteria to search the user group from the search
base
Group return attribute User group information to be retrieved from the
search base
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*. Mandatory

4 ™
Note: You are allowed to check the query response for User search and Group search only
when the connection is valid.
. J
- ™
Note: Group search can be performed only if the customer’'s LDAP is of type Open LDAP.

Microsoft Active Directory does not need group search configuration. For Open LDAP, group
search needs to be configured mandatorily. The User return attribute in the User search

section does not return the group membership detalils.
N /

- M
Note: In the case of multiple LDAP servers, to define/update the order in which the servers will

be authenticated, drag and drop the entries in this table.
- /

* Deleting a LDAP Configuration

Deleting a LDAP Configuration

To delete a LDAP configuration:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

= /wxappviewx
Dashboard
Control Center
ADCH
CERT+

Pages

g Studio

Reguest

Collection

Inventory

Account

Sy stem

Logging

Alert

Settings

2. From the menu displayed, click Settings.
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3. On the Settings page, from the navigation pane on the left, click General.

©
- Device specification syslog purge limit Script Execution Device Sync
Device Save configuration to F5 @
device
alth
= |
d
A -—
AL
Device |
Healtn report
—_

4. Under General settings, click Authentication.
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5. The Settings :: Authentication page is displayed, with the LDAP tab open by default.

[ & Quick config || @ | 0Entries

- LDAP TACACS RADIUS SAML IP Restriction Authentication settings

General information

Upload cartificate

Authentication Bind DN

Bind password

Authorization @ @

LDAP Sync @

6. From the top-right corner of the screen, click Quick Config. The RBAC Journey :: Authentication page
is displayed.
7. From the table of LDAP configurations, to delete a LDAP configuration, select the check box

corresponding to that entry.

Host Fetch user grou... Bind DN User search base Group search base  Auth
Idaps://gs-Idap-pel.la... CN=Administrator,CN=Users,DC=testavx.... DC=testavx,DC=com DC=testavx.DC=com tr
3
B2 More actions . He
]E[ Delete
8. From the More Actions drop-down menu, click Delete. . @ —

9. In the Confirmation dialog box, click Delete. The selected configuration is deleted.

Configuring Role-Based Access Control for TACACS

To configure RBAC for TACACS authentication:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

= /wxappviewx
Dashboard
Control Center
ADCH
CERT+

Pages

g Studio

Reguest

Collection

Inventory

Account

Sy stem

Logging

Alert

Settings

2. From the menu displayed, click Settings.
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3. On the Settings page, from the navigation pane on the left, click General.

Settings :: Device (%}
ADC - Device specification Syslog purge limit Script Execution Device Sync
Device Save configuration to F3 (%]
device
[ ]
Device |
Health report
Objects
Backup & Restore
Certificate
Advanced
urging
Renonrts
4. Under General settings, click Authentication.
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.. Authentication page is displayed, with the LDAP tab open by default.

Settings » Authentication ‘ T Quick config ‘ © | 0Entries
ADC - LDAP TACACS RADIUS SAML IP Restriction Authentication settings
Device . .
General information
iHealth report
* Host
Objects
Statistics = Part
Backup & Restore
LDAPS @
Certificate
Upload certificate
General -
Authentication BindDN - Ch-a DG DG
Advanced Bind password
License
Authorization @
Purging @
LDAP Sync
Reports 4 @

. From the top-right corner of the screen, click Quick Config.
7. The RBAC Journey :: Authentication page is displayed.

RBAC Journey :: Authentication

@ AUTHENTICATION

O O

RBAC configuration

Enable External Authentication or Single sign-on for the users.

LDAP TACACS RADIUS SAML Authentication settings

+ Configure LDAP ore actions () Refresh | OEntries ¢ >

Host Fetch user grou... Bind DN User search base Auth

[l
No records found
.

Group search base
Authentication settings

>
Administrators can define how user should be

to AppVi . User ion can
either be an intemal authentication or external
authentication via LDAP,RADIUS, TACACS and
Single Sign-on

+ configure LDAP

Mare help
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8. On the RBAC Journey :: Authentication page, click the TACACS tab and click Configure TACACS.

RBAC Journey :: Authentication

RBAC configuration ‘ (®) Aumenmcation O O O

Enable External Authentication or Single sign-on for the users.

LDAP TACACS RADIUS SAML Authentication settings
+ Configure TACACS ore actions 0 mefresh 1to1of1
[[] Servername IP address ort Status
Authentication settings [] | tecacs 192.168.142.89 a9 © Enabled if

Administrators can define how user should be
authenticated to AppViewX. User authentication can
either be an internal authentication or external
authentication via LDAP,RADIUS TACACS and
Single Sign-on

More help

9. The Configure TACACS action pane is displayed.
Configure TACACS X

* Server name
# |P zddress

* Port

* Secret key
* Service
* Protoco

* Authorization attribute
name

Cancel
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10. Enter the following details (sample values are shown in the image below the table):

Server name* Name of the TACACS server
IP address* IP address of the TACACS server
Port* Port number of the TACACS server
* Server name tacacs
* |P address 182.168.142.85
* Port 49
*:Mandatory

11. To test the connectivity between AppViewX and the IP address mentioned above, click Test
connection.

12. Enter the following details (sample values are shown in the image below the table):

Secret key* A unique key for authentication between the App-
ViewX server and the TACACS server

Service* Name of the service used by the user requested
to be authorized

Specifying the service nhame is mandatory be-
cause it enables the TACACS+ server to behave
according to the type of each authorization re-
guest.

Commonly, the Point-to-Point Protocol (PPP) is
used for authorization checks.

Protocol* The protocol associated with the value specified
in Service Name, which is a subset of the associ-
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ated service being used for client authorization or

system accounting

Commonly, the Internet Protocol (IP) is used as
the modifier with PPP to indicate the protocol lay-

er for authorization check.

Authorization Attribute Name*

Attribute that will be returned from the TACACS
server to authenticate and authorize the con-
nection between the AppViewX server and the
TACACS server

* Secret key

* Seryvice

* Protoco

* Authorization attribute name

*Mandatory

PPP

role

13. To save the TACACS authentication settings, click Add.
14. To reconfigure the settings, click Reset. The TACACS authentication settings thus

configured are saved and displayed in the table as shown in the image below:

Server name IP address
tacacs 192.168.142.89

Port Status
49 © Enabled ]

N

(o
Note: In the case of multiple TACACS servers, to define/update the order in which the servers
will be authenticated, drag and drop the entries in this table.

~

J

* Deleting a TACACS Configuration
« Disabling a TACACS Configuration
« Enabling a TACACS Configuration

Deleting a TACACS Configuration

To delete a TACACS configuration:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

= /wxappviewx
Dashboard
Control Center
ADCH
CERT+

Pages

g Studio

Reguest

Collection

Inventory

Account

Sy stem

Logging

Alert

Settings

2. From the menu displayed, click Settings.
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3. On the Settings page, from the navigation pane on the left, click General.

©
- Device specification syslog purge limit Script Execution Device Sync
Device Save configuration to F5 @
device
alth
= |
d
A -—
AL
Device |
Healtn report
—_

4. Under General settings, click Authentication.
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5. The Settings :: Authentication page is displayed, with the LDAP tab open by default.

Settings :: Authentication | £+ Quick config ‘ Q) | OEntries

- LDAP TACACS RADIUS SAML IP Restriction Authentication settings

General information

* Host
St * Port
Backup & Restore
LDAPS @
Certificate

Upload certificate

Bind DN

Authentication

Bind password

Autherization || @ @
Purging

LDAP Sync 7]

6. From the top-right corner of the screen, click Quick Config.
7. The RBAC Journey :: Authentication page is displayed.

« (®) AUTHENTICATION O O O

RBAC configuration

Enable External Authentication or Single sign-on for the users.

LDAP TACACS RADIUS SAML Authentication settings
=+ Configure LDAP ore actions v () Refresh | O Entries
] Host Fetch user grou... Bind DN User search base Group search base  Auth
Authentication settings No records found
] v

Administrators can define how user should be
authenticated to AppViewX. User authentication can
either be an internal authentication or external
authentication via LDAP RADIUS, TACACS and
Single Sign-on

4 configure LDAP

More help

8. On the RBAC Journey :: Authentication page, click the TACACS tab.
9. From the table of TACACS configurations, for the configuration you
want to delete, select the check box corresponding to that entry.

Server name IP address Port Status
tacacs 192.168.142.89 49 ® Enabled ]
90 pore actions R
]Ef Delets
| U
10. From the More Actions drop-down menu, click Delete. | & - .

11. In the Confirmation message dialog box, click Proceed. The selected configuration is deleted.
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Disabling a TACACS Configuration

To disable a TACACS configuration:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

AU appviewx

Dashboard

Control Center

A2 Studio

Request

Collection

Inventory

Account

Logging

\ Alert

Settings

2. From the menu displayed, click Settings.
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3. On the Settings page, from the navigation pane on the left, click General.

©
- Device specification syslog purge limit Script Execution Device Sync
Device Save configuration to F5 @
device
alth
= |
d
A -—
AL
Device |
Healtn report
—_

4. Under General settings, click Authentication.
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5. The Settings :: Authentication page is displayed, with the LDAP tab open by default.

LDAP TACACS RADIUS SAML

ADC -

General information

iHealth report
* Host
Objects
Statistics * Port
Backup & Restore
LDAPS @
Certificate
Upload certificate
Genera -

Authentication Bind DN

IP Restriction

Authentication settings

Advanced Bind password
License
Authorization (]
Purging @
—_— LDAP Sync @

| £+ Quick config ‘ Q) | 0Entries

6. From the top-right corner of the screen, click Quick Config. The RBAC Journey :: Authentication page

is displayed.

RBAC configuration

LDAP TACACS

] Host
Authentication settings No records found
]
Administrators can define how user should be
thenti d to AppVi User authentication can
either be an internal authentication or external
authentication via LDAP RADIUS, TACACS and
Single Sign-on

More help

@ AUTHENTICATION O O

RADIUS

Enable External Authentication or Single sign-on for the users.

SAML Authentication settings
+ Configure LDAP

Fetch user grou... Bind DN

4 configure LDAP

tions v () Refresh | | 0 Entries

User search base Group search base  Auth

v

7. On the RBAC Journey :: Authentication page, click the TACACS tab.
8. From the table of TACACS configurations, for the configuration you
want to disable, select the check box corresponding to that entry.

Server name
tacacs

IP address
192.168.142.89 4%

Port

Status
® Enabled ii
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B2 Maore actions = .l Re

.
j Deles
@ Enable
@ Disable

9. From the More Actions drop-down menu, click Disable. @
10. In the Confirmation message dialog box, click Proceed. The selected configuration is disable.

Enabling a TACACS Configuration

To enable a TACACS configuration:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

= /wxappviewx
Dashboard
Control Center
ADCH
CERT+

Pages

g Studio

Reguest

Collection

Inventory

Account

Sy stem

Logging

Alert

Settings

2. From the menu displayed, click Settings.
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3. On the Settings page, from the navigation pane on the left, click General.

[#]
- Device specification Syslog purge limit Script Execution Device Sync
Device Save configuration to F5 ]
device
| erers +|
Device
Health report
Objects
Backup & Restore
Certificate
Genera @ -
Advanced
Purging
Repnorts
4. Under General settings, click Authentication.
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5. The Settings :: Authentication page is displayed, with the LDAP tab open by default.

ADC

Health report

Objects

Statistics

Backup & Restore

Certificate

General

Authentication

Advanced

License

Purging

Reports

‘ & Quick confiz [ ¢ | 0Entries

LDAP

TACACS RADIUS SAML IP Restriction Authentication settings
General information
* Host
* Port
LDAPS @

Upload certificate

Bind DN
Bind password
Authorization 7]

LDAP Sync 7]

6. From the top-right corner of the screen, click Quick Config. The RBAC Journey :: Authentication page

is displayed.

RBAC configuration

Authentication settings

Single Sign-on

More help

Administrators can define how user should be
authenticated to AppViewX. User authentication can
either be an intemal authentication or external
authentication via LDAP RADIUS TACACS and

« © AUTHENTICATION O O O
Enable External Authentication or Single sign-on for the users.
LDAP TACACS RADIUS SAML Authentication settings
+ Configure LDAP ore actions - () Refresn | O Entries
J Host Fetch user grou... Bind DN

User search base Group search base  Auth
No records found

. »

+ coenfigure LDAP

7. On the RBAC Journey :: Authentication page, click the TACACS tab.

8. From the table of TACACS configurations, for the configuration you

want to enable, select the check box corresponding to that entry.

Server name

tacacs

IP address Port
192.168.142.89 49

Status
@ Disabled il
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B2 Maore actions = .. Ref

.
j Deles

& Enable

9. From the More Actions drop-down menu, click Enable. ' & ri--wi-
10. In the Confirmation message dialog box, click Proceed. The selected configuration is enabled.

Configuring Role-Based Access Control for RADIUS

To configure RBAC for RADIUS authentication:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

= /wxappviewx
Dashboard
Control Center
ADCH
CERT+

Pages

g Studio

Reguest

Collection

Inventory

Account

Sy stem

Logging

Alert

Settings

2. From the menu displayed, click Settings.
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3. On the Settings page, from the navigation pane on the left, click General.

[
- Device specification Syslog purge limit Script Execution Device Sync
Device Save configuration to F5 @
device
+
Device
Health report
Objects
Backup & Restore
Certificate
Genera @ -
Advancec
Purging
Reports
4. Under General settings, click Authentication.
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5. The Settings :: Authentication page is displayed, with the LDAP tab open by default.

Settings :: Authentication | £ Quick config ‘ Q 0 Entries

ADC - LDAP TACACS RADIUS SAML IP Restriction Authentication settings

Device . .
General information

iHealth report

* Host
Objects
Statistics * Port 3
Backup & Restore
LDAPS @
Certificate
Upload certificate
General -
Authentication Bind DN CN=admin,DC=example,DC=com
Advanced Bind password
License

Authorization @
Purging @

[N LDAP Sync @

6. From the top-right corner of the screen, click Quick Config. The RBAC Journey:: Authentication page is
displayed.

RBAC Journey :: Authentication
RBAC configuration : (® aumwenmcamion O O O

Enable External Authentication or Single sign-on for the users.

LDAP TACACS RADIUS SAML Authentication settings
=+ Configure LDAP 85 More actions « () Refresn || OEntries ¢ >
[l Host Fetch user grou... Bind DN User search base Group search base  Auth
Authentication settings No records found

«

>
Administrators can define how user should be

to AppVi . User ication can
either be an intemal authentication or external
authentication via LDAP,RADIUS, TACACS and
Single Sign-on

+ configure LDAP

Mare help
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7. On the RBAC Journey :: Authentication page, click the RADIUS tab and click Configure RADIUS.

RBAC Journey :: Authentication
) . « @ AUTHENTICATION O O O
RBAC configuration
Enable External Authentication or Single sign-on for the users.
LDAP TACACS SAML Authentication settings
R feten
Server name Host Authentication mode Status

Authentication settings radius 192.168.142.89 pap © Enabled i

Administrators can define how user should be
au i to AppVi . User al ication can
either be an internal authentication or external
authentication via LDAP,RADIUS TACACS and
Single Sign-on

Mare help

8. The Configure RADIUS action is displayed.

Configure RADIUS x
* Server name
* Host
* Shared secret
* Authentication port
* Acceptance port

* Authentication mode (@) PAP/ASCI CHAP MS-CHAPVZ
EAP-MDS5

* muthorization

* Authorization via ® Radius LDAP
* Vendor 1D

* Vendor type
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9. Enter the following details (sample values are shown in the image below the table):

Server Name* Name of the RADIUS server
Host* The IP address of the RADIUS server
Shared secret* A unigue key for authentication between the App-

ViewX server and the RADIUS server

Authentication port* Port number that AppViewX will use for authenti-

cation

(o ™
Note: The default authentication port

number is 1812. Please check with your
sysadmin if your organization uses a dif-

ferent port number.
- J

Acceptance port* Port number that AppViewX will use to accept a

response from the RADIUS server

(o N
Note: The default acceptance port num-

ber is 1813. Please check with your
sysadmin if your organization uses a dif-

ferent port number.
N J

Authentication mode* Select one of the following authentication modes:
* PAP/ASCII

« CHAP

* MS-CHAPvV2

« EAP-MD5

Note: Ensure that the selected authen-
tication mode is also confirmed in the
RADIUS server settings.

Authorization In addition to authentication, AppViewX also
lets you perform user authorization against the
RADIUS server.
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To enable authorization along with authentication,
select this check box.

Note: If Authorization is not enabled, Ap-
pViewX will only carry out RADIUS au-
thentication for the given user.

Authorization via This field is enabled only when
Authorization H|

Select from one of the following authorization

is enabled.

modes:
* RADIUS
« LDAP

Vendor ID* This field is enabled only when

Authorization H|
is enabled and au-
thorization is done via the RADIUS server.

Enter the vendor ID.

- ™
Note: AppViewX does not have a unique

vendor ID. We use a free vendor ID: 500.
Ensure that this is configured as part of

the RADIUS server settings.
N J

Vendor type* This field is enabled only when

Authorization H|

is enabled and au-
thorization is done via the RADIUS server.

Enter the vendor type.
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Note: AppViewX does not have a unique
vendor type. We use a free vendor ID:
200. Ensure that this is configured as part

of the RADIUS server settings.
- J

LDAP* This field is enabled only when

Authorization u]

thorization is done via the LDAP server.

is enabled and au-

From the drop-down menu, select the LDAP serv-

er to be used for the authorization.
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10. To save the RADIUS authentication settings entered above, click Add or to

reconfigure the settings, click Reset. The RADIUS authentication settings thus

Configuring Role and Resource Based Access Control

* Senver name

* Host

* Shared secret

* puthentication port

* Acceptance port

* Authentication mode

Authorization

Authorization via

* Vendor ID

*Wendor type

radius
192168142, 8%

® PAP/ASCI

M5-CHAPYZ

® Radius

200

CHAP
EAP-MDS

configured are saved and displayed in the table as shown in the image given below:

radius

Server name

Authentication mode

PAP

Status
@ Enabled

-

will be authenticated, drag and drop the entries in this table.

( ot
Note: In the case of multiple RADIUS servers, to define/update the order in which the servers

~

J
* Deleting a RADIUS Configuration
« Disabling a RADIUS Configuration
» Enabling a RADIUS Configuration
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Deleting a RADIUS Configuration

To delete a RADIUS configuration:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

= /sappviewx
Dashboard
Control Center
ADCH

CERT+

@t Studio
Reguest
Collection

Inventory

. Account

ettings

2. From the menu displayed, click Settings.
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3. On the Settings page, from the navigation pane on the left, click General.

4]
- Device specification Syslog purge limit Script Execution Device Sync
Device Save configuration to F3 (]
device
§
I EE"E'&HN‘ +I
Device |
Health report
Objects
Backup & Restore
Certificate
Genera @ -
Advancec
Purging
Repnorts
4. Under General settings, click Authentication.
160
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fault.

‘ £F Quick config | ) | 0Entries

5. The Settings :: Authentication page is displayed, with the LDAP tab open by de

LDAP TACACS RADIUS SAML IP Restriction Authentication settings

. General information
Health repc

N * Host
Objects

Statistics # Port
Backup & Restore

Loaes | @

Certificate

Upload certificate

Authentication Bind DN

Auances gind password

Autherization (%] @

LDAP Sync @

6. From the top-right corner of the screen, click Quick Config. The RBAC Journey :: Authentication page

is displayed.

« (®) AUTHENTICATION O O O

RBAC configuration

Enable External Authentication or Single sign-on for the users.

LDAP TACACS RADIUS SAML Authentication settings

+ Configure LDAP ore actions v (3 Refresh | O Entries

| Host Fetch user grou... Bind DN User search base Group search base  Auth

No records found
3

Authentication settings

4
Administrators can define how user should be
authenticated to AppViewX. User authentication can
either be an internal authentication or external
authentication via LDAP,RADIUS, TACACS and + configure LoaP
Single Sign-on

More help

7. On the RBAC Journey :: Authentication page, click the RADIUS tab.
8. From the table of RADIUS configurations, for the configuration you
want to delete, select the check box corresponding to that entry.

Server name Host Authentication mode Status
radius 192.168.142.89 pap @ Enabled i
. *
B2 Mare actions « LR

| ]Ef Delets

9. From the More Actions drop-down menu, click Delete. | & - . @
10. In the Confirmation message dialog box, click Proceed. The selected configuration is disabled.
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Disabling a RADIUS Configuration

To disable a RADIUS configuration:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

AU appviewx

Dashboard

Control Center

A2 Studio

Request

Collection

Inventory

Account

Logging

\ Alert

Settings

2. From the menu displayed, click Settings.
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3. On the Settings page, from the navigation pane on the left, click General.

[#)
- Device specification  Syslog purge limit  Script Execution  Device Sync
Device Save configuration to F5 [}
device
alth
a
Al —
L
Device |
Health report
| R
Lpjeds
Darlrim @ Bockmeo
DACKUPD & Restore
artific- ato
ertumncate
Ganar -—

m

Ad
[1%]
L=
J

4. Under General settings, click Authentication.
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5. The Settings :: Authentication page is displayed, with the LDAP tab open by default.

‘ £¥ Quick config | ) | 0Entries
ADC - LDAP TACACS RADIUS SAML IP Restriction Authentication settings
e General information
Health report
* Host
Objects
Statistics * Port
Backup & Restore
LDAPS )
Certificate
Upload certificate
Genera -
Authentication Bind DN
Advanced gind password
License
Autherization (%]
e @
enoris LDAP Sync @

6. From the top-right corner of the screen, click Quick Config. The RBAC Journey :: Authentication page
is displayed.

RBAC configuration (® aurwenmcamon O O O

Enable External Authentication or Single sign-on for the users.

LDAP TACACS RADIUS SAML Authentication settings

=+ Configure LDAP ore actions v () Refresh | O Entries

] Host Fetch user grou... Bind DN User search base Group search base  Auth
Authentication settings No records found

] v
Administrators can define how user should be

thenti d to AppVis User authentication can

either be an internal authentication or external

authentication via LDAP,RADIUS TACACS and + configure LDAP
Single Sign-on

More help

7. On the RBAC Journey :: Authentication page, click the RADIUS tab.
8. From the table of RADIUS configurations, for the configuration you
want to disable, select the check box corresponding to that entry.

Server name Host Authentication mode Status
radius 192.168.142.89 PAP © Enabled ]

Copyright © 2022 [AppViewX, Inc]. All Rights Reserved. 164




Configuring Role and Resource Based Access Control

B2 More actions R
S

m Delets
| |
& Enable

@ Dizable

9. From the More Actions drop-down menu, click Disable.

10. In the Confirmation message dialog box, click Proceed. The selected configuration is disabled.

Enabling a RADIUS Configuration

To enable a RADIUS configuration:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

= /wxappviewx
Dashboard
Control Center
ADCH
CERT+

Pages

g Studio

Reguest

Collection

Inventory

Account

Sy stem

Logging

Alert

Settings

2. From the menu displayed, click Settings.
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3. On the Settings page, from the navigation pane on the left, click General.

[#)
- Device specification  Syslog purge limit  Script Execution  Device Sync
Device Save configuration to F5 [}
device
alth
a
Al —
L
Device |
Health report
| R
Lpjeds
Darlrim @ Bockmeo
DACKUPD & Restore
artific- ato
ertumncate
Ganar -—

m

Ad
[1%]
L=
J

4. Under General settings, click Authentication.
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General information

. * Host
Objects
Statistics * Part
Backup & Restore
LDAPS @
Certificate

Upload certificate
Bind DN

Authentication

Bind password

Authorization @

LDAP Sync @

ADC - LDAP TACACS RADIUS SAML

. The Settings :: Authentication page is displayed, with the LDAP tab open by default.

IP Restriction Authentication settings

| @ Quickconfig | @ | 0Entries

. From the top-right corner of the screen, click Quick Config. The RBAC Journey :: Authentication page

is displayed.

RBAC configuration

LDAP TACACS

No records found
«

Authentication settings

Administrators can define how user should be
to AppVi . User authentication can
either be an internal authentication or external
authentication via LDAP RADIUS, TACACS and
Single Sign-on

More help

Host

@ AUTHENTICATION O

Enable External Authentication or Single sign-on for the users.

RADIUS SAML Authentication settings

+ Configure LDAP

Fetch user grou... Bind DN

-+ configure LDAP

tions ¥ () Refresh | | 0 Entries
Group search base ~ Auth

User search base

>

7. On the RBAC Journey :: Authentication page, click the RADIUS tab.
8. From the table of RADIUS configurations, for the configuration you
want to enable, select the check box corresponding to that entry.

Server name

tacacs

IP address Port
182.168.142.89 49

Status
@ Disabled H]
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85 More actions ) Bet
.
I Delete

& Enable

9. From the More Actions drop-down menu, click Enable. ' & ri--wi-
10. In the Confirmation message dialog box, click Proceed. The selected configuration is enabled.

Resource

The resource allows you to specify access at a granular level across all the devices and modules of
AppViewX listed in this section, where the permission definitions are independent of each other. The
resources can be assigned only to a User group. The resources that are assigned to the user groups will
automatically inherit the permissions associated with that resource. User groups can be assigned more

than one resource.

AppViewX enables the following resource-related features:

« Dynamic rule-based resource tagging of newly discovered ADC objects, Certificates based on Query
using object/Certificate fields available within in AppViewX.

» Dynamic rule-based resource tagging of newly discovered ADC objects, Certificates using a script to
tag based on data available with external tools (SNOW, Other CMDB, etc.).

* Rule templates are pre-shipped to ease the rule creation to dynamically tag resources.

» Dynamically created resources can be assigned to user groups dynamically by mapping the respective
rule to the required user groups as part of the Rules in Use inventory in the wizard flow.

» Manage the order of execution for the RBAC rules.

« Manage short circuit option to dynamically tag ADC objects

- ™
Note: This dynamic resource tagging is only for newly discovered ADC objects and certificates.
J
- ™
Note: Objects/Certificates and the respective permissions part of the existing resources will not
be updated/changed.
N J

* Create an RBAC Rule to Tag ADC Objects Using a Query
« Configuring a Variable as a Filter Condition Value based on Patterns
 Configuring the Resource Name

« Configuring the Certificate Group Name
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« Configuring the Resource Name Based on Patterns

« Create an RBAC Rule to Tag ADC Objects/Certificates using a Script
* Clone a Rule

* Delete a Rule

EBAC Rule Mapping to User Groups to Dynamically Provide Access for Resources to User
 Groups

» Managing Order of Execution and Short Circuit Configuration for Rules

Create an RBAC Rule to Tag ADC Objects Using a Query

To create a RBAC rule to tag resources using a query:

Copyright © 2022 [AppViewX, Inc]. All Rights Reserved. 170



Configuring Role and Resource Based Access Control

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > Resource.

A appviewx
[~] Dashboard

Control Center

(= |
ao

&« ADC+
CERT+
Paj
Studio
Request

Collection

Inventory

Account Resource
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[ Name

s

[ % quick config || + © | 1tolof1

Description Status
Super access will have the permissions to access all the rescurces in AppVi.. @ Enabled

4. From the top-right corner of the screen, click Quick Config. The RBAC Journey :: Authentication page

is displayed.

5. Navigate to the Resource stage as part of the wizard flow to add

roles into AppViewX, with the Rules tab displayed by default.

O

Rules Store

L Order of execu...  Rule name

No records found

O O @ RESOURCES

Administrator can create a Resource from a pre defined set of resource rules and assign to user groups or create a new rule and

define criteria.

~+ Create rule .2 Refresh

Description Rule outcome Assigned User gr...

6. Click + Creste rule .
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7. The Rules :: Create screen is displayed.

« O O O @ RESOURCES

Rule Details

* Rule name

Rule Description

Rules

ADC Rule Query Script

Certificate Rule Query script

(5]

8. In the Rule Details section, enter the following details:

Rule Name* Resource name

Rule Description Brief description of the resource/granular level ac-
cesses associated with the resource

*Mandatory
9. To configure a rule to dynamically tag ADC objects using Query, in the Rules section, for the ADCRule,
click Query.
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10. The Rule builder :: Rule action pane is displayed.

®Rule builder :: ADC Rule x

* Resource Name ~ | IEH O Orphan @ Secondary @

Al A10 |
AV

(ﬁ:": Akamai

@ AmazonELB

® s

Cisco

c Citrix

@ F5

é F‘;,p\ HAProxy

@ AND Dor Add filter | | Add filter Group

s Infoblox

F nNginxPlus

11. On the Rule builder :: ADC Rule action pane, click Add Filter.

12. Select the field, condition and enter the value to be monitored for dynamic tagging of ADC objects
based on rule condition.

Configuring a Variable as a Filter Condition Value based on Patterns

A variable can be defined with a pattern as specified below:

1. Select any one required field, then select condition as “Variable”, define value in the format of <
%variable%>. Example: A virtual server configured with the pattern vs_prod_support.appviewx.com
can be defined as vs_<%variable1%>_support.appviewx.com [where <%variable1%> can match to
name UAT, DEV, etc.].

2. Multiple variable definitions for the same object pattern can be defined as. vs_<%variable1%> <
%variable2%>_support.appviewx.com [where <%variable1%> can match to name UAT,DEV etc and <
%variable2%> can match to name sales,marketing etc ].

3. Variables can be used only across one field in a Rule.

4. Variable name should follow the below standards:

* Only alphanumerics [A-Z, a-z, 0-9].
* Special characters underscore [ _].
* Placeholder is <% for beginning and %> for ending.

5. Specify a resource name.

Copyright © 2022 [AppViewX, Inc]. All Rights Reserved. 174




Configuring Role and Resource Based Access Control

Configuring the Resource Name

To create resources dynamically based on patterns, resource name can be configured in the following

ways:

1. Provide the Resource Name of an existing resource by choosing the Resource Name from Drop Down.

2. Provide a Static Name to the Resource. [When Rule matches the Resource Name would be created

on Demand].

3. Provide a Pattern for the Resource Name. [Provide the variable pattern defined in the Query as the

Resource Name].

4. Click either the R (Read-only) or RW (Read/Write) button to designate whether user groups assigned

to the resource have read-only or read/write permissions on the ADC objects.

The ADC objects tagging has two additional fields that allow you to assign global permissions for

orphan and secondary ADC objects to the resource you are creating. Users cannot assign individual

permissions to orphan and secondary objects.

To enable this:

a. Next to the Resource name, select the checkbox beside Orphan if you want to assign global

o «Q

permissions for orphan objects.

. Click either the R or RW icon to give users assigned to the resource Read-Only or Read/Write

permissions on all orphan objects.

. Select the checkbox beside Secondary if you want to assign global permissions for secondary

objects.

. Click the R icon to give user groups assigned to the resource Read-Only permissions on all

secondary objects. The RW icon is not available because you cannot grant Read/Write access to
secondary objects.

. Click Save.

. Saved rules will be displayed in the Rules tab.

. Go to the Rules tab by clicking on Resource in the breadcrumb.

. Rule Summary details (Rule Name, Description, Rule Outcome) are displayed in the Rule Inventory

table.

. Enable the rule by clicking on the respective status icon for the rule to be actively running.

Configuring the Certificate Group Name

To create certificate groups dynamically based on patterns, the certificate group name can be configured

in two ways:
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. Provide the certificate group name of an existing resource by choosing the certificate group name from

the drop-down menu.

. Provide a Static Name to the certificate group name. [When Rule matches the Resource Name would

be created on Demand].

. Provide a Pattern for the certificate group name. [Provide the variable pattern defined in the Query as

the Resource Name].

For example, Resource_<%variablename%> | <%variablename%>_Resource | <%variablename%>

Configuring the Resource Name Based on Patterns

To create resources dynamically based on patterns, the resource name can be configured in the below

ways:

1.
2.

Provide the Resource Name of an existing resource by choosing the Resource Name from Drop Down.
Provide a Static Name to the Resource. [When Rule matches the Resource Name would be created

on Demand].

. Provide a Pattern for the Resource Name. [Provide the variable pattern defined in the Query as the

Resource Name]. For example, Resource_<%variablename%> | <%variablename%?>_Resource | <

%variablename%>.

. Click either the R (Read-only) or RW (Read/Write) button to designate whether user groups assigned

to the resource have read-only or read/write permissions on the certificate groups.

. When you are finished configuring the Certificate rule, click Save. Saved rules will be displayed in the

Rules tab.

. Go to the Rules tab by clicking on Resource in the breadcrumb. Rule Summary details (Rule Name,

Description, Rule Outcome) are displayed in the Rule Inventory table.

. Enable the rule by clicking on the respective status icon for the rule to be actively running.

Create an RBAC Rule to Tag ADC Objects/Certificates using a Script

To create a RBAC rule to tag ADC objects/certificates using a script:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > Resource.

A appviewx
[~] Dashboard

Control Center

(= |
ao

&« ADC+
CERT+
Paj
Studio
Request

Collection

Inventory

Account Resource
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3. The Resource page is displayed.
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[ Name

s

[ % quick config || + © | 1tolof1

Description Status
Super access will have the permissions to access all the rescurces in AppVi.. @ Enabled

4. From the top-right corner of the screen, click Quick Config. The RBAC Journey :: Authentication page

is displayed.

5. Navigate to the Resource stage as part of the wizard flow to add

roles into AppViewX, with the Rules tab displayed by default.

O

Rules Store

L Order of execu...  Rule name

No records found

O O @ RESOURCES

Administrator can create a Resource from a pre defined set of resource rules and assign to user groups or create a new rule and

define criteria.

~+ Create rule .2 Refresh

Description Rule outcome Assigned User gr...

6. Click + Creste rule .
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7. The Rules :: Create screen is displayed.

« O O O @ RESOURCES

Rule Details

* Rule name

Rule Description

Rules

ADC Rule Query Script

Certificate Rule Query script

8. In the Rule Details section, enter the following details:

Rule Name* Resource name

Rule Description Brief description of the resource/granular level ac-
cesses associated with the resource

*:Mandatory
9. To configure a rule to dynamically tag ADC objects/certificates using Script, in the Rules section, for
the ADC Rule/Certificate Rule, click Script.

10. Configure the details of the script, provide a resource name and assign required permissions. For ADC
Objects, Orphan and Secondary objects need to be assigned globally. For Certificates, Certificate
Group Name need to be provided.

11. Click Save.

12. Saved rules will be displayed in the Rules tab.

13. Go to the Rules tab by clicking on Resource in the breadcrumb. Rule Summary details (Rule Name,
Description, Rule Outcome) are displayed in the Rule Inventory table.

14. Enable the rule by clicking on the respective status icon for the rule to be actively running.
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Clone a Rule

To clone arule:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > Resource.
= /viappviewx

[*] Dashboard

..,l:’D Control Center

@ ADC+

St
Request
Collection

Inventory

Account Resource

& User Group
User

Service Account
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3. The Resource page is displayed.

£ Quick config | + © | 1to10f1

[ Name Description Status
0 super access Super access will have the permissions to access all the resources in AppVi.. Enabled

s

4. From the top-right corner of the screen, click Quick Config. The RBAC Journey :: Authentication page
is displayed.
5. Navigate to the Resource stage as part of the wizard flow to add roles into AppViewX, with the Rules

tab displayed by default.

»

. For the resource you want to clone, select the check box against that resource.

~

. From the More Actions drop-down menu, click Clone.

(o]

. In the Clone rules dialog box, enter a name for the cloned rule and click Save. Rule details will be
closed and will be opened in edit mode for any further modification on description/rule conditions.
9. Once the rule is saved, enable the rule by clicking on the respective status icon for the rule to be

actively running in the rules inventory table.

Delete a Rule

To delete a rule:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > Resource.

A appviewx
[~] Dashboard

Control Center
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3. The Resource page is displayed.

s

[ Name Description Status
0 super access Super access will have the permissions to access all the resources in AppVi.. Enabled

4. From the top-right corner of the screen, click Quick Config. The RBAC Journey :: Authentication page

is displayed.

5. Navigate to the Resource stage as part of the wizard flow to add roles into AppViewX, with the Rules

tab displayed by default.
6. For the resource you want to delete, select the check box against that resource.

7. From the More Actions drop-down menu, click Delete. In the Confirmation dialog box, click Yes.

RBAC Rule Mapping to User Groups to Dynamically Provide Access for

Resources to User Groups

To create a RBAC rule to dynamically provide access for resources to user groups:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > Resource.

A appviewx
[~] Dashboard

Control Center
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. The Resource page is displayed.

£ Quick config | + © | 1to10f1

[ Name Description Status
0 super access Super access will have the permissions to access all the resources in AppVi.. Enabled

s

. From the top-right corner of the screen, click Quick Config. The RBAC Journey :: Authentication page
is displayed.

. Navigate to the Resource stage as part of the wizard flow to add roles into AppViewX, with the Rules
tab displayed by default.

. For the resource you want to map to user groups, select the check box against that resource.

= "\"vP{I.r'anE’g’EL-C-
. Click

. In the Map user group action pane, select the user groups the resource will be mapped to.
. Click Save.

Managing Order of Execution and Short Circuit Configuration for Rules

For managing the order of rule execution to avoid conflicts across multiple rules matching similar

conditions and tag to expected resources:

1

2

. In the rule inventory table, click and hold a rule name and drag it up or down to change the order of
execution of rules in use in the system.
. The order will be automatically saved OR Click the up or down arrows beside each rule name to

update the rule execution order.

Key points for consideration:

Copyright © 2022 [AppViewX, Inc]. All Rights Reserved.

. Order of execution needs to be maintained by the user only to manage certificates tagged to expected
certificate groups configured part of a rule, as certificates can't be part of multiple certificate groups.

. Based on the order of execution and matching rule condition, certificates will be only tagged to the
certificate group at the top of rule execution order even though other RBAC rules down the order have
a matching condition.
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3. Order of execution also needs to be maintained by the user for ADC objects tagging to a specific
resource only when Short circuit option is turned on for ADC.

« By default, a short circuit will be turned off for ADC as ADC objects can be tagged to multiple
resources. There is no such restriction for ADC as it is existing for a certificate tagging. For
certificates, a short circuit will always be turned on and can’t be changed by the user.

« To enable a short circuit for ADC, click More icon under the Rules Inventory>> Enable Short Circuit
for ADC.

Role

Each role assigns a specific set of permissions relating to the modules that can be accessed and the
tasks that can be performed in each AppViewX module. The roles can be assigned only to a User group.
The user groups that are assigned with a role will automatically inherit all the associated permissions.

User groups can be assigned more than one role.

AppViewX enables the following role-related features:

- Out of the Box (OOB) roles are available for ADC, Certificates, Security, and Automation modules.

» OOB roles can be cloned, enabled, and disabled. OOB roles can’t be updated/deleted.

« Administrators can also create custom roles. Custom roles can be updated, deleted, enabled and
disabled.

« Users can either use OOB roles (if suits their needs) or custom roles to map to user groups.

* Creating a Custom Role

» Modifying a Role

» Enabling a Role

« Disabling a Role

* Cloning a Role

» Mapping Role to User Groups

Creating a Custom Role

To create a custom role:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > Role.
= nviappviewx
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0000000000000 O0oooog

Name
Application Mana

Application Mana;

nager Read Only

CLM Manager

\DC
\wtomation

ert

Netwark Manager

Portal User

| £ Quick config ‘ +

Description

Respensible for managing technical aspects of one or maore majer LOB a...
Responsible to manage the application specific certificates and devices, s...
Responsible to monitar the application specific certificates, setup alerts f..
Respensible for monitoring, analysing logs and reporting out on actions
Respensible for monitoring, analysing logs and reporting out on actions
Respensible to manage CA related request and cperations in AppViewX
Respensible to view CA related request and operations in AppViewx
Respensible to manage AppViewX CLM Platform functions

Responsible for managing 2 DevOp team; they may write applications, an...

Respensible for DevOps strategies, automation strategies and code sign
Respensible for DevOps strategies, automation strategies, code sign
AppViewX provides organisations with holistic, business-level visibility acr...
AppViewX provides organisations with holistic, business-level visibility acr...
AppViewX provides organizations with holistic, business-level visibility acr...
AppViewX provides organisations with holistic, business-level visibility acr...
Respensible for managing and menioring network infrastructure
Respensible for Self-servicing and accessing automation flows via Catalo...

Status

@ Enabled
@ Enabled
@ Enabled
@ Enabled
@ Enabled
& Enabled
@ Enabled
@ Enabled
@ Enabled
© Enabled
@ Enabled
© Enabled
© Enabled
@ Enabled
@ Enabled
© Enabled
@ Enabled

Q  1tw21of21

4. From the top-right corner of the screen, click Quick Config. The RBAC Journey :: Authentication page

is displayed.

5. Navigate to the Role stage as part of the wizard flow to add roles into AppViewX.

«

O

O

@ ROLES

O

Administrators can assign one or more system defined roles to grant access to the features defined in the role or administrator can

ADC Certificate Automation Security

Name

Application Manager-ADC

Auditor-ADC

Executive Director-ADC

MNetwork Manager

Traffic Manager

create a custom role and define features

+ Create custom role

Custom

Description

Responsible for managing technical aspects of on...
Responsible for monitering, analysing logs and re...
Responsible for DevOps strategies, automation st..
AppViewX provides organisations with holistic, bu...
Respensible for managing and monioring networ...

Responsible to perform traffic management oper...

N

) Refresh

Status

@ Enabled
@ Enabled
@ Enabled
@ Enabled
@ Enabled
@ Enabled

1to6of6

6. Click

+ Create custom role

7. The Create custom role action pane is displayed. Under the Information tab, enter the following details:

Name*

Role name

Copyright © 2022 [AppViewX, Inc]. All Rights Reserved.
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Description Brief description of what users assigned to the

role can do and/or what features or functionalities
are associated with the role

*:Mandatory
8. Click Save.

9. In the Authorized functions section, select the check box against the functionalities that you want to
associate with the role.

10. To assign functions at a granular level, click the *icon for the functions’ check box and then select
individual sub-options within the functions.
11. Click Save.

Modifying a Role

To modify a custom role:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > Role.
= nviappviewx
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3. The Role page is displayed.

Role [ 4 ouick config | + © | 1t0210f21

O Description Status

O Responsible for managing technical aspects of one or more major LOB a... =~ @ Enabled
m] Responsible to manage the application specific certificates and devices, s.. @ Enabled
O Responsible to monitar the application specific certificates, setup alerts f.. @ Enabled
O Responsible for monitoring, analysing logs and reperting out on actions @ Enabled
O Responsible for monitoring, analysing logs and reporting out on actions © Enabled
O Responsible to manage CA related request and operations in AppViewx © Enabled
O Responsible to view CA related request and operations in AppViewX @ Enabled
m] Responsible to manage AppV¥iewX CLM Platform functions © Enabled
O Responsible for managing a Devop team; they may write applications, an... @ Enabled
O Responsible for DevOps strategies, automation strategies and code sign @ Enabled
O Responsible for DevOps strategies, automation strategies, code sign © Enabled
O AppViewX provides organisations with holistic, business-level visibility acr... @ Enabled
O tion AppViewX provides organisations with holistic, business-level visibility acr... | @ Enabled
O AppViewX provides organizations with holistic, business-level visibility acr... ® Enabled
O AppViewX provides organisations with holistic, business-level visibility acr... @ Enabled
O Responsible for managing and monioring network infrastructure @ Enabled
O portal User Responsible for Self-servicing and accessing automation flows viz Catalo... | & Enabled

4. From the top-right corner of the screen, click Quick Config. The RBAC Journey :: Authentication page
is displayed.
5. Navigate to the Role stage as part of the wizard flow to add roles into AppViewX.

« O O @ ROLES O

Administrators can assign one or more system defined roles to grant access to the features defined in the role or administrator can

create a custom role and define features
+ Create custom role

ADC Certificate Automation Security Custom

(7 Refresh  1to6of6

Description Status

Responsible for managing technical aspects of on.. @ Enabled
Responsible for monitoring, analysing logs and re... @ Enabled
Responsible for DevOps strategies, automation st... = @ Enabled

AppViewX provides organisations with holistic, bu... @ Enabled

Responsible for managing and monioring networ... | @ Enabled

Traffic Manager Respensible to perform traffic management oper... @ Enabled

N

6. Click the role name you want to modify.

7. The Edit role action pane is displayed for the selected role.

8. Modify the details in the Information and Authorized functions as required.
9. Click Save.

Note: Out of the box role functions can’t be edited. Only custom role functions can be edited.
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Enabling a Role

To enable a user:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > Role.
A/ appviewx

[] Dashboard
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Copyright © 2022 [AppViewX, Inc]. All Rights Reserved. 192



Configuring Role and Resource Based Access Control

3. The Role page is displayed.

Role [ 4 quick config | + Q | 1t0210f21

O Description Status

O Responsible for managing technical aspects of one or more major LOBa... = @ Enabled
O Responsible to manage the application specific certificates and devices, s.. = @ Enabled
O Responsible to monitor the application specific certificates, setup alerts f.. @ Enabled
O Responsible for monitering, analysing logs and reperting out on actions © Enabled
O Responsible for monitoring, analysing logs and reporting out on actions © Enabled
O Responsible to manage CA related request and operations in AppViewi © Enabled
[} Responsible to view CA related request and operations in AppViewX @ Enabled
O Responsible to manage AppView CLM Platform functions © Enabled
O Responsible for managing a DevOp team; they may write applications, an... = @ Enabled
O Responsible for DevOps strategies, automation strategies and code sign © Enabled
O Responsible for DevOps strategies, automation strategies, code sign © Enabled
O AppViewX provides organisations with holistic, business-level visibility acr... = @ Enabled
[} tion AppViewX provides organisations with holistic, business-level visibility acr... | @ Enabled
O AppVviewX provides organizations with holistic, business-level visibility acr...  ® Enabled
O AppViewX provides organisations with holistic, business-level visibility acr... | @ Enabled
O Responsible for managing and monioring network infrastructure © Enabled
O Responsible for self-servicing and accessing automation flows via Catalo... @ Enabled

4. From the top-right corner of the screen, click Quick Config. The RBAC Journey :: Authentication page
is displayed.
5. Navigate to the Role stage as part of the wizard flow to add roles into AppViewX.

« O O @ ROLES O

Administrators can assign one or more system defined roles to grant access to the features defined in the role or administrator can

create a custom role and define features
+ Create custom role

ADC Certificate Automation Security Custom

() Refresh | 1to6of6

Description Status

Responsible for managing technical aspects of on... @ Enabled
Responsible for monitoring, analysing logs and re... @ Enabled
Responsible for DevOps strategies, automation st.. @ Enabled
AppViewX provides organisations with holistic, bu... @ Enabled

Responsible for managing and monioring networ... = @ Enabled

Responsible to perform traffic management oper... @ Enabled

N

6. To enable a role, select the check box against that role.

B0 hore actions - 7 Re

' Enable

7. From the More Actions drop-down menu, select Enable.
8. In the Enable role(s) dialog box, click Yes.
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Disabling a Role

-~

N

- ™
Note: You cannot disable roles that have active users associated with them.
J
i I
Note: The users associated with a disabled role through a user group will not be allowed to log in
to AppViewX.
J
To disable a role:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > Role.
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3. The Role page is displayed.

00oooooOO000oooOO0ocoog

[ 4 quick config | + Q | 1to210f21
Name Description Status
Responsible for managing technical aspects of one or more major LOBa... = @ Enabled
Responsible to manage the application specific certificates and devices, s...  © Enabled
Responsible to monitor the application specific certificates, setup alerts f.. @ Enabled
Responsible for monitoring, analysing logs and reporting out on actions © Enabled
Responsible for monitoring, analysing logs and reporting out on actions © Enabled
Responsible to manage CA related request and cperations in AppViswX @ Enabled
Responsible to view CA related request and operations in AppViewX @ Enabled
Responsible to manage AppViewX CLM Platform functions © Enabled
Responsible for managing a DevOp team; they may write applications, an... = @ Enabled
Responsible for DevOps strategies, automation strategies and code sign © Enabled
Responsible for DevOps strategies, automation strategies, code sign @ Enabled
AppViewX provides organisations with holistic, business-level visibility acr...  ® Enabled
AppViewX provides organisations with holistic, business-level visibility acr... = @ Enabled
AppVviewX provides organizations with holistic, business-level visibility acr...  ® Enabled
AppViewX provides erganisations with holistic, business-level visibility acr..  © Enabled
Responsible for managing and monioring network infrastructure © Enabled
Responsible for self-servicing and accessing automation flows via Catalo... @ Enabled

4. From the top-right corner of the screen, click Quick Config. The RBAC Journey :: Authentication page

is displayed.

5. Navigate to the Role stage as part of the wizard flow to add roles into AppViewX.

«

O O @ ROLES O

Administrators can assign one or more system defined roles to grant access to the features defined in the role or administrator can

create a custom role and define features
+ Create custom role

ADC Certificate Automation Security Custom

() Refresh | 1to6of6

Description Status

Responsible for managing technical aspects of on... @ Enabled
Responsible for monitoring, analysing logs and re... @ Enabled
Responsible for DevOps strategies, automation st.. @ Enabled
AppViewX provides organisations with holistic, bu... @ Enabled

Responsible for managing and monioring networ... = @ Enabled

Responsible to perform traffic management oper... @ Enabled

N
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6. To disable a role, select the check box against that role. From the More Actions drop-down menu,

B2 More actions « .} Re
" Enable

® Dizable L
1 ”‘n- |
select Disable. . 1 ~i_ __U f

7. In the Disable role(s) dialog box, click Yes.

Cloning a Role

Cloning lets you create a copy of an existing role with a different name. You can modify the permissions

and tasks that can be performed while cloning a role.

To clone arole:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

= icon.

2. From the menu displayed, click Account > Role.

= vy appviewx

ounce

3. The Role page is displayed.

+ ¢ @ d|v O O 1w202

m} Description Status

Responsible for managing technical aspects of one or more major LOB a... @ Enabled

m} Responsible to manage the application specific certificates and devices, s.. ® Enabled

O Responsible to monitar the application specific certificates, setup alerts f.. @ Enabled

] Responsible for menitering, analysing logs and reporting out on acticns @ Enabled

m] Responsible for monitaring, analysing logs and reporting out on acticns @ Enabled

m} Responsible to manage CA related request and operations in AppViewX © Enabled

O Responsible to view CA related request and operations in AppViewx @ Enabled

a Responsible to manage AppViewX CLM Platform functions ® Enabled

] Responsible for managing a DevOp team; they may write applications, an... @ Enabled

O Responsible for DevOps strategies, automation strategies and code sign © Enabled

O Responsible for DevOps strategies, automation strategies, code sign © Enabled

] AppViewX provides organisations with holistic, business-level visibility acr... @ Enabled

O AppViewX provides organisations with holistic, business-level visibility acr... @ Enabled

m} AppViewX provides organizations with holistic, business-level visibility ac @ Enabled

O AppViewX provides organisations with holistic, busine: vel visibility @ Enabled

] Responsible for managing and monioring network infrastructure @ Enabled

O Responsible for Self-servicing and accessing sutomation flows via Catale.. @ Enabled

] This role grants users complete access to all objects on the system @ Enabled -
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4. For the role you want to clone, select the corresponding check box.

Ol

| Clomie

5. From the top right corner of the screen, click

6. In the Information section, enter a new name for the role.

Infermation Authorized functions
* Name
Description Responsible for managing technical aspects of one or

mare major LOB applications.

7. Click Save.

Mapping Role to User Groups

To map roles to user groups:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > Role.
= nviappviewx
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3. The Role page is displayed.

Role [ 4 quickconfig | + @ | 1t0210f21

O Description status

O Responsible for managing technical aspects of one or more major LOB a... & Enabled
O Responsible to manage the application specific certificates and devices, s.. @ Enabled
O Responsible to monitor the application specific certificates, setup alerts f... = @ Enabled
O Responsible for monitoring, analysing logs and reporting out on actions © Enabled
O Responsible for monitoring, analysing logs and reporting out on actions @ Enabled
O Responsible to manage CA related request and operations in AppViewX @ Enabled
O Responsible to view CA related request and operations in AppViewx © Enabled
O Responsible to manage AppViewX CLM Platform functions © Enabled
O Responsible for managing a DevOp team; they may write applications, an... @ Enabled
O Responsible for DevOps strategies, automation strategies and code sign © Enabled
O Responsible for DevOps strategies, automation strategies, code sign © Enabled
O AppViewX provides organisations with halistic, business-level visibility acr... = @ Enabled
O AppViewX provides organisations with holistic, business-level visibility acr... | & Enabled
O AppViewX provides organizations with holistic, business-level visibility acr... © Enabled
O AppViewX provides organisations with halistic, business-level visibility acr... | @ Enabled
O Responsible for managing and monioring network infrastructure © Enabled
O Responsible for Self-servicing and accessing automation flows via Catalo.. @ Enabled

4. From the top-right corner of the screen, click Quick Config. The RBAC Journey :: Authentication page
is displayed.
5. Navigate to the Role stage as part of the wizard flow to add roles into AppViewX.

< O O @ ROLES O

Administrators can assign one or more system defined roles to grant access to the features defined in the role or administrator can

create a custom role and define features
+ Create custom role

ADC Certificate Automation Security Custom

() Refresh | 1to6 of6

Description Status
Responsible for managing technical aspects of on... @ Enabled
Responsible for monitering, analysing logs and re... @ Enabled

Responsible for DevOps strategies, automation st.. @ Enabled

Executive Director-ADC AppViewX provides organisations with holistic, bu... @ Enabled

Network Manager Respensible for managing and monicring networ... = @ Enabled

Traffic Manager Responsible to perform traffic management oper... @ Enabled :

s

6. For the role, you want to map to user groups, select the check box against that role.

(3 Ma SEr group
7. Click {hj

8. In the Mapping user group action pane, select the user groups the role will be mapped to.
9. Click Save. The saved list of user groups will be displayed as a hyperlink in the rule inventory for each

group.
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User Group

A user group is a group of individuals that have access to the same roles and resources. When you
associate a role and resource with a user group, the users within that user group are granted all of the
roles and resources’ corresponding privileges and permissions. User Groups can be created manually or
synced from the Active Directory or can be bulk uploaded using a spreadsheet.

[ Note: You can associate the roles and resources only with the user groups. ]

Once Authentication details are configured:

1. Navigate to the User Group stage as part of the wizard flow to add user groups into AppViewX.

O @ USER GROUP Q Q

Create User Groups and assign roles. Users assigned to the User Group inherit the roles mapped to the User Group.

+ Add new group .3 Refresh | 1 to 1 of1
Name Assigned Roles Assigned Resources Assigned Rules Status
admin usergro..  admin SUper access Default Rule @ Enabled

2. The User group inventory table is displayed with the list of available user groups in AppViewX along
with corresponding roles and resources mapping.

3. In the User group stage, user group creation can be done by fetching groups from LDAP or through
bulk import.

4. In addition to this, existing user groups can be cloned, enabled, disable, and deleted.

« Adding a New User Group by Syncing Groups from LDAP

» Adding a New User Group using the TACACS/RADIUS/SAML/AppViewX Option

« Add New User Group by Bulk Import

« Disabling a User Group

 Enabling a User Group
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* Cloning a User Group

* Deleting a User Group

Adding a New User Group by Syncing Groups from LDAP

To create a new user group by syncing groups from LDAP:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > User Group.

Il

VY appviewx
~] Dashboard

b Control Center

20 srudie
Request

Hection

=) Inventory

Account [ Resource

User Group

Liser
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3. The User group page is displayed.

‘ £+ Quick config | + Q| 1t010f1

[J name Description Assigned Roles Assigned Resources Assigned Rules status
O admin usergroup Admin user group ex... | admin super access Default Rule © Enabled

4. From the top-right corner of the screen, click Quick Config. The RBAC Journey :: Authentication page
is displayed.

5. Navigate to the User Group stage as part of the wizard flow to add user groups into AppViewX.

« O @ USER GROUP O O

Create User Groups and assign roles. Users assigned to the User Group inherit the roles mapped to the User Group.

+ Add new group (3 Refresh | 1to1of1
Name Assigned Roles Assigned Resources Assigned Rules Status
admin usergro...  admin super access Default Rule @ Enabled

6. Click + Add new group

7. From the Add user groups dialog box, select Sync groups from LDAP and click Proceed.
Add user groups x

® Sync groups from LDAP TACACS / RADIUS / SAML / Bulk import
AppViewx

-

8. The LDAP inventory table is displayed.
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9. To view the user groups available in the AD and create or map them with the existing user groups in

AppViewX, from the LDAP inventory table, click .
10. In the Fetch user groups dialog box:
« To fetch user groups according to a specific user, select Fetch user
groups specific to a user and enter the Username of the AD user.

Fetch user groups x

® Fetch user groups specific to a user Fetch user groups

* Username

s

« To fetch user groups by a specific name, select Fetch user groups and type the enter the User group

name from the AD.

(
Note: You can search the user group either by entering the
complete user group name or using wild card characters (*).

Fetch user groups x

Fetch user groups specific to a user ®) Fetch user groups
* User group @
- J

11. Click Fetch. A table containing the AD group names and their corresponding AppViewX user group
names is displayed.
12. Select the AD user group(s) that must be created with the same name in AppViewX and click

[W Save to Appviewsx

13. To select the AD user group(s) to be mapped with the existing AppViewX user group:
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a. Select the user group to be mapped with the existing AppViewX user group.
b. From the More Actions list, select Create Map.
c. From the Mapping User Group action pane, select the existing AppViewX user group to be mapped.

Mapping user group x

1to2of2
Name Status
UG1 @ Enabled
admin usergroup @ Enabled
=n ©

d. Click Save.

Selected AD user group(s) will be now mapped to the existing AppViewX user group and the same
mapping will reflect in the AD group names table.

14. To export specific AD groups:
a. Select the user group to be mapped with the existing AppViewX user group. From the More Actions
list, select Export.
b. From the Export user groups action pane, select the Selected group(S) option and click Yes or to
export all user groups, select the All User Group(s) option and click Yes.
c. The selected/all user group(s) should be automatically exported in (.CSV) Format.

Adding a New User Group using the TACACS/RADIUS/SAML/AppViewX
Option

To create a new user group using the TACACS/RADIUS/SAML/AppViewX option:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > User Group.
= rviappviewx
| Dashboard

Control Center

20 Studio

Request

Collection

mn Inventory

Account

| Settings

3. The User group page is displayed.

| % quick config || + Q| 1t010f1
[J name Description Assigned Roles Assigned Resources Assigned Rules status
O admin usergroup Admin user group ex...  admin super access Default Rule © Enabled

4. From the top-right corner of the screen, click Quick Config. The RBAC Journey :: Authentication page
is displayed.
5. Navigate to the User Group stage as part of the wizard flow to add user groups into AppViewX.
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6. Click + Add new group .

7. From the Add user groups dialog box, select TACACS/RADIUS/SAML/AppViewX.
8. Enter the Name and Description for the user group.

Add user groups x

Sync groups from LDAP @ TACACS /RADIUS / SAML / Bulk import
AppViewX
* Name
Description

9. Click Submit.

Add New User Group by Bulk Import

To add a new user group using the bulk import feature:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > User Group.
= rviappviewx
| Dashboard

Control Center

20 Studio

Request

Collection

mn Inventory

Account

| Settings

3. The User group page is displayed.

‘i}i\:- config | + ©  1to1of1
[J Name Description Assigned Roles Assigned Resources Assigned Rules Status
O admin usergroup Admin user group ex..  admin super access Default Rule @ Enabled

4. From the top-right corner of the screen, click Quick Config. The RBAC Journey :: Authentication page
is displayed.
5. Navigate to the User Group stage as part of the wizard flow to add user groups into AppViewX.

6. Click + Add new group
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7. From the Add user groups dialog box, select Bulk import.

Add user groups x

Sync groups from LDAP TACACS / RADIUS f 5AML / ® Bulk import
AppViewX

e

8. Click Browse.
9. To upload your CSV file, in the Select a file field, click Browse.

Note: To view the sample file for the formatting of the CSV file, click 2 b

10. Click Upload. User group validation is performed on the imported user groups and the validation status
(Valid/Invalid) is displayed.

Note: The validation status can be invalid for reasons like duplicate group name, invalid group

name (group name does not meet the group naming criteria, and so on).

11. To save the user groups, select the list of user groups and click . All user groups with the valid status

will be saved into AppViewX.

Note: Once you go back to the User group inventory table, you need to re-upload the file to
add the user group.

Disabling a User Group

To disable a user group:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > User Group.
= rviappviewx
| Dashboard

Control Center

20 Studio

Request

Collection

mn Inventory

Account

| Settings

3. The User group page is displayed.

|§}:.:-::”ﬂg‘+ Q  1to1of1
O Name Description Assigned Roles Assigned Resources Assigned Rules Status
O admin usergroup Admin user group ex... | admin SUPEr access Default Rule @ Enabled

4. From the top-right corner of the screen, click Quick Config. The RBAC Journey :: Authentication page
is displayed.

5. Navigate to the User Group stage as part of the wizard flow to add user groups into AppViewX.

6. From the inventory table, select the user group to be disabled.
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B2 More Actions =

Delets

~+ Enable

@ Di=able
[t

|] Clcr“ew

7. From the More Action drop-down menu, select Disable.
8. From the Disable user group dialog box, click Yes.

Enabling a User Group

To enable a user group:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > User Group.
= rviappviewx
| Dashboard

Control Center

20 Studio

Request

Collection

mn Inventory

Account

| Settings

3. The User group page is displayed.

‘ﬁ:‘:-.:r"i_z‘ + Q  1to1of1
[J Name Description Assigned Roles Assigned Resources Assigned Rules Status
O admin usergroup Admin user group ex... | admin SUDEr access Default Rule © Enabled

4. From the top-right corner of the screen, click Quick Config. The RBAC Journey :: Authentication page
is displayed.

5. Navigate to the User Group stage as part of the wizard flow to add user groups into AppViewX.

6. From the inventory table, select the user group to be enabled.
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|

B2 More Actions «

Delete

v Enable
naﬂ-n.,

® I:lis.a'}I’E‘|
|] Clone

7. From the More Action drop-down menu, select Enable.

8. From the Enable user group dialog box, click Yes.

Cloning a User Group

To clone a user group:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > User Group.
= rviappviewx
| Dashboard

Control Center

20 Studio

Request

Collection

mn Inventory

Account

| Settings

3. The User group page is displayed.

| % quick config | + O 1t10f1
[ nName Description Assigned Roles Assigned Resources Assigned Rules Status
O admin usel group Admin user group ex... = admin super access Default Rule @ Enabled

4. From the top-right corner of the screen, click Quick Config. The RBAC Journey :: Authentication page
is displayed.

5. Navigate to the User Group stage as part of the wizard flow to add user groups into AppViewX.

6. From the inventory table, select the user group to be cloned.
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B2 More Actions «

Delete

+ Enable

® Dizahle
@ Clone

7. From the More Action drop-down menu, select Clone.
8. In the Clone dialog box, enter a name for the cloned user group and update the description, if required.

9. Click Save.

Deleting a User Group

To delete a user group:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Account > User Group.
= rviappviewx
| Dashboard

Control Center

20 Studio

Request

Collection

mn Inventory

Account

| Settings

3. The User group page is displayed.

‘I}i.:-'::"’ig‘ + Q| 1to1of1
[J Name Description Assigned Roles Assigned Resources Assigned Rules Status
O admin usergroup Admin user group ex... | admin super access Default Rule © Enabled

4. From the top-right corner of the screen, click Quick Config. The RBAC Journey :: Authentication page
is displayed.

5. Navigate to the User Group stage as part of the wizard flow to add user groups into AppViewX.

6. From the inventory table, select the record to be deleted.
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B2 More Actions -

Delete
[t

+ Enable

® Dizahle
|_|—] Clone

7. From the More Action drop-down menu, select Delete.

8. From the Delete user group dialog box, click Yes.
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Chapter 4: Configuring Privileged Access
Management

* AppViewX
* CyberArk
» Thycotic Secret

AppViewX

AppViewX is shipped with a built-in integration with HashiCorp Vault for software level security to secure

the private keys and device credentials onboarded to the product.

- )
Note: For more details on how the HashiCorp vault integrates with AppViewX, click here.
/vxappviewx : :
Xapp Credential details
@ CYBERARK
. * Credential name
mucml‘[:/
* User name
Credentialtype (@) Password Identity key
* Password
Secondary password
- J

To configure credential details for the AppViewX vault, enter the following details:

Credential name* Name for the credential for the users to identify it

User name* User name used for device onboarding

Credential type Select the type of authentication from one of the
following:
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» Password

* Identity key

Password* ™ D
Note: This field is displayed for the Pass-
word credential type
Password configured at the time of de-
vice onboarding.
- J
~

Secondary password ( o S
Note: This field is displayed for the Pass-

word credential type.
Additional password enabled by vendors
for specific operations.

. J
. % ™\
\dentity key ( Note: This field is displayed for the Identity
key credential type.
Credentials (private key in the .pem or
the .txt format) for enabling device com-
munication via SSH.
N /
Passphrase )

(g

Note: This field is displayed for the Identity
key credential type.

Key to protect the private key files.
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Configuring Privileged Access Management

/X appviewx

# cYBERARK

thycotic,

Credential details

* Credential name

Type

* |ser name

* App ID

User type

@ Device

nternal

Amazon (AWS/ELE)

To configure credential details for the CyberArk vault, enter the following details:

Credential name*

Name for the credential for the users to identify it

Type

To retrieve a credential from the CyberArk vault,
select one of the following options:

« Device (default)
» Amazon (AWS/ELB)

Note: This field is displayed when the De-
vice type is selected.

User name*

User name that has been added in CyberArk

Note: This field is displayed when the De-
vice type is selected.

App ID*
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Note: This field is displayed when the De-
vice type is selected.

User type

From the drop-down menu, select one of the fol-

lowing:

« Internal (user created directly in the device)
- External (user created in the Active Directory)

Note: This field is displayed when the
Amazon (AWS/ELB) type is selected.

AWS |IAM username*

User name that has been added in CyberArk

Note: This field is displayed when the
Amazon (AWS/ELB) type is selected.

App ID*

Reference ID provided by CyberArk for the corre-
sponding application

Note: This field is displayed when the
Amazon (AWS/ELB) type is selected.

AWS access key ID*

Access key ID generated from the AWS manage-
ment console
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/X appviewx . .
xapp Credential details
¥ CYBERARK
i * Credential name
thycotic,
Purpose
* JRL

* User name

* Pazsword

®) Keystore Password

To configure credential details for the Thycotic vault:

1. Enter the following details:

Credential name*

Unique name for the credential for the users to
identify it

Purpose Enable/Disable the Keystore Password.

URL* URL of the Thycotic Secret server

User name* Username for accessing the Thycotic Secret
server

Password* Password for accessing the Thycotic Secret serv-

er

2. To save the credential details in the credential inventory, click Save.
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Chapter 5: Configuring General Settings
« Configuring the SMTP Settings

« Managing Proxy Settings

« Setting the Cryptographic Policy

« Enabling Dashboard View for the User

« Managing the Login Configuration

« Managing User Activity

Configuring the SMTP Settings

« Configuring the SMTP Settings for Google
 Configuring the SMTP Settings for Microsoft

Configuring the SMTP Settings for Google

The SMTP configuration is required for AppViewX to be able to send logs and alerts via email and for
other email related activities such as sending and receiving notifications and so on.

The SMTP oAuth uses an access token instead of a password to send email. The access token works as
a temporary password with fixed validity and has permissions delegated by the user.

To get the access token you must provide details such as username, client-id, secret, Authorization
endpoint, token Endpoint and scope. Once these details are submitted, you will be redirected to the oAuth

server login page. Once the user authorization is done here, the oAuth server returns the Auth code.
The Auth code is exchanged with the access token and refresh token in the backend and saved in DB.

To configure the SMTP server:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Settings.
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= /v appviewx
Dashboard
Control Center
ADC+
CERT+
Pages
Studio
Request
Collection
Inventory
Account

System

Logging

/\ Alert

Settings

3. On the Settings page, from the navigation pane on the left, click General.
4. Under General settings, click SMTP.

Copyright © 2022 [AppViewX, Inc]. All Rights Reserved. 225



Configuring General Settings

.'A'. L?' (_ —

Device

Objects

Cloud Connector

Certificate

Genera -

Authentication

Advanced

License

Purging

Reports

Log f

5

orwarding
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The Settings :: SMTP page is displayed.

- SMTP

SMTP configuration

S5MTPhast  smtp.gmail.com
¥ SMTP port 557
Data center absecon ~
tificate * From address anandkumar.singh@appviews.com
enera - Enabla S5L ﬂ
* SMTP TLS Yersion TLSW1.2 w | (T

Email box @ !

Authentication

Authentication reguired ﬁ

Authentication type Basic (@ ofuth
Log forwarding
* Redirect URL  hexpeflocalhost8000/appviews/ SMTPAuthorize
LOEIN connguration
* Client 1D 4217273487a4-273vgeoch 1in Tenrbjev3Zha0u 70k apps.goo
SMTR

* {lient Secret sumne
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5. In the SMTP configuration section, enter the required field information.

SMTP configuration

*

SMTP host smtp.gmail.com
* SMTP port 587
Data center absecan w

From address anandkumar.singh@appviewsx.com

Enahle SSL m

* SMTP TLS Version TLSv1.2 v (1

Email box @ W

The following table describes the fields in this section:

Field Description

*SMTP host

Host name of the SMTP server.

*SMTP port

Port number of the SMTP server.

Data center

From the options available in the dropdown, select the data center.

*From address

Enter the email address that will be used to email the logs and alerts.

Enable SSL To allow SSL encryption, enable this toggle key.
*SMTP TLS From the options available in the dropdown, select the TLS version of the SMTP
Version server.
[ Note: Versions 1.2 and higher are recommended. ]
Email box To use the mailbox feature to read emails in Visual Workflow, enable this toggle
key.
*Email Email address of the IMAP server used for the mailbox feature.
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Field Description

Note: This field is displayed only if the Email box key is enabled.

*Password Password of the IMAP server used for the mailbox feature.

[ Note: This field is displayed only if the Email box key is enabled. ]
*Host name Host name of the IMAP server used for the mailbox feature.

[ Note: This field is displayed only if the Email box key is enabled. ]
*Port Enter the Port number.

[ Note: This field is displayed only if the Email box key is enabled. ]
All * marked fields are mandatory.

Copyright © 2022 [AppViewX, Inc]. All Rights Reserved. 229



Configuring General Settings

6. In the Authenticationsection, enter the required field information.

Authentication
Authentication required H
Authentication type Basic M oAuth

* Redirect URL http:/ilocalhost:B000Vappviews SMTPAUtharize

* Client Secret P

* Authorization Efldpﬂif'll- https:/faccounts. google.com/ofoauth2ivi/auth
) TUkt‘:‘HEHdPUiHL https:/foauth? poogleapis.com/toke
"' SLUpE https:/fmail google.cam/
* Username .-:rlell'd-:wn.-:r*—.il';h@-.l::p'-.-‘i:—"m.:nnl

* Client1D  421727348744-273vgeochlint7knrbjevazha0t70k .apps.go0

Save & Authorize

This table describes the fields in this section:

Field Description

Authentication

required

To enable authenticated mail server communication, enable this toggle.

Authentication
type

Select the Authentication type as oAuth.

[ Note: Selecting oAuth displays the fields that are described below.

*Redirect URL

This field is auto-populated from the address bar of the browser.

*Client ID

Enter the Client ID that is generated in the oAuth server when the oAuth client is
created.

Note: The steps to create an oAuth client are different for Google and
Microsoft.
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Field Description

For more information on steps for Google, click here.

For more information on steps for Microsoft click here.

*Client Secret | Enter the Client Secret that is generated in the oAuth server when the oAuth client
is created.

*Authorization | Enter the authorization endpoint where the user authorizes and gives permission to

endpoint the oAuth client to send email on behalf of the user.
*Token Enter the token endpoint to get Access Token and Refresh Token. You can get the
endpoint endpoint by providing Client ID, Secret, and other relevant values based on oAuth

2.0 specifications.

*Scope The permission required to send email.
- ™
Note: For Google, enter https://mail.google.com/.
N J
*Username (4 08 )
Note: This field is enabled only if the Authentication required key is
enabled.
N /

Username for the authenticated mail server

All * marked fields are mandatory.

7. In the Test email section, enter the email address to which a test email should be sent and click Test.
8. To save the SMTP configuration settings, click Save & Authorize.
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Configuring General Settings

9. Displays confirmation of SMTP Settings Authorized.

Log forwarding

Authentication

Login configuration

Authentication required m
SMTP
. Authentication type Basic ® oAuth
eme
* Redirect URL https:/isaas-final-fp-new-02.qa.appvx.com/appviewx/SMTP. []]
Proxy
* Client 1D 421727348744-273vgeochlint7knrbjevo2h40t70k1.apps.goo
External log server
* Client Secret  ssssss
Dashboard
Provisioninc * Authorization endpoint  https:/faccounts.google.com/o/oauth2/v2/auth
ovisioning
o * Token endpoint https:floauth2.googleapis.com/token
Firewall * Scope https:f/imail.google.com/

* Username anandkumar.singh@appviewx.com

‘ Reset ‘ Save & Authorize

Integration

@ vour settings is authorized

A new tab opens asking for sign-in.

Once authorization is done the user receives an Access Token and a Refresh Token from the Token
endpoint. The Access token is used for sending email and the Refresh token is used for renewing the
Access token upon its expiry.

« Authentication for Google SMTP Settings

Authentication for Google SMTP Settings

Create authorization credentials

Any application that uses OAuth 2.0 to access Google APIs must have authorization credentials

that identify the application to Google's OAuth 2.0 server. The following steps explain how to create
credentials for your project. Your applications can then use the credentials to access APIs that you have
enabled for that project.
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1. Google App Registration URL: https://console.cloud.google.com/.

<% 0@ :

& — C & console.cloud.google.com/welcome?project=appviewx-dev-team

Select a project E3  NEWPROJECT

Search projects and folders

Ql

RECENT STARRED ALL
Name D
AppViewX-Dev-Team @ appviewx-dev-team
GeneralProject @ generalproject-343016
AVX-SME @ avx-sme
& Google-Sso-Appviewx-University @ lively-oxide-304608
it-testjuly @ it-test-july

CANCEL OPEN

2. From the project drop-down, select an existing project, or create a new one by clicking on NEW

PROJECT.
3. In the sidebar hover the mouse pointer over the "APIs & Services", click OAuth consent screen.
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The OAuth consent screen:: App information page is displayed.

Configuring General Settings

& & @ console.cloud.google.com/apis/credentials/consent/edit?project=appviewx-dev-team

Google Cloud e AppViewx-Dev-Team v | Q, Search Products, resources, docs (/)

API APIs & Services Edit app registration

4»  Enabled APIs & services

App information
i Library
This shows in the consent screen, and helps end users know who you are and contact

o=  Credentials you

B2 0Auth consent screen - App name * .
SMTP-TEST |

= Domain verification The name of the app asking for consent

=5 Page usage agreements ¢ User support email * ~
cloud@appviewx.com - |

For users to contact you with questions about their consent

App logo BROWSE

Upload an image, not larger than TMB on the consent screen that will help users recognize
your app. Allowed image formats are JPG, PNG, and BMP. Logos should be square and
120px by 120px for the best results.

App domain

To protect you and your users, Google only allows apps using OAuth to use Authorized
Domains. The following information will be shown to your users on the consent screen.

‘ Application home page |

Provide users a link to your home page

Application privacy policy link |

Provide users a link to your public privacy policy

< Application terms of service link |

Provide users a link to your public terms of service

Page usage agreements

| Application terms of service link |

Provide users a link to your public terms of service

Authorized domains @

When a domain is used on the consent screen or in an OAuth client’s configuration, it must be
pre-registered here. If your app needs to go through verification, please go to the Google Search
Console to check if your domains are authorized. Learn more about the authorized domain limit

~ Authorized domain 1*
appviewx.net |

¢ Authorized domain 2 *
appvx.com |

<+ ADD DOMAIN

Developer contact information

-~ Email *
developer-testing@appviewx.com €

These email addresses are for Google to notify you about any changes to your project

SAVE AND CONTINUE CANCEL

4. In the App information section, enter the required field information. App name*, User support

email*, Authorized domains, and Developer contact information, then click Save & Continue.
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The Save & Continue :: Scopes page is displayed.

<« C & console.cloud.google.com/apis/credentials/consent/edit?project=appviewx-dev-team Qa < Y ¥ 0O
Google Cloud 2 AppViewx-Dev-Team w ‘ Q Search Products, resources, docs (/)

API APIs & Services Edit app registration

<+ Enabled APIs & services @ OAuthconsentscreen — @) Scopes — € Summary

W Library

Scopes express the permissions you request users to authorize for your
app and allow your project to access specific types of private user data
from their Google Account. Learn more

©-  Credentials
iy OAuth consent screen

& Domain verification /ADD OR REMOVE SCOPES

=;  Page usage agreements

Your non-sensitive scopes

APL A Scope User-facing description
Jauth/userinfo See your primary Google -
email Account email address

& Your sensitive scopes
Sensitive scopes are scopes that request access to private user data.
APL Scope User-facing description

No rows to display

@ Your restricted scopes

« Restricted scopes are scopes that request access to highly sensitive user data.

5. Under Scopes section, ADD SCOPES required information.
6. In the sidebar hover the mouse pointer over the "APIs & Services", click Credentials.
The APIs & Services :: Credentials page is displayed.

€ > C @ consolecloudgoogle.com/apis/credentials?project=appviewx-dev-team < % » 0@ :
Google Cloud 2 AppViewx-Dev-Team w ‘ Q Search Products, resources, docs (/)
API APIs & Services Credentials + CREATECREDENTIALS @ DELETE
X Enabled APIs & services API key
& .
- Create credentials to act |dentifies your project using a simple APl key to check quota and access
W Library OAuth client ID
APl Keys Requests user consent 5o your app can access the user's data
o~ Credentials
]  Name Service account Restrictions Actions
Enables server-to-server, app-level authentication using robot accounts
OAuth consent screen No API keys to displa PP 9

Domain verification Help me choose
OAuth 2.0 Client |  Asks a few questions to help you decide which type of credential to use
£ Page usage agreements

O Name Creation date - Type Client ID Actions
O  smrP-TEST Jul 26,2022 Web application 421727348744-273v. .. @ VR B4
Service Accounts Manage service accounts
O Email Name 4 Actions
O « iewx-dev-team.iam.gservice com Karan Kumar Panda P

7. In the Credentials tab, click the +CREATE CREDENTIALS, from the drop-down list, choose OAuth
client ID.
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The +CREATE CREDENTIALS :: Create OAuth client ID page is displayed.

€< —> C & consolecloud.google.com/apis/credentials/oauthclient?previousPage=%2Fapis%2Fcredentials %3Fproject%3D: i dev-team&projec| i dev-team Q < v » 0O o 8

Google Cloud & App Dev-Team v | @ search Produc

API APIs & Services & Create OAuth client ID

<%+ Enabled APIs & services A client ID is used to identify a single app to Google's OAuth servers. If your app runs on

multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 for more

W
iii  Library information. Learn more about OAuth client types.
o Credentials icatic
[ Web application - ]

B2 OAuth consent screen

Name *
Domain verification [ Web client 2 ]

The name of your OAuth 2.0 client. This name is only used to identify the client in the
o Page usage agreements console and will not be shown to end users.

The domains of the URIs you add below will be automatically added to
your OAuth consent screen as authorized domains.

Authorized JavaScript origins @

For use with requests from a browser

=+ ADD URI

Authorized redirect URIs @

For use with requests from a web server

URIS 1*
{ finalfp-new-02.qa.appvx. i i ]

=+ ADD URI

<l

8. Enter the required field information, for Application type* select Web application and specify Name*
then click Save.

9. Displays confirmation of OAuth client Created, with Your Client ID and Your Client Secret.

& > C @ consolecloud.google.com/apis/credentials?highlightClient=421727348744-2skk 26mld22(a974pFfi8rhfrs.app: leusercontent.com@project=appviewx-dev-team @ < % & O @

OAuth client created

The client ID and secret can always be accessed from Credentials in APIs &
Services

OAuth access is restricted to users within your organization
unless the OAuth consent screen is published and verified

Your Client
[421727345744-Zsktmaaa5326m1d2213974pfijrhfrs.apps.gc ] ]

{ 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 [} ]

¥ DOWNLOAD JSON

10. Copy the Client ID and Client Secret for Authentication of SMTP Server Settings.
11. Authorization endpoint URL: https://accounts.google.com/o/oauth2/v2/auth.
12. Token endpoint URL: https://oauth2.googleapis.com/token.
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Configuring General Settings

Configuring the SMTP Settings for Microsoft

The SMTP configuration is required for AppViewX to be able to send logs and alerts via email and for

other email related activities such as sending and receiving notifications and so on.

The SMTP oAuth uses an access token instead of a password to send email. The access token works as

a temporary password with fixed validity and has permissions delegated by the user.

To get the access token you must provide details such as username, client-id, secret, Authorization
endpoint, token Endpoint and scope. Once these details are submitted, you will be redirected to the oAuth

server login page. Once the user authorization is done here, the oAuth server returns the Auth code.
The Auth code is exchanged with the access token and refresh token in the backend and saved in DB.

Flow Chart for SMTP Oauth Configuration.
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Register New Application in azure portal or use already existing
Application.

Provide Application details like client-ld, secret, Authorisation endpoint, token
endpoint in AppViewX Setting page

¥

Click Save & Authorize. It will Trigger Oauth 2.0
Authorization code flow to get an access token from
Microsoft,

¥

New Tab opens with Microsoft Sign-in page.Sign-in
to Microsoft Account and provide consent to send
mail.

SMTP Cauth mail will not
work until mail send
permission granted

Sign-in and consent provided?

Redirect to AppViewX SMTP Setting Page. Access Token and Refresh
Token are retrieved in the back-end following the Oauth authorization
code protocol.

Return to AppViewX
Error page. Check
SMTP configuration

Successiully Retrieved
Access Token and Refresh Token?

Return to AppViewX SMTP Setting
Page With Green Tick mark
below save & Authorize button

SMTP Quath is Configured
Successfully.

Flow Chart for Test Mail.
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Click Test Mail

Connect Securely with Microsoft SMTP
Server with Given Host, Port, TLS
Wersion configured.

lssue Command AUTH XOAUTHZ and pass access
token to authenticate with mail server.

Authenticate
Success?

Send Mail Failure

Send Mail to Mail
Server

To configure the SMTP server:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the
icon.

2. From the menu displayed, click Settings.

/X appviewx

Dashboard

Control Center

ADC+

CERT+
Pages
Studio

Request

Collection

Inventory

Account
System

Logging

/\ Alert

Settings
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3. On the Settings page, from the navigation pane on the left, click General.
4. Under General settings, click SMTP.

Device
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The Settings

:: SMTP page is displayed.

Configuring General Settings

= /vxappviewx

Settings :: SMTP

ADC

Device
Objects
Certificate

General

Authenticatior

Advanced
License
Purging
Reports

Log forwarding

SMTP

Theme

Proxy

External log server

Login configuration

- SMTP

SMTP configuration

* SMTP host

* SMTP port

Data center

* From address

Enable SSL

* SMTP TLS Version

Email box

Authentication

Authentication required

Authentication type

* Redirect URL

* Client ID

* Client Secret

smtp.office365.com

587

absecon ~
noreply@appviewx.com

TLSvL.2 v®

@ ©

Basic (@) oAuth

https://192.168.224.41:31443/appviewx/SMTPAuthorize D—I
4edclf77-142b-4ada-9ec7-e6e91l4abledf

5. In the SMTP configuration section, enter the required field information.

SMTP

configuration

* SMTP TLS Version

* SMTP host
* SMTP port 587
Data center

* From address

Enable SSL

Email box @

smip.office365.com

absecon

noreply@appviewx.com

TLSv1.2

&y

L

The following table describes the fields in this section:
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Field Description

*SMTP host Host name of the SMTP server.
*SMTP port Port number of the SMTP server.
Data center From the options available in the dropdown, select the data center.
*From address Enter the email address that will be used to email the logs and alerts.
Enable SSL To allow SSL encryption, enable this toggle key.
*SMTP TLS From the options available in the dropdown, select the TLS version of the SMTP
Version server.
[ Note: Versions 1.2 and higher are recommended. ]
Email box To use the mailbox feature to read emails in Visual Workflow, enable this toggle
key.
*Email Email address of the IMAP server used for the mailbox feature.
[ Note: This field is displayed only if the Email box key is enabled. ]
*Password Password of the IMAP server used for the mailbox feature.
[ Note: This field is displayed only if the Email box key is enabled. j
*Host name Host name of the IMAP server used for the mailbox feature.
[ Note: This field is displayed only if the Email box key is enabled. ]
*Port Enter the Port number.
[ Note: This field is displayed only if the Email box key is enabled. ]
All * marked fields are mandatory.
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6. In the Authenticationsection, enter the required field information.

Authentication

Authentication required

Authentication type Basic ® oAuth

* Redirect URL  https://192.168.224.41:31443/appviewx/SMTPAuthorize ]

* Client ID 4edclf77-142b-4ada-9ecT-e6edlaabledf

* Client Secret

* Authorization endpoint https:/flogin.microsoftonline.com/comman/oauth2/v2.0/author

* Token endpoint https:/login.microsoftonline.com/commen/oauth2/v2.0/token

* Scope https:/foutlook.office.com/SMTP.Send

* Username ‘noreply@appviem.com

Save & Authorize

This table describes the fields in this section:

Field Description

Authentication
required

To enable authenticated mail server communication, enable this toggle.

Authentication
type

Select the Authentication type as oAuth.

[ Note: Selecting oAuth displays the fields that are described below. ]

SMTP oAuth method to send email, we can’t use a different address in From field.
The sending address must be the same with the authenticated account.

*Redirect URL

This field is auto-populated from the address bar of the browser.

*Client ID

Enter the Client ID that is generated in the oAuth server when the oAuth client is

created.
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Field Description

Note: The steps to create an oAuth client are different for Google and

Microsoft.

For more information on steps for Google, click here.

For more information on steps for Microsoft click here.

*Client Secret | Enter the Client Secret that is generated in the oAuth server when the oAuth client
is created.

*Authorization | Enter the authorization endpoint where the user authorizes and gives permission to

endpoint the oAuth client to send email on behalf of the user.
*Token Enter the token endpoint to get Access Token and Refresh Token. You can get the
endpoint endpoint by providing Client ID, Secret, and other relevant values based on oAuth

2.0 specifications.

*Scope The permission required to send email.
- ™
Note: For Microsoft, enter https://outlook.office.com/SMTP.Send.
N J
*Username (| P )
Note: This field is enabled only if the Authentication required key is
enabled.
. J

Username for the authenticated mail server

If the Authentication is chosen as oAuth the Username and From address should
be the same.

All * marked fields are mandatory.

7. In the Test email section, enter the email address to which a test email should be sent and click Test.
8. To save the SMTP configuration settings, click Save & Authorize.
9. New Tab is opened for Single Sign On (SSO) with microsoft.
10. Provide your login credentials and submit your consent for the mentioned permissions. The login
credential should be the same as the username configured in the SMTP Authentication.
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Configuring General Settings

11. Displays confirmation of SMTP Settings Authorized.

= v appviewx

Purging -

Email box @ @

Repor

oq forwarding Authentication

Login configuration

Authentication required ‘
SMTP
Authentication type Basic @) oAuth
Theme

* Redirect URL https://192.168.224.41:31443/appviewx/SMTPAuthorize  [J]
* ClientID  4edclf77-142b-4ada-9ec7-e6e914abled

External log server

* Client Secret
Dashboard
* Authorization endpoint https:/flogin.microsoftonline.com/common/oauth2/v2.0/author
* Token endpoint hitps:/flogin.microsoftonline.com/common/oauth2/v2.0/token

* Scope https:/foutlook.office.com/SMTP.Send

* Username noreply@appviewx.com

‘ Reset ‘ Save & Authorize

|0 Your settings is authorized |

Integration

12. AppViewX can send an Email on behalf of the authorized user as the user has given the consent to
send Email on his behalf during Authentication.

A new tab opens asking for sign-in.

Once authorization is done the user receives an Access Token and a Refresh Token from the Token
endpoint. The Access token is used for sending email and the Refresh token is used for renewing the
Access token upon its expiry.

« Authentication for Microsoft SMTP Settings

* Frequently Asked Questions

Authentication for Microsoft SMTP Settings

Create authorization credentials

Registering your application establishes a trust relationship between your app and the Microsoft identity
platform. The trust is unidirectional: your app trusts the Microsoft identity platform, and not the other way

around.

Follow these steps to create the app registration:
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1. Microsoft App Registration URL: https://portal.azure.com/.

2. Under Manage, click App registrations > New registration.

A App registrations - Micro x|+

- @
« > C O 8 https://portal.azure.com/#view/Microsoft_AAD_RegisteredApps/ApplicationsListBlade Pid &« =
@ You must log in to this network before you can access the Internet. Open network login page X
OE e ay e
Home
App registrations X

—+ Newregistration @) Endpoints /¥ Troubleshooting () Refresh | Download Preview features &7 Got feedback?

New registration

y N X
June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we will no longer provide feature updates.
Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Leam more

All applications Owned applications  Deleted applications

Start typing a display name or application (client) ID to filter these r. T Add filters
yping play PP Y

9 applications found

Display name ™

Application (client) ID Created on Tt Certificates & secrets
AppviewxQANODE 2c15ad4b-01f-4355-a9cf-dcaB2512b94f 9/2/2022 @ current
. latest €0fd37cf-c474-498-bb52-d35108269d5F 9/2/2022 @ current

newww dad81196-c2f4-46f9-b41e-b318487495c6 9/1/2022 @ Current

QANODE 6308463e-453a-4956-9382-a31¢52152ad5 9/1/2022 @ current

QANODE f65fa749-3614-46ba-bb2c-49e0d206bafd 9/1/2022

SMTP-TEST 5fd11a2d-d515-4512-9¢17-b9201dccBb31 8/24/2022 @ current

TEST-SMTP 7401488a-9caa-4fe2-acaa- 1165252772a2 9/12/2022 @ current

TEST 4edc1f77-142b-4ada-9ec7-e6e914abledf 9/1/2022 o Current
-

w

In the Register an Application section, enter the required field information.

A Register an application- % | +

< > C QO 8 https://portal.azure.com/#view/Microsoft_AAD_RegisteredApps/CreateApplicationBlade/quickStartType~/null/isMSAApp~/ 90% €% £ 3

® You must log in to this network before you can access the Internet. Open network login page

Microsoft Azure 0 Search resources, senvices, and docs (G+/) prabhu.shanmugasun:

APPVIEWX PRIVATE LIMITED (

Home > App registrations

Register an application

* Name

The user-facing display name for this application (this can be changed later)

Supported account types

Who can use this application or access this API?

(® Accounts in this organizational directory only (AppViewX Private Limited only - Single tenant)

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accountsin any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts te.g. Skype, Xbox)
(O Personal Microsoft accounts only

Help me choose.

Redirect URI (optional)

We'l return the authentication respanse to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios

Select a platform v | [ eg https//example com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies

4. Click Register to complete the initial app registration.
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5. When registration finishes, the Azure portal displays the app
registration's Overview pane. You see the Application (client) ID.

A smtp-test - Microsoft Az x| + —

&« > C QO 8 https://portal.azure.com/#view/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/~/Overview/appld/b0b5F059-8556-- 90% ¥%

| © You must log in to this network before you can access the Internet. Open network login page

Microsoft Azure £ Search resources, services, and docs (G+/) hu.shanmugasunda.

APPVIEWX PRIVATE LIMITED (AP.

Home > App registrations

g8 smip-test 2

[£ search | « [il Delete @ Endpoints Preview features
L' @z @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =
& Quickstart
5’ Integration assistant A Essentials
Manage Display name smtp-test Client credentials Add a certificate or secret
- 3 Application (client) ID @ bObSf059-8556-424c-b96e-2cdBd7068e81 Redirect URIs : Add a Redirect URI
B Branding & properties
Object ID 2372ffe-dd1f-47c4-9d98-77d42be4 1635 Application ID URI Add an Application ID URI
2 Authentication
Directory (tenant) ID 5dSd3cd3-7357-439d-Be74-800a4bb6b69c Managed application in l... : smtp-test

Certificates & secrets
Supported account types : My organization only

11l Token configuration
5 APl permissions @ Welcome to the new and improved App registrations. Looking to lear how it's changed from App registrations (Legacy)? Learm more

& Expose an API

@ starting June 30th, 2020 e will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we will no
i App roles longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more.
& Owners

&k Roles and administrators GetStarted  Documentation
0 Manifest

Build your application with the Microsoft identity platform

Support + Troubleshooting

& Troubleshooting The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You can create modern, standards-

- based authentication solutions, access and protect APls, and add sign-in for your users and customers. ~Learn morec®
2 New support request

6. Under Manage, select Authentication.
7. Under Platform configurations, select Add a platform.

A Configure platforms - Mic X aF -
&« > C O 8 https://portal.azure.com/#view/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/~/Authentication/appld/b0b5f059-- 90% % E3
©® You must log in to this network before you can access the Internet. Open network login page

Microsoft Azure £ Search resources, services, and docs (G+/) prabhu.shanmugasun
APPVIEWX PRIVATE LIMITED (AP.

Home > App registrations > smtp-test configure platforms
5) smtp-test | Authentication »

Web applications

[.£ search AP Got feedback?
Overview . . @ Web Single-page application
Platform configurations (-]
& Quickstart Build, host, and deploy a web server Configure browser client applications
, Depending on the platform or device this application is targeting, additional configuration may be required such as application. NET, Java, Python and progressive web applications
' Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform. Javascript
Manage {- Add a platform

&= Branding & properties
Mobile and desktop applications
9 Authentication
Supported account types
Certificates & secrets ’ 105 / macos & Android
" Who can use this application or access this API? w
1l Token configuration Objective-C, Swift, Xamarin Java, Kotlin, Xamarin
(® Accounts in this organizational directory only (AppViewX Private Limited only - Single tenant)
> APl permissions
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)
& Expose an APl
Help me decide..

App roles
Mobile and desktop
2 Owners b= cppiications
2. Roles and administrators A\ Due to temporary differences in supported functionality, we don't recommend enabling personal Microsoft “ Windows, UWP, Console, IoT &
: accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest Limited-entry Devices, Classic iOS +
8 Manifest editor. Learn more about these restrictions Android
Support + Troubleshooting

Advanced settings

£ Troubleshooting N
Allow public client flows ©

=)

) New support request

card |

8. Under Configure platforms, select Web for application type (platform) to configure its settings.
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The Redirect URI :: Configure Web page is displayed.

A Configure Web - Microso' x | + —
&« > C O B https://portal.azure.com/#view/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/~/Authentication/appld/bOb5f059-¢  90% ¥ & =
| @ vYou must log in to this network before you can access the Internet. Open network login page X
Microsoft Azure £ search resources, services, and docs (G+/) prabh mugasund
APPVIEWX PRIVATE LIMITED (AP.
Home > App registrations > smtp-test Configure Web X

5) smtp-test | Authentication =

< All platforms Quickstart  Docs
[ £ search | « & Gotfeedback?

B Oveni *Redirect URIs
B Overview

Platform configurations The URIs we will accept as destinations when returning authentication responses (tokens)
& Quickstart after successfully authenticating or signing out users. The redirect URI you send in the
. ) Depending on the platform or device this application is targeting, additional configuration may be required such as request to the login server should match one listed here. Also referred to as reply URLs. Learn
# Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform. more about Redirect URIs and their restrictions
Manage + Add a platform [ httpsi//saas-final-fp 2.92.2ppVs.com/app TPAuthorize v

B Branding & properties
Front-channel logout URL

D Authentication
& Supported account types This is where we send a request to have the application clear the user's session data. This is

Certificates & secrets required for single sign-out to work correctly.
Who can use this application or access this API?

Il Token configuration [ e.g. https://example.com/logout

(® Accountsin this organizational directory only (AppViewX Private Limited only - Single tenant)

2 API permissions
P O Accounts in any organizational directory (Any Azure AD directory - Multitenant) Implicit grant and hybrid flows

@ Expose an API
Help me decide Request a token directly from the authorization endpoint. If the application has a single-page:

iia App roles architecture (SPA) and doesn't use the authorization code flow, or if it invokes a web API via
JavaScript, select both access tokens and ID tokens. For ASP.NET Core web apps and other
28 Owners web apps that use hybrid authentication, select only ID tokens. Leam more about tokens
2. Roles and administrators A\ Due to temporary differences in supported functionality, we don't recommend enabling personal Microsoft “ Select the tokens you would lie to be issued by the authorization endpoin:
accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest
B Manifest editor. Learn more about these restrictions. [ Access tokens (used for impliit flows)

[ 1D tokens (used for implicit and hybrid flows)

Support + Troubleshooting Advanced settings

£ Troubleshooting .
Allow public client flows )

[ |

L New support request

9. Enter a Redirect URI for your app. This URI is the location where the Microsoft identity platform
redirects a user's client and sends security tokens after authentication.
10. Click Configure to complete the platform configuration.
11. Select Certificates & secrets > Client secrets > New client secret.

A smtp-test - Microsoft Azt x | + - a
< > C QO B https://portal.azure.com/#view/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/~/Credentials/appld/b0b5f059-855 90% ¢ Q &
© vYou must log in to this network before you can access the Internet. Open network login page

Microsoft Azure £ Search resources, services, and docs (G+/) pr: hanmuga
APPVIEWX PRIVATE LIMITE!

Home > App registrations > smtp-test

smtp-test | Certificates & secrets =

[£ search | « & Gotfeedback?

B Overview .
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

& Quickstart scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

# Integration assistant

Manage @ Application registration certificates, secrets and federated credentials can be found in the tabs below.

B2 Branding & properties

3 Authentication Certificates (0) Client secrets (0)  Federated credentials (0)

Certificates & secrets A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password,

ili Token configuration
New client secret
2 APl permissions

Descrip B Value © Secret ID
& Expose an API B New client secret xpires alue ecret
i App roles No client secrets have been created for this application.

& Owners
&, Roles and administrators

[ Manifest

Support + Troubleshooting

£ Troubleshooting

2 New support request
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The New client secret :: Add a client secret page is displayed.

A Add a client secret-Micr x| + - X
<« > C QO B https://portal.azure.com/#view/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/~/Credentials/appld/bOb5f059-855¢ 90% % & =
©® You must log in to this network before you can access the Internet. Open network login page X
APPVIEWX PRIVATE LIMITED (AP.
Home > App registrations > smtp-test Add a client secret %
smtp-test | Certificates & secrets =
Description [test ]
losach  J o« A Gotfecduack Expires [Recommended: 6 months <]
# Overview
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addr
& Quickstart scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
# Integration assistant
Manage @ Appiication registration certificates, secrets and federated credentials can be found in the tabs below.
= Branding & properties
9 Authentication Certificates (0)  Client secrets (0)  Federated credentials (0)
Certificates & secrets A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application passwo
Il Token configuration
+ New client secret
o APl permissions
Description Expires Value © Secret ID
@ Expose an API
App roles No dlient secrets have been created for this application.
2 Owners
&, Roles and administrators
0 Manifest
Support + Troubleshooting
& Troubleshooting
& New support request Add
Add
12. Add a Description for your client secret.
13. Select an Expiration for the secret or specify a custom lifetime.
14. Click Add.
15. Record the Secret value for use in your client application code.
This secret value is never displayed again after you leave this page.
A smtp-test - Microsoft Az X | + -
« > C QO A https://portal.azure.com/#view/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/~/Credentials/appld/bOb5F059-855¢ 0% ¢ &

©® You must log in to this network before you can access the Internet. Open network login page

Microsoft Azure £ Search resources, services, and docs (G+/) prabhu.shanmugasunda.
APPVIEWX PRIVATE LIMITED (AP.

Home > App registrations > smtp-test

smtp-test | Certificates & secrets  »

[£ search | « & cotfeedback?

B Overview

x
& Quickstart @ Got a second to give us some feedback? =
# Integration assistant
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
Manage scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential
B2 Branding & properties
x

D Authentication @ Application registration certificates, sacrets and federated credentials can be found in the tabs below.

Certificates & secrets
Il Token configuration Certificates (0) ~ Client secrets (1)  Federated credentials (0)
= APl permissions . o o . .

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

@ Expose an API
i App roles t New client secret
2 Owners Description Expires Value ® Secret ID
&, Roles and administrators test 3/13/2023 [EWDS0.gIT_OPG_hhG3FBBGRMRIMPIgddz | 2c130735-97e4-42a3-9dbf-7a65bb3d8902 [ [i]
B Manifest

Support + Troubleshooting
£ Troubleshooting

2 New support request
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16. Under App Registration, Click Overview.

17. Click Endpoints.

The Overview :: Endpoints page is displayed.

Configuring General Settings

A Endpoints - Microsoft Az x | +
« > c

@ You must log in to this network before you can access the Internet.

Open network login page

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > App registrations

e -

- smtp-test =

[0 searcn « [i Delete Preview features
/N Essentials

& Quickstart

Display name smtp-test

# Integration assistant
Application (client) ID

Manage Object ID

B Branding & properties Directory (tenant) ID

Supported account types : My organization only

Authentication
Certificates & secrets
1If Token configuration

API permissions
GetStarted  Documentation

Expose an API

Wi App roles

&

Owners

Roles and administrators

B

Manifest

upport + Troubleshooting —
“® m

%

Troubleshooting

New support request

]

bOb5f059-8556-424c-b96e-2cdBd 706881
c2372ffe-dd1f-47c4-9d98-77d42be41835
5d5d3cd3-7357-439d-8e74-800a4bb6b69c

@ starting June 30th, 2020 we will no longer add any new features to Azure Active [
longer provide feature updates. Applications will need to be upgraded to Microsc

Build your app

The Microsoft identity platform is an authentic
based authentication solutio

¥
>

Endpoints

O B https://portal.azure.com/#view/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/~/Overview/appld/b0b5f059-8556

90%

hu shanmugasunda

IVATE LIMITED

Copy to clipboard

[Tttps//login microsoftonline.cor 430d-8e74 3]
[OAuth 2.0 token en

[ https:// 439d-8e74 0/token ]
OAuth 2.0 authorization endpoint {v1)

[etpsi7 439d-0e74 o)
OAuth 2.0 token endpoint (v1)

[ http: -7357-439d-8e74 B
OpenlD Connect metadata document.

http: -7357-439d-8e74 2.0/ well-k penid-configuration D)
Microsoft Graph API endpoint
[ http microsoft.com B
Federation metadata document

P 5d5d3cd3-7357-439d-8e74 0f xml w

WS-Federation sign-on endpoint

https/1 5d5d3cd3-7357-439d-8e74 ]
SAML-P sign-on endpoint
[hetpsy7 J5d3cd3-7357-430d Be74 )
SAML-P sign-out endpoint
“ps//‘ i d5d3cd: 439d-8e74 h‘

18. Copy authorization endpoint and token endpoint for Authentication of SMTP Server Settings.

19. Under Manage, Click APl permissions.
The API permissions page is displayed.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > App registrations > smtp-test

- smtp-test | API permissions =

() Refresh A7 Got feedback?

£ Search |

B Overview
& Quickstart

# Integration assistant where this app will be used. Learn more

Manage ) o
Configured permissions

=

el

Branding & properties
Authentication

Certificates & secrets -+ Add a permission

Token configuration APL/ Permissid i
Add a permissi
API permissions )
 Microsoft Gra e

Expose an API

email Delegated

App roles offline_access Delegated
& Owners openid Delegated
&, Roles and administrators UserRead Delegated
@ Manifest

Support + Troubleshooting
2 Troubleshooting

& New support request

 Grant admin consent f

Description

View users’ email address
Maintain access to data you have given it access to
Sign users in

Sign in and read user profile

Admin consent requ...

No

No

No

No

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

Status

Applications are authorized to call APIs when they are granted permissions by sers/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value in your organiza

20. To add required permissions, Click on Add a permission.
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The Request APl permissions page is displayed.

A IS )

Home > App registrations > smtp-test Request API permissions
5 smtp-test | API permissions

Select an API
5 « ol ?
[Pseach ] O Refiesh | 7 Got feedback Microsoft APIs  APIs my organization uses My APIs
B Overview
Commonly used Microsoft APIs
& Quickstart

@ The "Admin consent required” column shows the default value for an organization. Hi
A Integration assistant where this app will be used. Learn more Microsoft Graph
‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
e Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePaint, Planner, and more through a
Configured permissions
)aN/  single endpoint

Manage
3 Branding & properties Applications are authorized to call APIs when they are granted permissions by users/a

D Authentication all the permissions the application needs. Learn more about permissions and consent

Certificates & secrets |- Add apermission ~/ Grant consent for AppViewX Private Limite
Azure Communication
m B " "] Azure Devops Azure Service Management
Hli' Token configuration API / Permissions name Type Description & services J A
. 7 Rich communication experiences with Integrate with Azure DevOps and Azure Programmatic access to much of the
™ Microsoft Graph (4) the same secure CPaas platform used DevOps server functionality available through
by Microsoft Teams the Azure portal
& Expose an API
P email Delegated  View users’ email address
App roles
PP offline access Delegated  Maintain access to data you have
& Owners
“ . . .
openi Delegated ~ Sign users in D Data Export Service for £ Dynamics 365 Business D Dynamics CRM
2. Roles and administrat Microsoft Dynamics 365 ¥ Central
&, Roles and administrators R Deleanted S G read il
serfea elegate 'gn in and reac user profile Export data from Microsaft Dynamics Programmatic access to data and Access the capabilities of CRM business
B Manifest CRM organization to an exteral functionality in Dynamics 365 Business software and ERP systems
destination Central
Support + Troubleshooting To view and manage consented permissions for individual apps, as well as your tenan
& Troubleshooting
& New support request Flow Service =5 intune |:l Office 365 Management APls
Embed flow templates and manage Programmatic access to Intune data Retrieve information about user, admin,
flows system, and policy actions and events
e e 20E N acti

21. Click Microsoft Graph > Delegated permissions.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > App registrations > smtp-test Request API permissions X
- Smtp-test | APl permissions  #

CAllAPIS

0 search ] ) Refresh | & Got feedback? o Microsoft Graph
— https://graph microsoftcom/ Docs 7

B Overview . .
What type of permissions does your application require?

& Quickstart
@ The "Admin consent required" column shows the default value for an organization. H Delegated permissions Application permissions

5 where this app will be used. Leam more
#  Integration assistant e I Your application needs to access the API as the signed-in user. Your application runs as a background service or daemon without a

signed-in user.

Manage o
Configured permissions

B Branding & properties Applications are authorized to call APIs when they are granted permissions by users/a  Select permissions expand all

all the permissions the application needs. Learn more about permi and consent |
[.£ smtpsend A

9 Authentication

Certificates & secrets I Add apermission / Grant ent for AppViewX Private Limite

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per

1l Token configuration
permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app wil be used. Leam

API/ Permissions name Type Description

- APl permissions
 Microsoft Graph (4)

@ Expose an APl email Delegated  View users' email address
App roles offline_access Delegated  Maintain access to data you have Permission Admin consent reqired
& Owners openid Delegated ~ Sign users in \ smTP (1)
&, Roles and administrators UserRead Delegated  Sign in and read user profile —
@ Manifest Send emails from mailboxes using SMTP AUTH. Ne
Support + Troubleshooting To view and manage consented permissions for individual apps, as well as your tenan

& Troubleshooting

Add perm

Add permissions

ons

New support request

22. Under Select permissions search box search for the smtp.send and select the SMTP.Send from the

Dropdown.
23. Similarly Search for email, offline_access, openid, User.Read and select the email, offline_access,

openid, User.Read from the respective Dropdowns.
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24. Click Add permissions.
The API permissions added will be Displayed below APl / Permissions name.

Home > App registrations > smtp-test

- smtp-test | AP| permissions =

[ £ search | « () Refresh | 37 Got feedback?
Overview A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously.
& Quickstart

#" Integration assistant

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value in your organid

Manage where this app will be used. Leamn more

B Branding & properties
2 Authentication Configured permissions

Certificates & secrets Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent
il Token configuration

- Add issi v t nsent for Ap Private L
-2~ API permissions 3 permission

@ Expose an API API / Permissions name Type Description Admin consent requ... Status

1 App roles “ Microsoft Graph (5)

& Owners email Delegated  View users' email address No
2. Roles and administrators offline_access Delegated  Maintain access to data you have given it access to No
@ Manifest openid Delegated  Sign users in No vee
SMTP Send Delegated  Send emails from mailboxes using SMTP AUTH. No
Support + Troubleshooting
User Read Delegated ~ Sign in and read user profile No

£ Troubleshooting

& New support request
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

Frequently Asked Questions

While adding APl permissions Owner Consent Error is shown, to avoid this error following changes have
to be done.

Follow these steps to overcome Owner Consent Error:
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1. Microsoft App Registration URL: https://portal.azure.com/.

2. Click Manage Azure Active Directory.

Ereaa——

Configuring General Settings

Walcome to Azurnal

v B & Sl

Shart with an Azure s trisl
Gt 3200 Fres crudt bomard
b 12 menthn of popdar b

procucts ard e, | e

1 ek O T Tl i) T

Fnnage Srure Acts Dirsctory

with Azure Scins Drecony

mn, vt st polcion, and mmhancs sscuriy

»

Arceny studsnt benshis
it Frew aftasa rw, Acurs o
for Tauchvng s o variby

- acoem Aaues D Tooh
scatimmmic sbatu

Apure services —“
& @ o ks =] = w = —>
Cresie & A Recer Chickstart Wit App Services Saragt SO0 detsbeaes  ApaeCosmos  More seris
ragiirstiora Canisr machires scccunts oo

Resources

Racant  Favorts

3. Click on Enterprise applications in the left menu.

BT

-

O Dervizw

@ Frodew e

XK Dy god supbes poidene
Biraps

- Usars

a8 Grougs

& Fcles and adminintraiom
& Admnnbraine s

b CDelegabed admin parmers

| s aepbations

™ Demm
B fpp regiirations
& identity Govemanae

W ey

us Lcenses

b Epure AD Conrect

' ] AppViewX Private Limited | Overview

| Add -

o

f= Wanage tenant I'_‘. What's remw

2 Preview Foatures & ok feedback?

Wicrossit Entim has a smpler, istegravied experence for mansging ol veus ideniiy ond Acoes Marogemeni nesds, Try the new Bicroseft Entm agimin center Proviesit &

Owerview  Monilcning Properties Turorials
=arch your ienan

Basa information

Hami Wsers

Appihemd Preoals Lorubed b

Tenant ID
Sl Sefend3. 757410 T4 Botehabide [y

Briman y o
appviewisaieam oomiresot com
Ligenss

Azuira KD Fros

Almris

Grougs:
Lppleatioes

Deaces

Upooming TLS 1.0, 1.1 and IDES deprecation

Pleaue eneble sippod bor 1L 1 L an

Lhervivhy pede e felaifoe e o seced e service
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https://portal.azure.com/

i Frernri
Cmvarvew

O Sveriew

& Diagnose ard sbes problems
Mt

B Al appbratin

B nppic

B Uoer

B Colieciore

Secuity

B consert and peimions

Bitheity

il Weage Binsights

S review

@ hdmin consent requesis

E Piiwete Limined | En

Configuring General Settings

4. Then click on Consent and permissions in the left menu.

£ Searwch rewuroms serece, and doo il -4

a6 appkcation: > Eeteiprise sppleation

rise applications | All applications

| Mew applicaiion [0 Refresh & Downboad Bxport | 8 Fredes ko Columm | 3 Preview feateres | 57 Gai feedback?

Vi, 5, anel Soorth SIS i pOUT OIGaNEIation That o Sat ep 16 3 your 2urc AD ISNanT i thai I0eraty Prowder.

The kst of applboations that are maintssed by your cogasization e n ap

I Apphoabos type == [nterprise Applications: < Appication |0 seats weth 7 B ey

17 apphaatons found

ti  Obecto Apphcation 0 Homegags URL reated on
(I Td- 2oia Aokl (U banfe..  Ghd1 Tadd-0915-4512-0e1 b At
L NP PR 1 VS P TR L I L A

181508 7-51 58400 bubd a- b i 501 et Sarddl A1 14355 sl cldcafid 51

31 3ol o475 B0 - D805, . MESTATAR- 3604 46ba. bide-A0d].

3

OGS 0-E5! b be- Zocdficl ]

Hil-4ecf-Bed2h

¥13 72377

SEE0N34d-B3ed-A5Eh-A 11 6B 1eIE] . Ll Tebu1 4
BIE1200 4020 ATS0- 08B0 cA0ERE..  ATEO0Ma00- S0 4450 boin- IPE4L

EclesSha- 01d4-4bhid-aad-5723al .

dad1156-c34- 4665 - b le-bI1B4E

SAd0fefe-TeIT-0T - briad -390

fu  Cestificate Expiry Stanes

5. Change the User Consent Settings for User consent for applications from Do not allow user

consent to Allow user consent for apps.
6. Also change the User Consent Settings for Group Owner Consent for apps accessing data from

Do not allow group owner consent to Allow group owner consent for all group owners.

Manage
User consent setlings
=] 9

& Penmission cass fications

£ Search resowrces, senices, and docs 1G4/

Home > AppVieswX Private Limited | Enterprise apolications > Enterpeise applications | Congent and permissions

B Consent and permissions | User consent settings

[Hl save 3 Discard | &7 Got feedback?

Conitrol when end users and group cwners are allowed to grant corsent to applications, and when they will be required to request

administrator review and approval. Alowing users te grant apps access to data helps them acguire useful applications and be productive, but

CAr feprazent a risk in some situations if it's not monitored and controlled carefully.

User corment for applications
Canhiguee whether users are allowed to consent for apphcations to access you arganizatin’s data, Lesrm mare

Vs data an

1t user settings, all users can allow apg 10 BLCESS your Crganizal
cammends alowing user consen onily far werified apg publishers or apps from your crganis
“law impact”, [2arn mars

Grop maner tansent
Canligire whether groug
mare

1 apps accessing data

werters are: allweeed to consent far applicatians ta scess your organization's data far the groaps they own. Lsam
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Configuring General Settings

Managing Proxy Settings

When AppViewX is deployed at a customer’s, in order to prevent exposure of the customer’s IP address

to the internet, AppViewX communicates with the internet using a proxy server.

To configure the proxy settings:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

= /wappviewx
Dashboard
Control Center
ADCH
CERT+

Pages

@l Studio

Reguest
Collection
Inventory
Account

¥ System
Logging

Alert

Settings

2. From the menu displayed, click Settings.
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3. On the Settings page, from the navigation pane on the left, click General.

Configuring General Settings

- Device specification Syslog purge limit Script Execution Device Sync

Device Save configuration to F5 (]
device

o

4. Under General settings, click SMTP.

o
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5. The Settings :: Proxy screen is displayed.

Configuring General Settings

7]

6. Enter the following details:

Server name*

Name of the proxy server

Server |P* IP address of the proxy server
Port* Port number of proxy server
Advanced To enable advanced settings, select this check

box.

Data center

(L ™
Note: This field is displayed only when

the Advanced check box is selected.
From the drop-down menu, select a data

URL

center.
N J
(L ™

Note: This field is displayed only when
the Advanced check box is selected.

From the drop-down menu, select the

URL.
N J

Authentication

To enable authentication, select this check box.
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Username* ™ B
Note: This field is displayed only when
the Authentication check box is selected.
Enter the username.
N\ /
Password* B

( Note: This field is displayed only when
the Authentication check box is selected.
This field is displayed only when the Au-
thentication check box is selected.

N\ /

7. To save the proxy settings configured above, click Add.
8. The settings are saved and displayed in the table shown in the left half of the screen.

[J Server name Conditions Server IP Port Data center Test connection

(J SDET_CERT.. URL 1592.168.1... 31.. absecocn Test

9. To reconfigure the proxy settings, click Reset.

Setting the Cryptographic Policy

AppViewX enforces a SFTP-based cryptographic policy for protection of sensitive data. Ciphers are used
for performing any file operations within AppViewX's functionality and to communicate with devices added

in AppViewX.

To set the cryptographic policy:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

= /wxappviewx
Dashboard
Control Center
ADCH
CERT+

Pages

g Studio

Reguest

Collection

Inventory

Account

Sy stem

Logging

Alert

Settings

2. From the menu displayed, click Settings.
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Configuring General Settings

3. On the Settings page, from the navigation pane on the left, click General.

- Device specification Syslog purge limit Script Execution Device Sync

Save configuration to FS )

device

Save

o

iT
w
%]

[}
=]
H
(K4 ]

4. Under General settings, click Advanced.

5. In the SFTP Cryptographic Policy section, enter the following details:
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Key Exchange Algorithms Algorithms used to exchange keys for a success-
ful handshake between the client and the server

Cipher parameters Parameters to encrypt the connection between
the client and the server

HMAC parameters Parameters to ensure that the received message
is intact and not tampered during its delivery from

the client to the server and vice versa

Connection retry limit Number of attempts to retry establishing a con-
nection between the client and the server

6. Click Save.

Enabling Dashboard View for the User

To prevent loss of control over organizational data in the event that a resource leaves the organization,
AppViewX lets the admin user have default access to all user dashboard, private as well as public.

To enable default admin access to all dashboards:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

= /wxappviewx
Dashboard
Control Center
ADCH
CERT+

Pages

g Studio

Reguest

Collection

Inventory

Account

Sy stem

Logging

Alert

Settings

2. From the menu displayed, click Settings.
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3. On the Settings page, from the navigation pane on the left, click General.

Configuring General Settings

o
- Device specification Syslog purge limit Script Execution Device Sync
Device Save configuration to F5 (]
device
“
+
Genera —
Authentication
Advancec
Purging
Reoorts
Login configuration
SMTP
Theme
4. Under General settings, click Dashboard.
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5. The Settings :: Dashboard page is displayed.

]

Dashboard

Dashboard view for admin o G

=N =

6. Enable the Dashboard view for admin toggle key and click Save.

Managing the Login Configuration

Managing User Inactivity

AppViewX lets you restrict a user from logging in to the system if they have been inactive for a predefined

duration.

1. In the User inactivity section, enable the Restrict user inactivity period toggle key.

2. To set the number of days for which a user can remain inactive, in the Allowed user inactivity days text
field, enter the required value (between 0 and 99).

3. To send the user an email when they are deactivated, select the Send deactivation email alert to user
check box.

4. An email alert is sent to the user for three consecutive days before deactivation.

5. Click Save.

Restricting Number of User Sessions

In the Session section, enable the Restrict each user to a single session toggle key. By default, it is
disabled.

In order to enable it, follow the steps mentioned below,

1. Click the menu (E) icon.

2. Navigate to CERT+ > Settings.
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= /wappviewx
Dashboard
Control Center

ADCH

Collection

Invento ry

L Account

ettings

3. On the left menu, navigate to General > Login configuration.
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Settings :: Login configuration

General -

Authentication
Advanced
License
Purging
Reports

Log forwarding

Login configuration |

SMTP

Theme

4. In the Session section, enable the Restrict each user to a single session field.

Login configuration

Session

Restrict each userto a u]
single session

5. Click Save.

6. In the pop-up, click OK.
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You are about to change the settings to restrict each userto a
single session. However, the current active sessions will remain
active till the users logout.

7. The Login setting(s) is modified and it will be applied from next login for internal users.

Restricting the Number of Login Attempts

1. In the Login attempts section, enable the Restrict number of login attempts toggle key. It is disabled by

default.

2. In the Allow failed login attempts text field, enter the required value (between 0 and 99). By default, it is
set to 10.

In order to enable it, follow the steps mentioned below,

1. Click the Menu (E) icon.

2. Navigate to CERT+ > Settings.
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= /wappviewx
Dashboard
Control Center

ADCH

Collection

Invento ry

L Account

ettings

3. On the left menu, navigate to General > Login configuration.
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Settings :: Login configuration

General -

Authentication
Advanced
License
Purging
Reports

Log forwarding

Login configuration |

SMTP

Theme

Configuring General Settings

4. In the Login attempts section, enable the Restrict number of login attempts and also provide any

number between 0-99 in the Allowed failed login attempts field. By default, it is 10. If the user uses

incorrect details more than 10 times, then he/she will get locked out.

Login attempts

Restrict number of login H|
attempts

Allowed failed login 10
attempts

5. Click Save.

Managing User Activity
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Chapter 6: Managing Logs

* Viewing Logs-Overview

« Setting the Record Count Preference for Logs

« Searching for Logs
« Forwading Logs

« Exporting Logs

» Purging Logs

Viewing Logs-Overview

AppViewX supports only role-based (and not user-based) access for logs, which means that if a user role

has permission to view logs, all users under that user role can view all AppViewX logs.

* Viewing All Logs

* Viewing ADC Logs

* Viewing AppViewX Logs
* Viewing Audit Logs

* Viewing Certificate Logs
* Viewing Self-Audit Logs
* Viewing SSH Logs

« Viewing Syslog Logs

* Viewing Workflow Logs

Viewing All Logs

To view all logs:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

= icon.

2. From the menu displayed, click Logging.

Control Cen

3. The Logging :: All page is displayed (by default).

All Audit

b Time

b 03/16/2021
» 03/16/2021
b 03/16/2021
»  03/16/2021
» 03/16/2021
» 03/16/2021
v 03116/2021
»  03/16/2021
b 03/16/2021

» 03/16/2021
»  03/16/2021
»  03/16/2021
¥ 03/16/2021
» 03/16/2021
v 03/16/2021
» 03/16/2021
b 03/16/2021
»  03/16/2021

»  03/16/2021

self Audit

12:00:09 PM

Certificate ADC

User
system
admin
tem
system
system
system
system
system

=

stem
system
system
admin

system
zystem
system
system
zystem
system

system

AppViewX

Device name
NA
NA
NA

NA

NA
NA

NA

syslog SSH

Object details

NA
NA
NA

NA

NA
NA

NA

Log category
Audit
Audit
Audit
Audit
Audit
Audit
Audit
Audit
Audit
Audit
Audit
Audit
Audit
Audit
Audit
Audit
Audit
Audit
Audit

Severity

a
a

I R AR R A AR AR R

Notification
Notification
Notification
Notification
Notification
Notification
MNotification
Notification
Notification
Notification
Notification
Notification
Notification
Notification
MNotification
Notification
Notification
Notification
Notification

Log message
Revocation check Failure

1to 100 of 12,548

o]

: The revocation check failed for CA Aj

Vie...

User: admin in User Group: [admin usergroup] logged in as an inter...

Revocation check Failure :
Revocation check Failure :
Revocation check Failure :
Revocation check Failure :
Revocation check Failure :
Revocation check Failure :
Revocation check Failure :

Revocation check Failure

Revocation check Failure

The revocation check failed for CA

Vie...
revocation check failed for CA AppVie...

revocation check failed for CA AppVie...

revocation check failed for CA AppVie...
The revocation check failed for CA AppVie...

The revocation check failed for CA AppVie...
revocation check failed for CA

The revocation check failed for CA AppVie...

: The revocation check failed for CA AppVie...

User: admin in User Group: [admin usergroup] logged in as an inter...

Revocation check Failure

Revocation check Failure :
Revocation check Failure :

Revocation check Failure

Revocation check Failure

Revocation check Failure :

Revocation check Failure

The revocation check failed for CA AppVie

The revocation check failed for CA AppVie
The revocation check failed for CA App\

The revocation check failed for CA A .
: The revocation check failed for CA
The revocation check failed for CA A8

: The revocation check failed for CA

4. For each activity, this page displays the following details:
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Time Date and time at which the activity was carried
out
User Username of the user who performed the activity
Device name Name of the device, if the log is of a device-relat-

ed activity

Object details Name of the object, if the log is of an object-relat-

ed activity

Log category The category under which this log record will be
filed

Severity The severity of the activity logged (Notification,
Debug, Warn, Error, Fatal, Critical)

Log Message Description of the activity logged

Viewing ADC Logs

To view the ADC logs:

1. On the Logging page, click the ADC tab.

& 1to250f73 >
All Audit Self Audit Certificate AppViewX Syslog SSH
o]

»  Time User Device name Object details Alert severity Log message

4 03/16/2021 05:30:25 AM system 123454 A Critical Config fetch action failed for device 1...
» 03/16/2021 05:30:22 AM system 12.34.54 A Notification Config fetch action triggered on the d...
» 03/15/2021 12:44:06 PM admin 12,3454 A Critical Config fetch action failed for device 1...
4 03/15/2021 12:44:04 PM admin 12.34.5.4 A Notification Canfig fetch action triggered on the d...
» | 03/15/2021 05:30:26 AM system 123454 A Critical Config fetch action failed for device 1...
»  03/15/2021 05:30:19 AM system 12,3454 A Notification Config fetch action triggered on the d...
4 03/14/2021 05:30:27 AM system 12.34.5.4 A Critical Canfig fetch action failed for device 1...
» 03/14/2021 05:30:22 AM system 12.34.54 A Notification Config fetch action triggered on the d...
4 03/13/2021 05:30:28 AM system 123454 A Critical Config fetch action failed for device 1...
> 03/13/2021 05:30:06 AM system 12.34.5.4 A Notification Config fetch action triggered on the d...
» 03/12/2021 05:30:28 AM system 123454 A Critical Config fetch action failed for device 1...
> 03/12/2021 05:30:25 AM system 123454 A Notification Config fetch action triggered on the d...
» 03/11/2021 05:30:29 AM system 123454 A Critical Config fetch action failed for device 1...
» | 03/11/2021 05:30:22 AM system 123454 A Notification Config fetch action triggered on the d...
4 03/10/2021 05:30:27 AM system 123454 A Critical Config fetch action failed for device 1...
»  03/10/2021 05:30:19 AM system 12.34.54 A Notification Config fetch action triggered on =
»  03/09/2021 05:30:29 AM system 12,3454 A Critical Config fetch action failed for d@
> 03/09/2021 05:30:26 AM system 12.34.5.4 A Notification Config fetch action triggered on
¥ 03/07/2021 05:30:18 AM Tystem 12.34.54 A Critical Config fetch action failed for device 1...

2. The page displays the following details for the ADC logs:
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Time Date and time at which the activity was carried
out
User Username of the user who performed the activity
Device name Name of the device, if the log is of a device-relat-
ed activity
Object details Name of the object, if the log is of an object-relat-
ed activity
Alert Severity The severity of the activity logged (Notification,
Debug, Warn, Error, Fatal, Critical)
Log Message Description of the activity logged

Viewing AppViewX Logs

To view the AppViewX logs:

1. On the Logging page, click the AppViewX tab.

0 Entries

All Audit Self Audit Certificate ADC AppViewX Syslog SSH

»  Time Device name Object details severity Log message
No records found

2. The page displays the following details for the AppViewX logs:

Time Date and time at which the activity was carried

out
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Name of the device, if the log is of a device-relat-
ed activity

Object details

Name of the object, if the log is of an object-relat-
ed activity

Severity

The severity of the activity logged (Notification,
Debug, Warn, Error, Fatal, Critical)

Log Message

Viewing Audit Logs

To view Audit logs,

1. On the Logging page, click the Audit tab.

Description of the activity logged

All Self Audit Certificate ADC AppViewX Syslog
b Time User Device name Object details
»  03/16/2021 03:40:.. | system NA NA
»  03/16/2021 03:3¢ system NA NA
»  03/18/2021 03:. admin

* 03/16/2021 03: system NA NA
»  03/16/2021 03: system NA NA
*  03/16/2021 03: system NA NA
»  03/16/2021 03:1 system NA NA
*  03/16/2021 03: system NA NA
»  03/16/2021 03: system NA NA
»  03/16/2021 03 system NA NA
¥ 03/16/2021 02:5¢ system NA NA
»  03/16/2021 02:50:... | system NA NA
»  03/16/2021 02:4 system NA NA
»  03/16/2021 02:40:... | system NA NA
» 03/18/2021 02:3¢ system NA NA
»  03/16/2021 02:30:... system NA NA
» 03/16/2021 02:2¢ system NA NA
» 03/16/2021 02: system NA NA
»  03/16/2021 02:1 system NA NA

S5H

Source IP
127.0.0.1
127.0.0.1

192.188.1...

127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1

o]

AppView... Method.. Comments Log message
192.168.9...  AppViewX Revocation check Failure : The revocation check failed ...
192.168.9... AppViewXx Revocation check Failure : The revocation check failed ...

]} User: admin in User Group: [admin usergroup] logged...
192.168.9... AppViewX Revocation check Failure : The revocation check failed ...
192.168.9..  AppViewx Revocation check Failure : The revocation check failed ..
192.168.9... AppViewX Revocation check Failure : The revocation check failed ...
192.168.9.. AppViewX Revocation check Failure : The revocation check failed ...

AppViewx Revocation check Failure : The revocation check failed ...

AppViewX Revocation check Failure : The revocation check failed ...
192.168.9.. AppViewX Revocation check Failure : The revocation check failed ...
192.168.9..  AppViewX Revocation check Failure : The revocation check failed ...
192.168.9... AppViewX Revocation check Failure : The revocation check failed ...
192.168.9... AppViewX Revocation check Failure : The revocation check failed ...
192.168.9... AppViewX Revocation check Failure : The revocation check failed ...
192.168.9...  AppViewX Revocation check Failure : The revocation check failed ...
192.168.9... AppViewXx Revocation check Failure : The revocation check fae =
192.168.9.. AppViewX Revocation check Failure : The revocation chec@
192.168.9.. AppViewX Revocation check Failure : The revocation check 4
192.168.9..  AppViewx Revocation check Failure : The revocation check failed ...

1t0250f 12,111

2. The page displays the following details for all audit logs:

Time Date and time at which the activity was carried
out
User Username of the user who performed the activity

Device name

Name of the device, if the log is of a device-relat-
ed activity
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Object details Name of the object, if the log is of an object-relat-
ed activity

Source IP The IP address of the system that was the source
of the activity

AppViewX node The IP address of the installed AppViewX node

Method of login The method used for logging in to the AppViewX
node, from one of the following:

« Ul

» AppViewX (used for cronjob-related activities)

Comments Comments related to the activity logged

Log message Description of the activity logged

Viewing Certificate Logs

To view Certificate logs:

1. On the Logging :: All page, click the Certificate tab.

L 1 to 100 of 486 >

All Audit Self Audit ADC AppViewX Syslog SSH
(o]

b.. Time User Device Name Object Details Purpose/Usage Severity Log Message
»  03/16/2021 08:30:33 AM system 12,3454 NA NA Q Debug system has requested to fetch configuration of the device 12.34.5.4.T...
»  03/15/2021 02:06:18 PM admin NA EjbcaCertSHA256...  Server A Notification Holistic view:: Server certificate with Common name: EjbcaCertSHA256..
»  03/15/2021 08:30:30 AM system 12,3454 NA NA Q Debug system has requested to fetch configuration of the device 12.34.5.4. T...
»  03/14/2021 08:30:37 AM system 12.34.54 NA NA Q Debug system has requested to fetch configuration of the device 12.34.5.4. T...
> 03/13/2021 08:30:30 AM system 12.34.54 NA NA A Debug system has requested to fetch configuration of the device 12.34.5.4. T...
»  03/13/2021 05:00:28 AM NA NA 192.168.98.119 Server A Notification scheduled SsL validation done for the FQDN: 192.168.98.119 with IP-p...
¥ 03/12/2021 05:00:28 AM NA NA 192.168.98.118 Server A Notification Scheduled SSL validation done for the FQDN: 182.168.98.118 with IP-p...
¥ 03/12/2021 05:00:28 AM NA NA #.atlassian.net Server A Notification Scheduled SSL validation done for the FQDN: *.atlassian.net with IP-po..
¥ 03/12/2021 01:18:39 PM admin NA EjbcaCertSHA256...  Server A Notification Holistic view:: Server certificate with Common name: EjbcaCertSHA256..
» 03/12/2021 10:40:27 AM admin NA EjbcaCertSHA256...  Server A Notification Holistic view:: Server certificate with Common name: EjbcaCertSHA256..
» 03/12/2021 10:24:03 AM admin NA EjbcaCertSHAZ56...  Server A Notification Holistic view:: Server certificate with Common name: EjbcaCertSHA256..
»  03/12/2021 10:16:55 AM admin NA EjbcaCertSHA256...  Server A Notification Holistic view:: Server certificate with Common name: EjbcaCertSHA256..
» 03/12/2021 10:03:48 AM admin NA EjbcaCertsHA256...  server A Notification Holistic view:: Server certificate with Common name: EjbcaCertSHA256..
»  03/12/2021 09:35:37 AM admin NA EjbcaCertSHA256...  Server A Notification Holistic view:: Server certificate with Common name: EjbcaCertSHA256..
» 03/12/2021 0%:33:46 AM admin NA EjbcaCertSHA256..  Server A Notification Holistic view:: Server certificate with Common name: EjbcaCertSHA256..
»  03/12/2021 09:28:18 AM  admin NA testclient Client A Notification Holistic view:: Client certificate with Comman name: testclien i...
»  03/12/2021 08:30:38 AM system 12,3454 NA NA A Debug system has requested to fetch configuration of the device 12.
> 03/11/2021 04:35:43 PM admin NA EjbcaCertSHA256...  Server A Notification Holistic view:: Server certificate with Common name: EjbcaCertSHA256..

2. The Logging :: Certificate page displays the following details for all certificate-related logs:
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Time Date and time at which the activity was carried
out
User Username of the user who performed the activity
Device name Name of the device, if the log is of a device-relat-

ed activity

Object details Name of the object, if the log is of an object-relat-

ed activity

Purpose Usage Certificate type (server, client, device, code sign-

ing) associated with the logged activity

Severity The severity of the activity logged (Notification,
Debug, Warn, Error, Fatal, Critical)

Log Message Description of the activity logged

Viewing Self-Audit Logs

To view Self Audit logs:

1. On the Logging page, click the Self Audit tab.

Self Audit 110 250f 1,035 >
All Audit self Audit Certificate ADC  AppViewX  Syslog SSH
©]

» Time User Device name Object details Source IP AppView... Method... Comments Log message

» 03/16/2021 03:35:..  admin 192.168.1... ul User: admin in User Group: [admin usergroup] logged...
P 03/16/2021 02:12:... | admin 192.168.1... ul User: admin in User Group: [admin usergroup] logged...
»  03/16/2021 01:49:..  admin 192.168.1... ul User: admin in User Group: [admin usergroup] logged...
»  03/16/2021 01:22:.. | admin 192.168.1... ul User: admin in User Group: [admin usergroup] logged...
» 03/16/2021 12:3%:...  admin 192.1868.1... ]} User: admin in User Group: [admin usergroup] logged...
»  03/16/2021 11:57:.. | admin 192.168.1... ul User: admin in User Group: [admin usergroup] logged...
» 03/16/2021 11:15:.  admin 192.188.1.. ]} User: admin in User Group: [admin usergroup] logged...
»  03/16/2021 09:48:... admin 192.168.1.. ul User: admin in User Group: [admin usergroup] logged...
»  03/16/2021 09:48:...  admin 192.168.1... ul Login failed for user: admin due to incorrect credentials
»  03/15/2021 04:55:.. | admin 192.168.1... ul User: admin in User Group: [admin usergroup] logged...
» 03/15/2021 03:03:...  admin 192.163.1.. ul User: admin in User Group: [admin usergroup] logged..
»  03/15/2021 02:06:.. | admin NA EjbcaCertSHA256R... 192.168.1.. 192.168.9.. Ul Haolistic view:: Server certificate with Common name: E...
» 03/15/2021 02:04:...  admin 192.1868.1... ]} User: admin in User Group: [admin usergroup] logged...
»  03/15/2021 12:44:... admin 12.34.5.4 192.168.1... 192.168.9.. Ul Config fetch action failed for device 12.34.5.4 due tor...
»03/15/2021 12:44:..  admin 12.34.5.4 192.168.1.. 192.168.9.. Ul Config fetch action triggered on the device 12.34.5.4 b...
* 03/15/2021 12:36: admin 192.168.1... ul User: admin in User Group: [admin usergroup] | o
»  03/15/2021 12:17: admin 192.168.1... ul User: admin in User Group: [admin usergroup] E
» 03/15/2021 12:12:... | admin 192.168.1... ul User: admin in User Group: [admin usergroup] |0WE...
» 03/15/2021 11:09:...  admin 192.168.1.. ul User: admin in User Group: [admin usergroup] logged..

2. The page displays the following details for all self-audit logs:
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Time Date and time at which the activity was carried
out
User Username of the user who performed the activity

Device name

Name of the device, if the log is of a device-relat-
ed activity

Object details

Name of the object, if the log is of an object-relat-
ed activity

Source IP

The IP address of the system that was the source
of the activity

AppViewX node

The IP address of the installed AppViewX node

Method of login

The method used for logging in to the AppViewX
node, from one of the following:
« Ul

» AppViewX (used for cronjob-related activities)

Comments

Comments related to the activity logged

Log message

Viewing SSH Logs

To view the SSH logs:

1. On the Logging page, click the SSH tab.

Description of the activity logged

All Audit self Audit Certificate ADC AppViewX syslog @

.. Time User Device name Object details
» 03/26/2021 07:41:13 PM System

» 03/26/2021 07:41:12 PM System gs-f5-pe55.apvxlab.c...

¥ 03/26/2021 07:37:33 PM System 192.168.150.81

»  03/26/2021 07:37:05 PM System 192.168.31.188

» 03/26/2021 07:32:37 PM System 192.168.40.169

»  03/26/202107:32:14 PM System

» 03/26/2021 07:32:12 PM System 192.168.40.150

[ | 1t070f7

Q

Log message

Instant discovery "FetchKey_System_26-Mar-21_14:11:12.917" triggered for Host 605deb747e42be...

Host with gs-f5-pe55.apvxlab.com has been updated by System[Transaction Id : WEB-3331jhae2a-...
Host with 192.168.150.81 is failed to save by System[Transaction Id : WEB-2c0c86abc03-local-1786...

Host with 192.168.31.188 is failed to save by System[Transaction Id : WEB-3331jhae2a-local-1786e...

Host with 192.168.40.169 has been updated by System([Transaction Id : WEB-47n1d8959-local-1786...
Instant discovery "FetchKey System_26-Mar-21_14:02:13.340" triggered for Host 605deg5e13fha3s...
Host with 192.168.40.150 has been updated by System([Transaction |d : WEB-1786ed7925a-local-17...

2. The page displays the following details for the SSH logs:
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Time Date and time at which the activity was carried
out
User Username of the user who performed the activity
Device name Name of the device, if the log is of a device-relat-
ed activity
Object details Name of the object, if the log is of an object-relat-
ed activity
Log Message Description of the activity logged

Viewing Syslog Logs

To view the Syslog logs:

1. On the Logging page, click the Syslog tab.

0 Entries

Al Audit  SelfAudit  Certificate ~ ADC  AppViewX [ Syslog | ssH

» Time Host name Log message
No records found

2. The page displays the following details for the Syslog logs:

Time Date and time at which the activity was carried

out
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Host name

Host name of the Syslog server

Log Message Description of the activity logged

Viewing Workflow Logs

To view the workflow logs:

1. On the Logging page, click the Workflow tab.

ng 110 75 0f 757 >
Al Audit  Self Audit Certificaste ~ ADC ~ AppViewX  Syslog ~ SSH  Firewall
(o]

> Time Request ID User Work order stage  Workflow Alert severity Log message

> 110172021 113955AM 602 admin workflow_stop_1 Modify F5 LTMVIP... & Notification Stop Completed[Transaction Id : api-496c7liff]

> 11/01/2021 11:39.49AM 601 admin workflow_stop_1 Modify F5 LTMVIP... & Notification Stop Completed[Transaction Id - api-592560c33b5 ]

> 11/012021 113656 AM 601 admin create_ltm_virtual_..  Modify F5 LTMVIP... & Notification Modify LTM Virtual Completed[Transaction Id - api-33hiahaf3f ]

> 11/0172021 11:36:56AM 601 admin create_ftm_virtual_..  Modify F5LTMVIP... & Notification {"prevalidation”: OrderedDict([("deviceList", [OrderedDict([("deviceName", "VW_F5V.

> 110172021 11:36:56AM 601 admin create_ftm_virtual_..  Modify F5LTMVIP... & Notification Initiating Modify LTM Virtual[Transaction Id - api-33hiahaf3f ]

> 11012021 11:36:50AM 601 admin script_1_1 Modify F5 LTMVIP... & Noification Payload Generator Completed[Transaction Id : api-33hiahaf3f]

> 11/01/2021 1136:50AM 601 admin script_1_1 Modify F5 LTM VIP... & Notification {'monitor”: None, "irule": None, "snat": None, "pool”: {"name"" "pool_www testapplicat

> 110172021 11:36:50AM 601 admin script_1_1 Modify F5 LTMVIP... & Notification Initiating Payload Generator{Transaction Id : api-33hiahaf3f]

> 110172021 11:36:46AM 601 admin createform_1_2_1  Modify F5LTMVIP... 4 Notification User Inputs Completed[Transaction Id : api-33hiahaf3f ]

> 11/01/2021 11:36:46AM 601 admin createform_1.2 1 Modify F5SLTMVIP... & Notification Form has been subitted by useradmin[Transaction Id : api-33hiahaf3f ]

» 110172021 1136:01AM 600 admin workflow_stop_1 Modify F5 LTMVIP... & Notification Stop Completed[Transaction Id : WEB-59256064683 ]

> 110172021 11:3455AM 599 admin workflow_stop_1 Modify F5 LTMVIP... & Notification Stop Completed[Transaction Id : WEB-15¢j3v2hn ]

> 11012021 113451AM 598 admin workflow_stop_1 Modify F5 LTMVIP... & Notification Stop Completed[Transaction Id : WEB-496¢770c8 ]

> 11/01/2021 11:34:09 AM 600 admin create_ltm_virtual_ Modify F5 LTM VIP. 2 Notification Initiating Modify LTM Virtual[Transaction Id - api-33hiag9hhe ]

» 11012021 113409AM 600 admin create_ftm_virtual_..  Modify F5 LTMVIP... & Notification Modify LTM Virtual Completed[Transaction Id - api-33hiagShhe ]

> 110172021 11:3409AM 600 admin create_ftm_virtual_..  Modify F5LTMVIP... & Notification {"prevalidation”: OrderedDict([("deviceList", [OrderedDict([("deviceName", "VW_F5V.

> 110122021 11:3403AM 600 admin script_1_1 Modify F5 LTMVIP... & Notification Payload Generator Completed[Transaction Id : api-33hiagdhhe ]

» 11012021 113403AM 600 admin script_1_1 Modify F5 LTMVIP... & Notification {'monitor”: None, "irule": None, "snat’: None, "pool": {"name"" "pool_www testapplicat

» 110172021 113403AM 600 admin script_1_1 Modify F5 LTMVIP... & Notification Initiating Payload Generator{Transaction Id  api-33hiag9hhe |

> 110172021 11:3359AM 600 admin createform_1.2 1 Modify FSLTMVIP... & Notification User Inputs Completed[Transaction Id : api-33hiaghhe ]

> 11012021 11:3359AM 600 admin createform 121 Modify FSLTMVIP... & Notification Form has been submitted by user-admin{Transaction Id : api-33hiag9hhe ]

» 11012021 1131:40AM 597 admin workflow_stop_1 Modify F5 LTMVIP... & Notification Stop Completed[Transaction Id : WEB-2154367273 ]

» 11012021 1131:30AM 598 admin create_ftm_virtual__.  Modify F5 LTMVIP... & Notification {"prevalidation”: OrderedDict([("deviceList", [OrderedDict([("deviceName", "VW_F5V.

> 110172021 11:31:30AM 598 admin create_ftm_virtual_..  Modify F5LTMVIP... & Notification Modify LTM Virtual Completed[Transaction Id - api-515i364ega ]

> 11012021 11:31:30AM 508 admin create_tm_vitual_... Modify F5 LTMVIP... & Notification Initiating Modify LTM Virtual[Transaction Id - api-515364ega ]

L3 11/01/2021 11:31:25 AM 59 admin riot 1 1 Modifv F5 1 TM VIP A Nofification Pavioad Generator Completed(Transaction Id - ani-515i364e0a 1

2. The page displays the following details for the Workflow logs:

Time Date and time at which the activity was carried
out
User Username of the user who performed the activity

Request ID

Workflow request ID

Work order stage

The stage at which an action is performed on the
workflow.

Workflow

Name of the workflow

Alert Severity

The severity of the workflow Log message

Log message
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Setting the Record Count Preference for Logs

For easier viewing of records, AppViewX lets you set the record count preference, which is the number of
log records that will be displayed on one page.

To set the record count preference:

1. Note: By default, 100 records are shown on one page (which is why the control reads 1 to
100).

On the Logging :: All page, from the top-right corner of the screen, click 110 100 of 12,556 .

2. From the Show menu displayed, select your record count preference (for example, 25 records).
1 to 100 of 12,556

Show :

50 Hecords

75 Records

100 Records

3. The Logging page is updated according to the record count preference selected. A message, Record
count preference saved successfully, is displayed. The Ul control is also updated to display the current

selection, as shown in the following image: 1to 25 of 12.557

Searching for Logs
AppViewX lets you search for logs in two ways:
» Based on a timestamp

» Based on the values recorded for each log

» Based on a Timestamp

» Based on the Values Recorded for each Log
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Based on a Timestamp

To search for logs based on a timestamp:

O
1. From the Search field on the Logging page, click the icon.

|
2. Widgets to select the date and time are displayed.
©
From: To:
o o o =
Su Mo Tu We Th Fr 5a Su Mo Tu We Th Fr 35a
1 2 k] 4 5 6 1 2 3 4 5 ]
7 8 9l 10)[ 11| 12| 13 7 ] 9l 10| 11| 12| 13
14| 15| 14 17| 18| 19| 20 14| 15| 16( 17| 18| 19| 20
21| 22| 23| 24| 25| 26| 27 21| 22| 23| 24| 25| 26| 27
28| 29( 30( 31 28| 29( 30( 31
Time 12:00:00 AM Time 12:00:00 AM
Hour Hour
Minute Minute
Second Second
o

3. To select a date range, in the From and To fields, select the required dates.
4. To set a time, use the Hour, Minute, and Second slider controls.
5. Click OK.

6. The page is updated to display log records from the selected timestamp.

Note: To view records from a specific date to the current date, select only the From date.
When the To field is left blank, by default, it is set to the current date.
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Based on the Values Recorded for each Log

To search for logs based on a value for one of the categories, for example, to search for ADC logs with
the severity Notification:

1. Navigate to the Logging :: ADC page.

2. From the drop-down menu in the Search field, select the category—Alert Severity—for searching the
required logs.

3. In the Search field, enter the search value—Notification.

4. The page is updated to display logs that fulfill the search criteria.

All Audit Self Audit Certificate ADC AppViewX Syslog SSH

:
»  Time User Device name Object details Alert severity Log message
b 03/26/2021 07:5445PM  admin 192.168.31.188 & Notification Backup generation action on the device 192.168.31.188 is 5...
»  03/26/2021 07:5408 PM  admin gs-f5-pe55.apvxl... & Notification Backup generation action on the device gs-f5-pe55.ap!
¥ 03/26/2021 07:48:23 PM  admin 192.168.150.81 A Notification Backup generation action is triggered on the device: 192.16...
»  03/26/2021 07:48:23 PM  admin 192.168.31.188 A Notification Backup generation action is triggered on the device: 192.16...
¥ 03/26/2021 07:48:22 PM  admin A Notification Backup group "Newbackup” created with the device(s f.
» | 03/26/2021 07:48:22PM  admin gs-f5-pe55.apvxl... & Notification Backup generation action is triggered on the device: g:
b 03/26/2021 07:47:23 PM  admin 192.168.150.81 A Notification Config fetch action on the device 192.168.150.81 triggered ..
> 03/26/2021 07:47:22PM  admin 192.168.150.81 A Notification Device Upgraded Process completed successfully[Transacti..
b 03/26/2021 07:43:39 PM  admin gs-f5-pe55.apvxl... & Notification Config fetch action en the device gs-f5-pe55.apvxlab.comtr...
> 03/26/2021 07:41:05PM  admin gs-f5-pe55.apvxl... & Notification Auto detection - Device: gs-f5-pe55.apvxlab.com is auto-det...
¥ 03/26/2021 07:41:04 PM  admin 192.168.31.188 A Notification Canfig fetch action on the device 192.168.31.188 triggered ...
»  03/26/2021 07:41:05PM  admin A& Notification Device gs-f5-pe55.apvxlab.com is added by the user admin...
b 03/26/2021 07:41:05PM  admin & Notification Config fetch action triggered on the device gs-f5-pe55.apvxl...
¥ 03/26/2021 07:41:01 PM  admin 192.168.31.188 A Notification Device Upgraded Process completed successfully[Transacti..
»  03/26/2021 07:37:28 PM  admin 192.168.40.169 A& Notification Config fetch action triggered on the device 192.168.40.169 ...
¥ 03/26/2021 07:37:28 PM  admin 192.168.40.150 A Notification Config fetch action triggered on the device 192.168.40 r
b 03/26/2021 07:37:15PM  admin 192.168.150.81 & Notification Config fetch action triggered on the device 192‘168.‘@
»  03/26/2021 07:37:15 PM admin 192.168.150.81 A Notification Device 192.168.150.81 is added by the user admin[Tr3

Forwading Logs

Before logs are purged, AppViewX enables forwarding logs to external servers, like SIEM, that allows for
a detailed analysis and, therefore, better identification of problem areas. This gives an advantage when
configuring alerts; new alerts can be created to target and resolve the problem areas identified.

 Configuring Server Inventory Settings
* Deleting Server Inventory Settings

« Disabling Server Inventory Settings

« Enabling Server Inventory Settings

« Configuring Forwarding Settings

Configuring Server Inventory Settings

Server inventory settings are used to configure settings for forwarding logs to a specific external server.
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To configure server inventory settings:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

= /wiappviewx
Dashboard
Control Center
ADCH
CERT+
Pages

A Studio
Request
Collection
Inventory

Account

ettings

2. From the menu displayed, click Settings.
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3. On the Settings page, from the navigation pane on the left, click General and select Log Forwarding.

©

4. The Settings ::

Log Forwarding page is displayed, with the Server inventory tab open by default.

¢  0Entries

_ Serverinventory  Forwarding settings

* Server name
* Log server / receiver
Protocol (@) UDP Tce
* port 314

* Log type & severity Audit ~ | Notification hd +

:

[J  Servername Log server / receiver Port Protocol Log type Status
No records found

5. In the Server inventory tab, enter the following details (sample values are shown in the image below

the table):

Server name* Name of the external server to which the logs will
be forwarded

Log server/receiver* The IP address of the external server to which the
logs will be forwarded

Protocol* Select a protocol from the following options:
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» UDP (default)
« TCP

Port* The port number on the external server to which
the logs will be forwarded

Log type & severity* You can choose to forward logs of a specific type

and a specific severity to an external server.

To add a log type and severity entry:
a. From the first drop-down menu, select a log
type from the following:
* Audit (default)
* Certificate
+ ADC
* AppViewX
b. From the second drop-down menu, select the
severity of the log type from the following:
* Notification (default)
» Debug
* Warn
* Error
* Fatal
* Critical

Note: You can select more than one

severity value for a log type.

To add multiple log types and severity entries:

a. From the Log type & severity field, click +

b. From the first drop-down menu, select a log
type.

c. From the second drop-down menu, select a
severity for the log type.

d. To add another log type and severity entry, re-

peat steps ato c.
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To delete a log type and severity entry:

From the Log type & severity field, click I .

Note: It is mandatory to have at least one
log type and severity entry.

*:Mandatory

Server inventory Forwarding settings

* Sarver name uDp

* Log server / recaiver 102.168.145.156

Protocol ® UDP TCP

* Port 5454

* Logtype & severity a4 % | Motification - T]
Certificate % | Motification - T]
ADC ~ | Matification - ]
AppViswX ~ | Motification - T]

Save

6. To save the server inventory settings, click Save. The settings configured

in the fields above are displayed in the table shown at the end of the page.

[ server name Log server / receiver Port Protocol Log type Status
O uop 192.168.145.156 5454 UDP AuditCertificateADCApp... @ Enabled

Deleting Server Inventory Settings

To delete a server inventory setting:
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1. From the table at the bottom of the Server inventory page, select the server inventory setting you want

to delete.
Server name Log server / receiver Port Protocol Log type Status
upp 192.168.145.156 5454 UDP AuditCertificateADCApp... @ Enabled

SN

2. From the top right corner of the screen, click

Note: You can delete multiple server inventory settings by selecting the check box against all
the settings you want to delete.

Disabling Server Inventory Settings

To disable a server inventory setting:

1. From the table at the bottom of the Server inventory page, select the server inventory setting you want

to disable.
Server name Log server / receiver Port Protocol Log type Status
uppP 192.168.145.156 5454 UDP AuditCertificateADCApp... @ Enabled

S

2. From the top right corner of the screen, click

Note: You can disable multiple server inventory settings by selecting the check box against all
the settings you want to disable.

Enabling Server Inventory Settings

To enable a server inventory setting:

1. From the table at the bottom of the Server inventory page, select the server inventory setting you want

to enable.
Server name Log server / receiver Port Protocol Log type Status
uppP 192.168.145.156 5454 UDP AuditCertificateADCApp... @ Enabled

S

2. From the top right corner of the screen, click

Note: You can enable multiple server inventory settings by selecting the check box against all
the settings you want to enable.
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Configuring Forwarding Settings

To configure the forwarding settings follow the below steps:

1. In the Forwarding settings tab, enter the following details:

Log format To select the format in which logs should be for-
warded to the external server, from the drop-
down menu, select one of the following options:
* Syslog

« CEF

Note: CEF is the most recent industry
standard for forwarding logs.

Enable retry If an attempt to forward logs fails because of serv-
er unavailability, AppViewX lets you set a retry in-
terval—the duration after which logs will be for-
warded again.

To enable this retry, enable the Enable retry tog-
gle key.

Retry interval* To set a retry interval, from the hour and minutes

drop-down menus, select the required values.

*:Mandatory

2. To set a retry interval, from the hour and minutes drop-down menus, select the required values.

Exporting Logs
AppViewX lets you export logs as Excel sheets.

To export logs:
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1. Go to the Logging page for the log type (all, audit, self audit, certificate, ADC, AppViewX, Syslog, SSH)

you want to export.
2. From the top right corner of the Logging page, click the export icon =
3. Navigate to the location to save the log file and click Save. All logs of the selected log type are

downloaded and saved.

Purging Logs

With a large number of log entries being recorded each day, a system can soon become vulnerable to
threats like a compromise of confidential information, a surplus of outdated information, and so on. For
security reasons, regular purging of old data comes as a highly recommended practice.

To enable purging of log records:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

= /wxappviewx
Dashboard
Control Center
ADCH
CERT+

Pages

g Studio

Reguest

Collection

Inventory

Account

Sy stem

Logging

Alert

Settings

2. From the menu displayed, click Settings.
3. On the Settings page, from the navigation pane on the left, click General.
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[#]
ADC - Device specification syslog purge limit Script Execution Device Sync
Device Save configuration to F5 ]
device
Backup & Restore
Certificate
Genera -
Authentication
5. The Settings :: Purging screen is displayed.
6. To configure the log purging settings, click the Logging tab.
Settings :: Purging o

ADC —  AMert | Logging

Device # alert Purge Duration{in 50
Days)
Health report

* Maximum Alert count | 30000

Objects
Backup & Restore
Certificate
Genera -
Authentication
Advanced
License

Purging |

Reports

Note
When the count value is set to 30,000 and the duration as 50 days.
Count exceeds before duration ends :

If there are 50,000 alerts received within 50 days (Duration), the latest 30,000
alerts (Count) will be stored and the rest will be purged.

Duration reached before count exceeds :

If the duraticn limit is reached (50 days) before the count limit (30,000), all alerts
received during that period will be purged.

7. Enter the following details:

Logging Purge Duration (in Days)*

Enter the number of days, the interval, after which
logs will be purged.

Maximum Logging count*
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you set this value to 10,000, all logs after the first
10,000 logs will be purged.
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*:Mandatory

Note: Excess logs will be purged even if the maximum logging count is exceeded before the
next purging cycle is scheduled.

8. Click Save.
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Chapter 7: HSM Integration for AppViewX SaaS

« HSM Integration for AppViewX SaaS-Overview
« HSM Architecture for the SaaS Deployment

« Utimaco

« Fortanix

» Thales DPoD

« Thales GPN

HSM Integration for AppViewX SaaS-Overview

An HSM (Hardware Security Module) is a piece of hardware and associated software or firmware that
usually resides in a PC or server and provides at least the minimal cryptographic functions. These
functions include (but are not limited to) encryption, decryption, key generation, and hashing. The physical
device offers physical tamper-resistance and has a user interface and a programmable interface. Other
names for an HSM include Personal Computer Security Module (PCSM), Secure Application Module

(SAM), Hardware Cryptographic Device, or Cryptographic Module.

For the SaaS deployment, AppViewX enables support for integrating all HSMs that support the PKCS11
library, an interface that facilitates interaction between the HSM and AppViewX. This eliminates the need
to deploy vendor-specific SDKs and JAR files, thus significantly reducing the time it takes for integrating

and installing an HSM.

The SaaS deployment currently supports the following four HSM vendors:

« Utimaco

* Fortinax

* Thales - DPoD
 Thales - GPN
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HSM Architecture for the SaaS Deployment

HSM Installed - CC

AppViewX - SaaS HSM_HOST=$(hosthame) cc-1
Master Node &

HSM Node -LBL HSM Node -LBL

Y

CC-2
—-
Worker Node-1 Worker Node-2 Worker Node-3 Worker Node-N S
HSM Installed - CC
vx_platform_hs vx_platform_hs!

For the SaaS deployment, all configuration files to facilitate the integration of and communication with
HSM are installed on the AppViewX Cloud Connector

Utimaco

In this section, you will be guided to integrate the Utimaco HSM with the AppViewX SaaS.

« Integrating the Utimaco HSM with the AppViewX SaaS

Integrating the Utimaco HSM with the AppViewX SaaS

To integrate the Utimaco HSM with the AppViewX SaaS:

1. Login to the AppViewX Ul using valid credentials. By default, the Dashboard is displayed.

2. From the top-right corner of the Dashboard, click = .

3. From the menu displayed, select Inventory > Device.
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= /vniappviewx
Dashboard

Control Center

&5 Swudio

Reguest

Collection
Inventory Device
=, Account O Certificate
| Group
(L' Backup & Restore

A AL
FiVEE.

|-ﬂ_'1 Settings

The Device :: ADC page is displayed.
4. Under the HSM tab, from the navigation pane on the left, select Utimaco.
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ADC Server WAF DNS Firewall Switch Router Proxy Cloud HSM

amazon
i Fortanix
THALES
= SafeNet AT

(M) CIPHER

utimaco’

Others MDM

5. In the General Information section, enter/select the following details:

Name*

Enter a name for this integration.

Description

Enter a description for the integration.

Implementation type

Select an implementation type from the following
options:

* CSR generation
* Private key generation

» Both

Default

Data center*

From the dropdown list, from the list of applicable
values, select the required data center.

Note: The data center selected here is
used to map the AppViewX Cloud Con-
nector for this integration.

6. In the Vendor specific details section, enter/select th
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Slot Id*

Unique identification number of the slot in the
HSM Luna client that will be used to communi-
cate with the end HSM device

Partition password*

Password of the HSM partition for the specific

slot mentioned above.

Key handler name*

A reference name to create a Master Encryp-
tion key in HSM. This enables us to pick the right
MEK for crypto operations over KEK.

So file location*

The SO file is used to facilitate the communica-
tion between the HSM and AppViewX.

To upload the .so file:
a. Click Browse.
b. Navigate to the location of the .so file.

c. Select the .so file and click Open.

Config file location*

The Config file is used to facilitate the communi-
cation between the HSM and AppViewX.

To upload the .conf file:
a. Click Browse.

b. Navigate to the location of the .conf file.

c. Select the .conf file and click Open.

7. Click Save.

8. Scroll to the end of this page to view the table that will be populated with all the details of this HSM. If
the HSM has been configured correctly, the Status for the HSM will be set to Available (after checking
the encryption and decryption logic). If the Status is Not Available:

 Check the installation path for the HSM.

« Ensure that all required permissions have been enabled.

9. If the implementation type is CSR Generation, to generate the CSR, follow the steps given here:
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» Server certificate
« Client certificate

+ Code signing certificate

Fortanix

In this section, you will be guided to integrate the Utimaco HSM with the AppViewX SaaS.

« Integrating the Fortanix HSM with the AppViewX SaaS

Integrating the Fortanix HSM with the AppViewX SaaS

To integrate the Fortanix HSM with the AppViewX SaaS:

1. Login to the AppViewX Ul using valid credentials. By default, the Dashboard is displayed.

2. From the top-right corner of the Dashboard, click = .

3. From the menu displayed, select Inventory > Device.
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= /vniappviewx
Dashboard

Control Center

&5 Swudio

Reguest

Collection
Inventory Device
=, Account O Certificate
| Group
(L' Backup & Restore

A AL
FiVEE.

|-ﬂ_'1 Settings

The Device :: ADC page is displayed.
4. Under the HSM tab, from the navigation pane on the left, select Fortanix.
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ADC Server WAF DNS

amazon

i Fortanix
THALES
= SafeNet AT

(M) CIPHER
utimaco’

W]

Firewall Switch Router Proxy Cloud HsM Others MDM

5. In the General Information section, enter/select the following details:

Name*

Enter a name for this integration.

Description

Enter a description for the integration.

Implementation type

Select an implementation type from the following
options:

* CSR generation
« Private key generation

* Both

Default

Data center*

From the dropdown list, from the list of applicable
values, select the required data center.

Note: The data center selected here is
used to map the AppViewX Cloud Con-
nector for this integration.

6. In the Vendor specific details section, enter/select the following details:
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FIPS Mode* If your Fortanix HSM is running in FIPS mode,
Switch On this FIPS mode. Else keep it Off.
API Key* Unique identification number of the slot in the

HSM Luna client that will be used to communi-
cate with the end HSM device.

Key handler name*

A reference name to create a Master Encryp-
tion key in HSM. This enables us to pick the right
MEK for crypto operations over KEK.

So file location*

The SO file is used to facilitate the communica-
tion between the HSM and AppViewX.

To upload the .so file:
a. Click Browse.
b. Navigate to the location of the .so file.

c. Select the .so file and click Open.

Config file location*

The Config file is used to facilitate the communi-
cation between the HSM and AppViewX.

To upload the .conf file:
a. Click Browse.

b. Navigate to the location of the .conf file.

c. Select the .conf file and click Open.

7. Click Save.

8. Scroll to the end of this page to view the table that will be populated with all the details of this HSM. If
the HSM has been configured correctly, the Status for the HSM will be set to Available (after checking
the encryption and decryption logic). If the Status is Not Available:

 Check the installation path for the HSM.

« Ensure that all required permissions have been enabled.

9. If the implementation type is CSR Generation, to generate the CSR, follow the steps given here:

Copyright © 2022 [AppViewX, Inc]. All Rights Reserved.

302



HSM Integration for AppViewX SaaS

» Server certificate
« Client certificate

+ Code signing certificate

Thales DPoD

In this section, you will be guided to integrate the Thales DPoD HSM with the AppViewX SaaS.

« Integrating the Thales DPoD HSM with the AppViewX SaaS

Integrating the Thales DPoD HSM with the AppViewX SaaS

To integrate the Thales DPoD HSM with the AppViewX SaaS:

1. Login to the AppViewX server on which the AppViewX Cloud Connector is installed.

2. From the command line interface, navigate to the properties folder. Path:
{CC_INSTALLATION_PATH}/deps/properties

3. Open the hsm file, using the following command:

vi hsm
4. Uncomment the following lines:

cd /appviewx/dependencies/external_libs/hsm/safenet/dpod/
source setenv

export ChrystokiConfigurationPath=/appviewx/dependencies/external_libs/hsm/safenet/dpod/

Note: The given path is only for reference, if there is change in the installed path the same has
to be updated in the above commands.

5. Navigate to the hsm folder. Path: {installation_path}/deps/external_libs/hsm/
6. Install the Luna client in this location.

Note: If the Luna client is already installed location, you will have to uninstall and reinstall the
Luna client at the location: {cc_installed_path) deps/external_lib/hsm/.

7. Untar the DPoD tar file.
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. After successful installation, copy the Chrystoki.conf file to the location cp /etc/Chrystoki.conf

{CC_INSTALLATION_PATH}/deps/external_libs/hsm/.

. Edit the Chrystoki.conf file to replace the custom path with the above new mount path.
10.

For version 7.2, enable the folder permissions using the command given below:

cd {CC_INSTALLATION_PATH}/deps/external_libs/hsm/safenet/lunaclient

sudo find . -type d -exec chmod +rx {} \;

Update the permissions for the Chrystoki.conf file using the command given below:

cd {CC_INSTALLATION_PATH}/deps/external_libs/hsm/

sudo chmod 755 Chrystoki.conf

AppViewX can how communicate with all HSM devices.
Restart the avx-midserver-platform pod, using the following commands:

list kubectl get pods -n cc

kubectl delete pods -n cc <PodName>

Login to the AppViewX Ul using valid credentials.

By default, the Dashboard is displayed. From the top-right corner of the Dashboard, click — .
From the menu displayed, select Inventory > Device.
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= /vniappviewx
Dashboard

Control Center

&5 Swudio

Reguest

Collection
Inventory Device
=, Account O Certificate
| Group
(L' Backup & Restore

A AL
FiVEE.

|-ﬂ_'1 Settings

The Device :: ADC page is displayed.
16. Under the HSM tab, from the navigation pane on the left, select Thales.
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ADC Server WAF DNS

amazon

i Fortanix
THALES

< SafeNet AT

®CIPHER
utimaco’

Firewall Switch

[

Router Proxy Cloud HsM Others MDM

17. Click Configure Now or from the top right corner of the screen. The Device :: HSM page is updated to
display the fields required to integrate Thales-DPoD with the AppViewX SaaS.

ADC Server WAF DNS

amazon

iii Fortanix
THALES

= SafeNet AT

M CIPHER
utimaco’

Firewall Switch

< Back

Deployment Type

* Deployment Type

Router Proxy Cloud HSM Others MDM

General Purpose Network (@) DPoD

General information

* Name

Description

Implementation type

Default

* Data center

(C5R Generation

Coimbatore

Vendar snarific details

18. In the Deployment Type section, for the Deployment Type field, select DPoD.

19. In the General Information section, enter/select the following details:

Name*

Enter a name for this integration.

Description

Enter a description for the integration.

Implementation type
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* CSR generation
* Private key generation

» Both

Default

Data center* From the dropdown list, from the list of applicable

values, select the required data center.

Note: The data center selected here is
used to map the AppViewX Cloud Con-
nector for this integration.

20. In the Vendor specific details section, enter/select the following details:

Slot Id* Unique identification number of the slot in the
HSM Luna client that will be used to communi-
cate with the end HSM device

Partition password* Password of the HSM partition for the specific

slot mentioned above.

Key handler name* A reference name to create a Master Encryp-
tion key in HSM. This enables us to pick the right
MEK for crypto operations over KEK.

So file location* The SO file is used to facilitate the communica-
tion between the HSM and AppViewX.

To upload the .so file:
a. Click Browse.
b. Navigate to the location of the .so file.

c. Select the .so file and click Open.
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Config file location* The Config file is used to facilitate the communi-

cation between the HSM and AppViewX.
To upload the .conf file:

a. Click Browse.

b. Navigate to the location of the .conf file.

c. Select the .conf file and click Open.

Click Save.

Scroll to the end of this page to view the table that will be populated with all the details of this HSM. If
the HSM has been configured correctly, the Status for the HSM will be set to Available (after checking
the encryption and decryption logic). If the Status is Not Available:

» Check the installation path for the HSM.

« Ensure that all required permissions have been enabled.

If the implementation type is CSR Generation, to generate the CSR, follow the steps given here:
* Server certificate
* Client certificate

 Code signing certificate

Thales GPN

In this section, you will be guided to integrate the Thales GPN HSM with the AppViewX SaaS.

« Installing the Luna Client

* Integrating the Thales GPN HSM with the AppViewX SaaS

Installing the Luna Client

In order to communicate with the HSM in the customers’ premises, install the Luna client on the node
where the AppViewX Cloud Connector is installed.
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« Steps the Configure the Luna Client

Prerequisites

* he Alien and RPM packages should be installed in the environment.
» Users should have either root access or sudo access.

» Environment should have access to communicate with HSM through the ports 22, 1792.

Steps the Configure the Luna Client

Sample values:

+192.143.161.67: HSM device.
« Ptpll186: Hostname of the server/AppViewX device on which the HSM client is being installed.

1. Copy and paste the HSMDVD to a patrticular server.

2. Navigate to the location of the install.sh file using the command given below:
cd /data/HSMDVD/Software DVD/linux/64

3. Execute the chmod command as shown below:

sudo chmod 755 install.sh

sudo chmod 755 common

4. Run the install.sh file using the command given below:

sudo ./install.sh

5. When directed, as input for Enter install directory: [/usr], enter the following custom path:
{CC_INSTALLATION_PATH}/deps/external_libs/hsm
6. When prompted to choose the Luna products to be installed, select Luna SA and enter next (n).

7. When prompted to choose the Luna components to be installed, choose the following packages:
a. Luna Software Development Kit (SDK)
b. Luna JSP (Java)
c¢. Luna JCProv (Java)

d. Crypto Command Center Provisioning Client (Not applicable for Luna client v7.2)

8. After installing the Luna client, navigate to the directory in which the Luna client is installed. Path:

{CC_INSTALLATION_PATH}/deps/external_libs/hsm/safenet/lunaclient/bin
9. Import the server certificate to the Luna client using the following command:
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sudo scp elabhsmlpar58usr@72.138.111.35:server.pem
Register the HSM server certificate with the client using the following command:
sudo ./vtl addServer -n 72.138.111.35 -c server.pem ~ >New IP for HSM>
Create a Client Certificate from the local Linux machine using the following command:
sudo ./vtl createCert -n ptpll186
Export the Client certificate to the node where the HSM is to be configured:
sudo scp {CC_INSTALLATION_PATH}/deps/external_libs/hsm/safenet/lunaclient/cert/client/ptpll186.pem elabhsmlpar58usr@72.138.111.35:
Register the Client certificate on the HSM device.
client register -client ptpll186 -hostname ptpll186

Assign the client to a partition using the following command:

client assignPartition -client ptpll186 -partition elabhsm1par58

[ Note: Execute this command from the HSM device using the SSH login. }

Verify the HSM setup on the node on which AppViewX is installed.

cd {CC_INSTALLATION_PATH}/deps/external_libs/hsm/safenet/lunaclient/bin

vtl verify

After successful installation, copy the Chrystoki.conf file to the location cp /etc/Chrystoki.conf
{CC_INSTALLATION_PATH}/deps/external_libs/hsm/.

Edit the Chrystoki.conf file to replace the custom path with the above new mount path.

For version 7.2, enable the folder permissions using the command given below:

cd {CC_INSTALLATION_PATH}/deps/external_libs/hsm/safenet/lunaclient

sudo find . -type d -exec chmod +rx {} \;

Update the permissions for the Chrystoki.conf file using the command given below:

cd {CC_INSTALLATION_PATH}/deps/external_libs/hsm/

sudo chmod 755 Chrystoki.conf

AppViewX can how communicate with all HSM devices.

Integrating the Thales GPN HSM with the AppViewX SaaS
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1. Login to the AppViewX server on which the AppViewX Cloud Connector is installed.

2. From the command line interface, navigate to the properties folder. Path:
{CC_INSTALLATION_PATH}/deps/properties

3. Open the hsm file using the following command:

vi hsm

4. Uncomment the following lines:

export ChrystokiConfigurationPath=/appviewx/dependencies/external_libs/hsm/

Note: The given path is only for reference, if there is change in the installed path the same has
to be updated in the above commands.

5. Navigate to the hsm folder. Path: {installation_path}/deps/external_libs/hsm/
6. Install the Luna client in this location.

Note:

If the Luna client is already installed location, you will have to uninstall and reinstall the Luna

client at the location: {cc_installed_path)_deps/external_lib/hsm/

7. After successful installation, copy the Chrystoki.conf file to the location cp /etc/Chrystoki.conf
{CC_INSTALLATION_PATH}/deps/external_libs/hsm/.

8. Edit the Chrystoki.conf file to replace the custom path with the above new mount path.

9. For version 7.2, enable the folder permissions using the command given below:

cd {CC_INSTALLATION_PATH}/deps/external_libs/hsm/safenet/lunaclient

sudo find . -type d -exec chmod +rx {} \;

10. Update the permissions for the Chrystoki.conf file using the command given below:

cd {CC_INSTALLATION_PATH}/deps/external_libs/hsm/

sudo chmod 755 Chrystoki.conf
AppViewX can now communicate with all HSM devices.

11. Restart the avx-midserver-platform pod, using the following commands:

list kubectl get pods -n cc

kubectl delete pods -n cc <PodName>

12. Copy the jcprov jar from the location {CC_INSTALLATION_PATH}/deps/external_libs/hsm/safenet/
lunaclient/jcprov/lib/jcprov.jar to the location {CC_INSTALLATION_PATH}/deps/external_libs/hsm/.
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13. Login to the AppViewX Ul using valid credentials. By default, the Dashboard is displayed.

14. From the top-right corner of the Dashboard, click — .
15. From the menu displayed, select Inventory > Device.

Il

A appviewx
Dashboard

Control Center

Request

Collection

Inventory Device

=, Account O Certificate

| Group

(L* Backup & Restore

fal Settings

The Device :: ADC page is displayed.
16. Under the HSM tab, from the navigation pane on the left, select Thales.
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ADC Server

amazon

il Fortanix
THALES
=: SafeNet AT

M CIPHER

utimaco’

WAF DNS Firewall Switch

)

Router Proxy Cloud HSM Others MDM

17. Click Configure Now or from the top right corner of the screen. The Device :: HSM page is updated to

display the fields required to integrate Thales-DPoD with the AppViewX SaaS.

ADC Server

amazon

iii Fortanix
THALES
= SafeNet AT

M CIPHER

utimaco’

WAF DNS Firewall Switch

< Back

Deployment Type

* Deployment Type

Router Proxy Cloud HSM Others MDM

General Purpose Network (@) DPoD

General information

* Name

Description

Implementation type

Default

* Data center

(SR Generation

Coimbatore

Vendar snarific details

18. In the Deployment Type section, for the Deployment Type field, select General Purpose Network.
19. In the General Information section, enter/select the following details:

Field Description

Name*
Description

Implementation Type
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Default

Data center*

» CSR generation
« Private key generation

» Both
NA

From the dropdown list, from the list of applicable
values, select the required data center.

Note: The data center selected here
is used to map the AppViewX Cloud
Connector for this integration.

20. In the Vendor specific details section, enter/select the following details:

Slot Id*

Partition password*

Key handler name*

SO file location*

Config file location*

Unique identification number of the slot in
the HSM Luna client that will be used to
communicate with the end HSM device.

Password of the HSM partition for the specific

slot mentioned above.

A reference name to create a Master Encryption
key in HSM.

The SO file is used to facilitate the
communication between the HSM and

AppViewX.

Enter the relative path of the .so file.

The Config file is used to facilitate the
communication between the HSM and

AppViewX.

Enter the relative path of the .conf file.

21. Click Save.
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22. Scroll to the end of this page to view the table that will be populated with all the details of this HSM. If
the HSM has been configured correctly, the Status for the HSM will be set to Available (after checking
the encryption and decryption logic).If the Status is Not Available:

a. Check the installation path for the HSM.

b. Ensure that all required permissions have been enabled.

23. If the implementation type is CSR Generation, to generate the CSR, follow the steps given here:

a. Server certificate
b. Client certificate

c. Code signing certificate
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Chapter 8: Managing Alerts

» Viewing Existing Alerts

« Setting the Record Count Preference for Viewing Alerts
« Configuring Alerts

 Editing Alerts

» Deleting Alerts

« Searching for Alerts

« Purging Alerts

Viewing Existing Alerts
AppViewX lets you view all alerts in one place as well as groups them under the above mentioned
categories for a segregated viewing.

« Viewing All Alerts

* Viewing AppViewX Alerts
« Viewing Certificate Alerts
* Viewing SSH Alerts

« Viewing Syslog Alerts

Viewing All Alerts

To view all existing alerts:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

= icon.

2. From the menu displayed, click Alert.
3. The Alert :: All page is displayed (by default).

110 100 of 6,676 >
Certificate S5H ADC AppViewX Syslog
o]
»  Time stamp D Event type Severity Category Devices Applications Purpose / Us...  Alert detail
v 03/19/2021 01: Alert_005658 Failed to validate revoca... A Critical Certificate NA NA NA Revocation check Failure: The...
» 03/19/2021 0 Alert_005657 Failed to validate revoca... | A Critical Certificate NA NA NA Revocation check Failure :
»  03/19/20210 Alert_005656 Failed to validate revoca.. & Critical Certificate NA NA MNA Revocation check Failure:
v 03/19/2021 0 Alert_005655 Failed to validate revoca. A Critical Certificate NA NA NA Revocation check Failure
» | 03/19/2021 01:... Alert_005654 Failed to validate revoca... | & Critical Certificate NA NA NA Revocation check Failure : Ti
»  03/19/2021 01:... Alert_005653 Failed to validate revoca.. A Critical Certificate NA NA NA Revocation check Failure:
»  03/18/202101:... Alert 005652 Failed to validate revoca. & Critical Certificate NA NA NA Revocation check Failure
v | 03/19/2021 01 Alert_005651 Failed to validate revoca... = A Critical Certificate NA NA NA Revocation check Failure :
v 0371872021 Alert_003650 Failed to validate revoca... A Critical Certificate NA NA NA Revocation check Failure: Tl
»  03/18/202101:... Alert 005649 Failed to validate revoca.. A Critical Certificate NA NA NA Revocation check Failure
» | 0371942021 01: Alert_005648 Failed to validate revoca... & Critical Certificate NA NA NA Revocation check Failure :
» | 03/19/2021 0 Alert_005647 Failed to validate revoca... = A Critical Certificate NA NA NA Revocation check Failure :
v 03/19/2021 Alert_005646 Failed to validate revoca... | & Critical Certificate NA NA NA Revocation check Failure : Tl
»  03/19/2021 01:... Alert_005645 Failed to validate revoca.. A Critical Certificate NA NA NA Revocation check Failure:
v 03/18/2021 0 Alert_005644 Failed to validate revoca.. A Critical Certificate NA NA NA Revocation check Failure : Tl
» 03/19/2021 01: Alert_005643 Failed to validate revoca... | A Critical Certificate NA NA NA Revocation check Failur,
» 0371972021 Alert_005642 Failed to validate revoca.. & Critical Certificate NA NA MNA Revocation check Failur
v 03/19/2021 0 Alert_005641 Failed to validate revoca.. A Critical Certificate NA NA NA Revocation check Failure : The..
+ | naemnz o st onseAn Eailard en uzlidats eau A Coiviral Carctificat I na P harl Sailira: Th,

4. For each alert, this page displays the following details:
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Time stamp Date and time at which the event, which triggered
the alert, occurred

ID Alert ID
Event type Type of the event that triggered the alert
Severity Alert severity.

AppViewX identifies the following severity levels
(as described above):

« Critical
- Fatal
» Major

* Minor

Category Alert category.

Devices Name of the device, if the alert is to notify of a de-
vice-related activity

Applications Application that triggered the alert.
Purpose/Usage The purpose or usage of the alert.
Alert detail Description of the alert.

Viewing AppViewX Alerts

To view the AppViewX alerts:
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1. On the Alert page, click the AppViewX tab.

& 1to2of2
All Certificate SSH ADC AppViewX syslog
o
»  Time stamp D Event type Severity Category Devices Applications Purpose / Usa... Alert detail
v 03/26/2021 05:...  Alert_000001 Infrastructure A Critical Appviewx N/A avx-platform-que  NA Unable to delete the queue en...
v 03/26/2021 05:...  Alert_000001 Infrastructure A Critical Appviewx N/A avx-platform-que  NA Unable to delete the queue en...

2. For the AppViewX alerts, the page displays the following details:

Timestamp Date and time at which the event, which triggered

the alert, occurred

ID Alert ID
Event type Type of the event that triggered the alert
Severity Alert severity.

AppViewX identifies the following severity levels
(as described above):

* Critical
« Fatal
» Major

* Minor

Category Alert category.

Devices Name of the device, if the alert is to notify of a de-
vice-related activity

Applications Application that triggered the alert.
Purpose/Usage The purpose or usage of the alert.
Alert detail Description of the alert.
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To view the Certificate alerts:

1. On the Alert page, click the Certificate tab.

Managing Alerts

All Certificate SSH ADC AppViewX Syslog

»  Time stamp D Event type Severity Category
v 03/19/2021 03:... Alert_006489 Failed to validate revoca.. A Critical Certificate
v 03/19/2021 03.... Alert_006438 Failed to validate revoca.. A Critical Certificate
v 03/19/2021 03..  Alert_006487 Failed to validate revoca... & Critical Certificate
»  03/19/2021 0; Alert_006486 Failed to validate revoca... A Critical Certificate
v 03/19/2021 03.... Alert_006485 Failed to validate revoca.. A Critical Certificate
v 03/19/2021 03....  Alert_006434 Failed to validate revoca.. A Critical Certificate
» 03/19/2021 03:... Alert_006483 Failed to validate revoca.. A Critical Certificate
» 03/19/2021 03... Alert 006482 Failed to validate revoca... A Critical Certificate
v 03/19/2021 03:... Alert_006481 Failed to validate revoca.. A Critical Certificate
v 03/19/2021 03....  Alert_006480 Failed to validate revoca.. A Critical Certificate
v 03/19/2021 03:...  Alert_006480 Failed to validate revoca.. A Critical Certificate
v 03/19/2021 03... Alert_006479 Failed to validate revoca... A Critical Certificate
v 03/19/2021 0 Alert_006478 Failed to validate revoca.. 4 Critical Certificate
v 03/19/2021 03:...  Alert_006477 Failed to validate revoca... A Critical Certificate
v 03/19/2021 03:...  Alert_006476 Failed to validate revoca.. & Critical Certificate
v 03/19/2021 03.... Alert_006475 Failed to validate revoca... A Critical Certificate
v 03/19/2021 03.. Alert_006474 Failed to validate revoca.. 4 Critical Certificate
v 03/19/2021 03:...  Alert_006473 Failed to validate revoca... A Critical Certificate

: o L .

11010006313

Q

Devices Applications Purpose / Us...  Alert detail
NA NA NA Revocation check Failure : The.,
NA NA NA Revocation check Failure : The...
NA NA NA Revocation check Failure : The.,
NA NA NA Revocation check Failure : The...
NA NA NA Revocation check Failure : The.,
NA NA NA Revocation check Failure : The...
NA NA NA Revocation check Failure : The.
NA NA NA Revocation check Failure : The..
NA NA NA Revocation check Failure : The.,
NA NA NA Revocation check Failure : The...
NA NA NA Revocation check Failure : The.
NA NA NA Revocation check Failure : The..
NA NA NA Revocation check Failure : The.,
NA NA NA Revocation check Failure : The...
NA NA NA Revocation check Failure : The.
NA NA NA Revocation check Failur
NA NA NA Revocation check Failur

Revocation check Failure : The...

NA NA NA

rl n

2. For the Certificate alerts, the page displays the following details:

Timestamp

Date and time at which the event, which triggered
the alert, occurred

ID

Alert ID

Event type

Type of the event that triggered the alert

Severity

Alert severity.

AppViewX identifies the following severity levels
(as described above):

* Critical
* Fatal
» Major
* Minor

Category

Alert category.

Devices

Name of the device, if the alert is to notify of a de-
vice-related activity
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Applications Application that triggered the alert.

Purpose/Usage The purpose or usage of the alert.

Alert detail Description of the alert.

Viewing SSH Alerts

To view the SSH alerts:

1. On the Alert page, click the SSH tab.

1 SSH & | 1to120f12

All Certificate E ADC AppViewX Syslog

o

»  Time stamp D Event type Severity Category Devices Applications Purpose / Usa... Alert detail

v 03/19/202103:.. Alert 006350 S5H Host alert O Major S55H 192.168.94.6 NA NA Host with 192.168.94.6 has be...
»  03/19/202103:.. Alert_006347 SSH Host alert @ Major SSH 192.168.94.6 NA NA Host with 192.168.94.6 has be...
v 03/19/2021 03:..  Alert_006310 S55H Host alert O Major 55H 192.168.94.6 NA NA Host with 192.168.94.6 has be...
» | 03/19/2021 01:... = Alert 005529 SSH Host alert @ Major SSH 192.168.40.214 NA NA Host deletion from AppviewX ...
» | 03/19/2021 12:.. | Alert_004757 SSH Host alert 0 Major SSH gs-f5-peislab.appview.. NA NA Host with gs-f5-pe15.lab.appvi..
» | 03/19/2021 05:.. Alert 002998 S5H Host alert 0 Major 55H gs-f5-pet5.lab.appview.. NA NA Host with gs-f5-pe15.lab.appvi...
» | 03/19/2021 05:...  Alert 002998 SSH Host alert © Major SSH gs-f5-petSlab.appview.. NA NA Host with gs-f5-pe15.lab.appvi..
» | 03/18/2021 07:... = Alert_000592 SSH Host alert 0 Major SSH gs-f5-pet1slab.appview.. NA NA Host with gs-f5-pe15.lab.appvi...
» | 03/18/2021 07:.. = Alert_000541 S5H Host alert O Major S55H 192.168.40.152 NA NA Host with 192.168.40.152 has ...
»  03/18/202105:.. Alert_000463 SSH Host alert @ Major SSH 192.168.42.150 NA NA Host with 192.168.42.150 has ...
v 03/18/202105:.. = Alert_000459 SSH Host alert O Major S5H 192.168.40.214 NA NA Host with 192.168.40.214 has ...
»  03/18/2021 11:.. = Alert 000192 S5H Host alert © Major SSH 192.168.41.251 NA NA Host with 192.168.41.251 has ...

2. For the SSH alerts, the page displays the following details:

Time stamp Date and time at which the event, which triggered
the alert, occurred

1D Alert ID

Event type Type of the event that triggered the alert

Severity Alert severity.
AppViewX identifies the following severity levels
(as described above):

* Critical
« Fatal
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» Major
» Minor
Category Alert category.
Devices Name of the device, if the alert is to notify of a de-
vice-related activity
Applications Application that triggered the alert.
Purpose/Usage The purpose or usage of the alert.
Alert detail Description of the alert.

Viewing Syslog Alerts

To view the Syslog alerts:

1. On the Alert page, click the Syslog tab.

All Certificate SSH ADC AppViewX

+  Time stamp Severity Category
Mo records found

syslog

Devices

Alert name Alert description Alert detail

& | 0Entries

o}

2. For the Syslog alerts, the page displays the following details:

Date and time at which the event, which triggered

Timestamp
the alert, occurred
ID Alert ID
Event type Type of the event that triggered the alert
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Severity Alert severity.

AppViewX identifies the following severity levels
(as described above):

* Critical
« Fatal
» Major

* Minor

Category Alert category.

Devices Name of the device, if the alert is to notify of a de-
vice-related activity

Applications Application that triggered the alert.
Purpose/Usage The purpose or usage of the alert.
Alert detail Description of the alert.

Setting the Record Count Preference for Viewing Alerts

For easier viewing of records, AppViewX lets you set the record count preference, which is the number of
alert records that will be displayed on one page.

To set the record count preference:

1. On the Alert :: All page, from the top-right corner of the screen, click 11025077391

Note: By default, 25 alert records are displayed on one page (which is why the control reads 1
to 25).
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2. From the Show menu displayed, select your record count preference (for example, 50 records).
O | 1to 25 o0f7.391
Show :

25 Records

50 Regords

75 Records
{ 100 Records
3. The Alert page is updated according to the record count preference selected. A message, Record
count preference saved successfully, is displayed. The Ul control is also updated to display the current

selection, as shown in the following image: L DL

Configuring Alerts

AppViewX lets you configure alerts to define when the event type that will trigger an alert, the severity
of the alert, the message to describe the alert, settings for sending alert notifications, and so on. The
subsequent sections outline the instructions for configuring the following types of alerts:

* Certificate

* Syslog

* SSH

» AppViewX

« ADC

« Configuring ADC Alerts

« Configuring AppViewX Alerts
« Configuring Certificate Alerts
« Configuring SSH Alerts

« Configuring Syslog Alerts

Configuring ADC Alerts

To configure ADC alerts:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

= Control Center
e ADC+

CERT+

7 Collection
= Imventory
2, Account

rstem
=] Logging

Alert

g Seftings

2. From the menu displayed, click Alert.
3. The Alert :: All page is displayed (by default).

el
= icon.

4. From the top-right corner of the screen, click the
5. The Settings :: Certificate page is displayed.

6. To configure Syslog alerts, click ADC.
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7. The Settings :: ADC page is displayed.

Alert :: tabs > Settings: ADC 0 Entries
Certificate Syslog SSH AppViewX ADC
* Alert name x * Alert message

Trigger

* Alert category Threshold Alert ~ * Alert severity Critical ~

* Vendor s ~ * Object type Widelp v

Available Assigned « Remove all

www.wideiip*fs_v15m.com/aaaa/192.168.31.188/F5 » |2 Ne records found
www.dp.com/a/192.168.31.188/F5 »
www.wideip02.com/a/192.168.31.188/F5 »
syslog-wip1.com/mx/192.168.31.188/F5 » @
www.wideip.com/cname/192.168.31.188/F5 » | v

8. Enter the following details:

Alert name* Enter the name you want to give this alert.
Alert message* Enter the message that will be displayed with this
alert.

*Mandatory
9. In the Trigger section, enter the following details:

Alert category* From the drop-down menu, select one of the fol-
lowing alert categories:

* Threshold alert

« Application alert

+ Device alert

Alert severity* From the drop-down, from the options given be-
low, select a severity for the alert:

* Critical

* Fatal

» Major

* Minor

« Notification
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Vendor From the drop-down menu, select the vendor
whose device or devices you want to set an alert
for.

Object type From the drop-down menu, select the vendor ob-

ject that you want to set an alert for.

(o N
Note: The contents of this field will vary

depending on the vendor selected.
\_ /

Detail contains

(o ™
Note: This field is applicable only for the

Device Alert category.
N\ /

Available

Depending on the Object type and Vendor select-
ed, a list of all available ADC objects or devices is

displayed here.

To add an object/device to the alert, click the icon
for that object/device.

Add search string

Instead of adding devices manually, AppViewX
lets you automatically assign all existing devices

or objects that match your criteria.

To do this:

a. In the Available section, in the Search field, en-
ter the search criteria.

b. Click Add search string.

(L N
Note: The benefit of using a search string

rather than selecting devices manually is
that the search string continues to work in
the background and auto-assigns all new

devices that match the search criteria.
_ J

Assigned

Copyright © 2022 [AppViewX, Inc]. All Rights Reserved.

To add an object to the Assigned column, click
the check box corresponding to that object.

327



Managing Alerts

*:Mandatory
10. In the Alert condition section, enter the following details:

Alert interval* From the drop-down menu, from the following op-
tions, select how often you want the system to
check for breaches of the threshold levels that
you are about to define:

+ 10 seconds

+ 20 seconds

+ 30 seconds

* 40 seconds

+ 50 seconds

* 60 seconds

Cool off period* From the drop-down menu, from the following op-
tions, select how much time the system should
wait before sending another alert about a continu-
ing threshold breach:

+ 10 minutes
+ 20 minutes
+ 30 minutes
[ Note: This section is applicable only for the Threshold Alert category. j

11. In the Statistics section, define the conditions that will generate an alert by selecting values in the
Statistics, Operator, and Value fields.

« To add more than one Statistics conditions, click +

* To delete a condition, click

12. In the Action section, to send the syslog alert as an email, execute the steps for configuring SMTP for
email alerting.

13. Enter the following details:

Email configuration To send the syslog alert as an email, select this

check box.
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Email address* To send the syslog alert as an email, enter the
email address to which this specific syslog alert
will be sent.

Note: Separate multiple email addresses

with a comma.

Subject To send the syslog alert as an email, enter a sub-

ject line.

*:Mandatory
14. To use the Simple Network Management Protocol (SNMP) to send the alert, enter the following details:

SNMP configuration To use the Simple Network Management Protocol
for sending the alert, select this check box.

Destination IP* Enter the destination IP address for the alert.

Version* From the drop-down menu, from the following op-
tions, select the SNMP version to be used:

V1
V2
Port* Enter the port number to be used for the alert.
Community string* Enter the community string for the alert. The com-

munity string is similar to a user ID or password
that allows users access to the requested infor-
mation on the device.

*:Mandatory
15. To save the ADC alert configure above, click Add. The saved
details are displayed in the table shown at the bottom of the screen.

[J. Alert name Alert description Alert severity Workflow Email SNMP details
No records found
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Configuring AppViewX Alerts

To configure AppViewX alerts:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

= Control Center

"'.-: ADC+

CERT+

Pages

Studio

Reguest

T Collection

= Imventory

= ACcount

2. From the menu displayed, click Alert.
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3. The Alert :: All page is displayed (by default).

Alert :: A 1to 100 of 6,676 >
Certificate SSH ADC AppViewX syslog
©]
»  Time stamp D Event type Severity Category Devices Applications Purpose / Us...  Alert detail
»  03/19/2021 01: Alert_005658 Failed to validate revoca... | A Critical Certificate NA NA NA Revocation check Failure : The..,
» | 03/19/2021 0 Alert_005657 Failed to validate revoca... = A Critical Certificate NA NA NA Revocation check Failure: The...
» | 03/19/2021 01:.. Alert_005656 Failed to validate revoca... | A Critical Certificate NA NA NA Revocation check Failure : The..
» | 03/19/2021 01:.. = Alert_005655 Failed to validate revoca... = A Critical Certificate NA NA NA Revocation check Failure : The...
» | 03/19/2021 0 Alert_005654 Failed to validate revoca... | A Critical Certificate NA NA NA Revocation check Failure: The...
»  03/19/2021 0 Alert_005653 Failed to validate revoca... | A Critical Certificate NA NA NA Revocation check Failure : The...
v 03/19/2021 O Alert_005652 Failed to validate revoca... | A& Critical Certificate NA NA NA Revocation check Failure : The...
» | 03/19/2021 01:. Alert_005651 Failed to validate revoca... = A Critical Certificate NA NA NA Revocation check Failure: The...
»  03/19/2021 0 Alert_005650 Failed to validate revoca... | A& Critical Certificate NA NA NA Revocation check Failure : The..,
»  03/19/2021 01:... Alert_00564% Failed to validate revoca.. A Critical Certificate NA NA NA Revocation check Failure: The...
v 03/19/2021 01:... Alert_0055648 Failed to validate revoca... | A Critical Certificate NA NA NA Revocation check Failure : The...
» | 03/19/2021 01:.. Alert_005647 Failed to validate revoca... | A Critical Certificate NA NA NA Revocation check Failure : The...
»  03/19/2021 01:... Alert_005646 Failed to validate revoca.. A Critical Certificate NA NA NA Revocation check Failure: The..,
» | 03/19/2021 01:... Alert_005645 Failed to validate revoca... | A Critical Certificate NA NA NA Revocation check Failure : The..
v 03/19/2021 01:..  Alert_005644 Failed to validate revoca... | A& Critical Certificate NA NA NA Revocation check Failure : The...
» | 03/19/2021 01:... Alert 005643 Failed to validate revoca... = A Critical Certificate NA NA NA Revocation check Failurg
» | 03/19/2021 01:.. Alert_005642 Failed to validate revoca... | A Critical Certificate NA NA NA Revocation check Failurl
» | 03/19/2021 01:.. Alert_005641 Failed to validate revoca... = A Critical Certificate NA NA NA Revocation check Failure : The...
02109021 A1 lart AnsEAn Sailad tn ol riral crifien: " " n o hack Eailien . Th
ra
. . L3 .
4. From the top-right corner of the screen, click the icon.
6. To configure AppViewX alerts, click the AppViewX tab.
7. The Settings :: AppViewX page is displayed.
Alert :: AppViewX > 0 Entries
Certificate Syslog SSH
* Alert name x * Alert severity Select severity ~
* Event type Select event type K
Email cunf\guht\un
* Email address
(Use comma seperated for multiple entries)
subject
Zn
O Alert name Alert severity Alert event type Email @
No records found

8. Enter the following details:

Alert name* Enter the name you want to give this alert.

Alert severity* From the drop-down, from the options given be-
low, select a severity for the alert:
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* Critical
* Fatal

» Major
* Minor

» Notification

Event type* From the drop-down menu, from the following op-
tions, select the event type that will trigger this
alert:

* Infrastructure

« Application Discovery

Email configuration To send the certificate alert as an email, select

this check box.

Note: For AppViewX alerts, this feature is
enabled by default.

Email address* To send the certificate alert as an email, enter
the email address to which this specific certificate

alert will be sent.

Note: Separate multiple email addresses
with a comma.

Subject To send the certificate alert as an email, enter a

subject line.

*:Mandatory
9. To save the alert to the AppViewX system, click Add.
10. The saved details are displayed in the table shown at the bottom of the screen.

O Alert name Alert severity Alert event type Email @

No records found
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Configuring Certificate Alerts

Certificate alerts are generated to notify users of certificate events that require the user to take a remedial
action. Certificate alerts are sent when:

» Certificates need to be validated
» Certificates are set to expire

» Certificates cannot be synchronized

To configure certificate alerts:

1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

AU appviewx
;] Dashboard
riTh Control Center

s ADC+

& CERT+

T Collection

= Imventory

A Account

2. From the menu displayed, click Alert.
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ert :: Al W & 1to1000f6676 >
Certificate SSH ADC AppViewX syslog
Q
»  Time stamp D Event type Severity Category Devices Applications Purpose /Us...  Alert detail
»  03/19/2021 01:.. Alert_005658 Failed to validate revoca... 4 Critical Certificate NA NA NA Revocation check Failure : The..
» | 03/19/2021 01:... Alert 005657 Failed to validate revoca... & Critical Certificate NA NA NA Revocation check Failure : The...
» | 03/19/2021 01:.. Alert_ 005656 Failed to validate revoca.. | 4 Critical Certificate NA NA NA Revocation check Failure: The...
»  03/19/2021 01:.. Alert_005655 Failed to validate revoca.. A Critical Certificate NA NA NA Revocation check Failure : The...
v 03/18/202101:..  Alert 005654 Failed to validate revoca... 4 Critical Certificate NA NA NA Revocation check Failure : The...
» | 03/19/2021 01:.. Alert_ 005653 Failed to validate revoca... 4 Critical Certificate NA NA NA Revocation check Failure: The...
»  03/19/2021 01:... Alert_005652 Failed to validate revoca... A Critical Certificate NA NA NA Revocation check Failure : The..,
» | 03/19/2021 01:... Alert 005651 Failed to validate revoca... & Critical Certificate NA NA NA Revocation check Failure : The...
» | 03/19/2021 01:.. Alert_ 005650 Failed to validate revoca.. | 4 Critical Certificate NA NA NA Revocation check Failure: The...
» 03/19/2021 01:.. Alert_005649 Failed to validate revoca.. A Critical Certificate NA NA NA Revocation check Failure : The...
»  03/16/2021 01:.. Alert_005648 Failed to validate revoca... & Critical Certificate NA NA NA Revocation check Failure : The..
» | 03/19/2021 01:.. Alert_ 005647 Failed to validate revoca... 4 Critical Certificate NA NA NA Revocation check Failure: The...
»  03/19/2021 01:.. Alert_005646 Failed to validate revoca... A Critical Certificate NA NA NA Revocation check Failure : The..,
» | 03/19/2021 01:... Alert_005645 Failed to validate revoca... & Critical Certificate NA NA NA Revocation check Failure : The..
» | 03/19/2021 01:.. Alert_ 005644 Failed to validate revoca.. | 4 Critical Certificate NA NA NA Revocation check Failure: The...
» 03/19/2021 01:.. Alert_005643 Failed to validate revoca.. A Critical Certificate NA NA NA Revocation check Failurs
»  03/18/202101:... Alert 005642 Failed to validate revoca... 4 Critical Certificate NA NA NA Revocation check Failurl
» | 03/19/2021 01:.. Alert_005641 Failed to validate revoca... 4 Critical Certificate NA NA NA Revocation check Failure : The...
+ | nanemnt ot £ nnsad Eailad tnvalidata rav A Critical Cartificat, na g i Davncation chack Sailiica - Th

4. From the top-right corner of the screen, click the

rai

L)

=y

icon.

5. The Settings :: Certificate page is displayed, with the Certificate tab open by default.

6. To configure certificate alerts, enter the following details:

Alert name*

Enter the name you want to give this alert.

Alert message*

Enter the message that will be displayed with the
alert, to describe the alert.

(g
Note: This field is not displayed when

configuring the certificate expiry alert.
- /

(o
Note: The alert message cannot be

longer than 64 words.
N\ J

Event type*

From the drop-down menu, select the event type
that will trigger this alert from the following op-
tions:

« Certificate validation alert (default)

« Certificate expiry alert

* Certificate sync alert
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Alert severity* From the drop-down menu, select a severity for
the alert from the following options:

* Critical

» Major

* Notification

Vendor* From the drop-down menu, select the vendor
name for whose device/application you are creat-
ing the alert.

Note: This field is not displayed when
configuring the certificate expiry alert.

Device name Enter the name of the device associated with the

certificate you are creating the alert for.

Note: This field is not displayed when
configuring the certificate expiry alert.

Certificate category* From the drop-down menu, select a certificate
category from the following options:

» Server

* Client

+ Device

» Code Signing

Expires in (days)* Enter the number of days till the certificate ex-

pires.

Note: This field is displayed only when
configuring certificate expiry alerts.

Email configuration To send the certificate alert as an email, select
this check box.

Email address* To send the certificate alert as an email, enter
the email address to which this specific certificate
alert will be sent.
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Note: Separate multiple email addresses
with a comma.

Subject To send the certificate alert as an email, enter a
subject line.
SNMP configuration To use the Simple Network Management Protocol

for sending the alert, select this check box.

Destination IP* Enter the destination IP address for the alert.

Version* From the drop-down menu, from the following op-
tions, select the SNMP version to be used:

- V1
V2
Port* Enter the port number to be used for the alert.
Community string* Enter the community string for the alert.

The community string is similar to a user ID or
password that allows users access to the request-
ed information on the device.

7. To save the certificate alerts configuration details, click Add. The saved
details are displayed in the table shown at the bottom of the screen.

[ Alert name Alert severity Vendor Alert event ... Expiresin Device name Application name Email SNMP details
No records found

Configuring SSH Alerts

To configure syslog alerts:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

= Control Center
e ADC+

CERT+

7 Collection
= Imventory
2, Account

rstem
=] Logging

Alert

g Seftings

2. From the menu displayed, click Alert.
3. The Alert :: All page is displayed (by default).

el
= jcon.

4. From the top-right corner of the screen, click the
5. The Settings :: Certificate page is displayed.

6. To configure Syslog alerts, click SSH.
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7. The Settings :: SSH page is displayed.

plertz All > settings

0 Entries

Certificate Syslog E AppViewX ADC

* Alert name x Alert description

Trigger

* Alert severity Critical d * Filter ADC v

vendor F5 v Object type widelp v
Available Add search string » Assigned « Remave all

Mo matching records found Mo matching records found

8. Enter the following details:

Alert name* Enter the name you want to give this alert.

Alert message* Enter the message that will be displayed with the

alert, to describe the alert.

o ™
Note: This field is not displayed when
configuring the certificate expiry alert.
. J
(4 ™
Note: The alert message cannot be
longer than 64 words.
N /
Event type* From the drop-down menu, select the event type

that will trigger this alert from the following op-
tions:

» SSH key expiry alert

» Compliance alert

* SSH key push failure alert

» SSH discovery failure alert

» SSH key deletion alert

* SSH host modify/delete alert
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Expires in (days)*

From the drop-down menu, select a severity for
the alert from the following options:

* Critical

» Major

* Notification

Key alert criterion*

Note: This field is applicable only for the
SSH key push failure alert and the SSH
key deletion alert.

Select the keys you want to include in the alert,
from the following options:

» Logged in user keys.

* All user keys.

SSH keygroup*

Note: This field is applicable only for the
Compliance alerts, SSH key push failure
alert, and SSH key deletion alert.

From the drop-down menu, select the key group
to be used as the basis for the alert.

SSH host group*

Note: This field is applicable only for the
SSH host modify/delete alert only.

Enter the host group you want to use as the
basis for the alert.

Expires in (days)*

Note: This field is applicable only for the
SSH key expiry alert.

From the drop-down menu, select the number of
days until the SSH key expires. The AppView-

X system will trigger an alert message when this
value is reached.
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Email configuration To send the certificate alert as an email, select
this check box.

Email address* To send the certificate alert as an email, enter
the email address to which this specific certificate
alert will be sent.

Note: Separate multiple email addresses
with a comma.

Subject To send the certificate alert as an email, enter a
subject line.
SNMP configuration To use the Simple Network Management Protocol

for sending the alert, select this check box.

Destination IP* Enter the destination IP address for the alert.

Version* From the drop-down menu, from the following op-
tions, select the SNMP version to be used:

V1
V2
Port* Enter the port number to be used for the alert.
Community string* Enter the community string for the alert.

The community string is similar to a user ID or
password that allows users access to the request-

ed information on the device.

Configuring Syslog Alerts

AppViewX subscribes to all device-level alerts, where it acts as a syslog listener. Logs of any device
added in AppViewX can be viewed as syslogs. However, devices tend to generate a huge amount of
data. To resolve this, a Syslog Alert is a convenient way to notify about specific syslog information that is
of importance to you.

To configure syslog alerts:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

= Control Center
e ADC+

CERT+

7 Collection
= Imventory
2, Account

rstem
=] Logging

Alert

g Seftings

2. From the menu displayed, click Alert.
3. The Alert :: All page is displayed (by default).

el
= jcon.

4. From the top-right corner of the screen, click the
5. The Settings :: Certificate page is displayed.

6. To configure Syslog alerts, click Syslog.
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7. The Settings :: Syslog page is displayed.

Alert:: All > Settings :: Syslog

Certificate Syslog SSH AppViewX ADC

* Alert name

Trigger
* plert severity Critical

Wendor Fs

Available

No matching records found

0 Entries

Alert description

* Filter ADC hd

Object type widelp

Assigned « Remove all

Mo matching records found

8. Enter the following details:

Alert name*

Enter the name you want to give this alert.

Alert description

9. In the Trigger section, enter the following details:

‘ Enter a description for the alert.

Alert severity*

From the drop-down, from the options given be-
low, select a severity for the alert:

* Critical

* Fatal

» Major

* Minor

+ Notification

Filter* For syslog alerts, the filter is set to ADC, because
syslog alerts are parsed only through ADC de-
vices.

Vendor ADC module vendor (A10, Citrix, or F5)
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Object type Object type for ADC (FQDN, Service IP, Virtual-
Service, ServiceGroup, Server, VirtualServer, or

Device)

Available Depending on the Object type and Vendor select-
ed, a list of all available ADC objects or devices is

displayed here.

Add search string Instead of adding devices manually, AppViewX
lets you automatically assign all existing devices

or objects that match your criteria.

To do this:

a. In the Available section, in the Search field, en-
ter the search criteria.

b. Click Add search string.

(L ™
Note: The benefit of using a search string

rather than selecting devices manually is
that the search string continues to work in
the background and auto-assigns all new

devices that match the search criteria.
\ J

Assigned To add an object to the Assigned column, click

the check box corresponding to that object.

Regex Enter single/multiple regex patterns/strings.

(. ™
Note: When entering multiple regex pat-

terns/strings, separate the regex strings
using commas. The comma works as the

BOOLEAN AND operator.
N /

10. In the Action section, enter the following details:

Execute workflow To select the workflow to trigger:
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a. Select the Execute workflow check box.
b. From the drop-down menu, select the workflow
to trigger.

Metadata AppViewX lets you define a metadata condition
based on which the workflow will be triggered. To
define a metadata key-value pair for this condi-
tion:

a. In the Enter key field, enter the key.

b. In the Enter value field, enter the key value.

To add another key-value pair:

a. Click
b. In the Enter key field, enter the key.
c. In the Enter value field, enter the key value.

To delete a key-value pair: For the key-value pair

you want to delete, click

11. To send the syslog alert as an email, execute the steps for configuring SMTP for email alerting.
12. Enter the following details:

Email configuration To send the syslog alert as an email, select this
check box.
Email address* To send the syslog alert as an email, enter the

email address to which this specific syslog alert

will be sent.

Note: Separate multiple email addresses
with a comma.

Subject To send the syslog alert as an email, enter a sub-

ject line.

13. To use the Simple Network Management Protocol (SNMP) to send the alert, enter the following details:
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SNMP configuration To use the Simple Network Management Protocol

for sending the alert, select this check box.

Destination IP* Enter the destination IP address for the alert.

Version* From the drop-down menu, from the following op-
tions, select the SNMP version to be used:

V1
V2
Port* Enter the port number to be used for the alert.
Community string* Enter the community string for the alert. The com-

munity string is similar to a user ID or password
that allows users access to the requested infor-

mation on the device.

14. To save the certificate alerts configuration details, click Add.

15. The saved details are displayed in the table shown at the bottom of the screen.

. Alert name Alert description Alert severity Workflow Email SNMP details
No records found

Editing Alerts

To edit an alert:

1. Navigate to the Settings page for the alert you want to edit (certificate, syslog, SSH, AppViewX, or
ADC).

2. Scroll to the the bottom of the page for the table that records all the alerts that have been configured
for that category.

3. From the table, to select the alert you want to edit, select the check box corresponding to that alert.

4. From the top-right corner of the screen, click fz .
5. The fields are populated with the details of the alert.
6. Update the required fields. Click Update.
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Deleting Alerts

To delete an alert:

1. Navigate to the Settings page for the alert you want to delete (certificate, syslog, SSH, AppViewX, or
ADC).

2. Scroll to the bottom of the page for the table that records all the alerts that have been configured for

that category.
3. From the table, to select the alert you want to delete, select the check box corresponding to that alert.

4. From the top-right corner of the screen, click | .
5. In the Confirmation dialog box, click Yes.

Searching for Alerts

AppViewX lets you search for alerts in two ways:

» Based on a timestamp
« Based on the values recorded for each alert

» Based on a Timestamp

« Based on the Values Recorded for each Alert

Based on a Timestamp

To search for alerts based on a timestamp:
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1. From the Search field on the Alert page, click the icon.
|
2. Widgets to select the date and time are displayed.
©
From: Tor
. o s | | o P :
Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr 3Sa
1 2 3 4 b ] 1 2 3 4 b i
7 & o 10) 11| 12| 13 7 & o 10) 11 12| 13
14( 15| 16| 17| 18| 19| 20 14( 15| 16| 17| 18| 19| 20
21| 22| 23| 24| 25| 26| 27 21( 22| 23| 24| 25| 26| 27
28( 29| 30| 31 28( 29| 30| 31
Time 12:00:00 AM Time 12:00:00 AM
Hour Hour
Minute Minute
Second Second
Lo

3. To select a date range, in the From and To fields, select the required dates.
4. To set a time, use the Hour, Minute, and Second slider controls.
5. Click OK.

6. The page is updated to display alerts from the selected timestamp.

Note: To view alerts from a specific date to the current date, select only the From date. When
the To field is left blank, by default, it is set to the current date.

Based on the Values Recorded for each Alert
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1. From the drop-down menu in the Search field, select the category for searching alerts. For

example, to search for alerts with a specific alert ID, from the drop-down menu, select Alert ID.

All Certificate SSH

Time stamp D

Alert_006830
Alert_006829
Alert_006828
Alert_006827
Alert_006826

ADC

AppViewX

Event type

Failed to v

Failed to

Failed to v

Failed to
Failed to

alidate revoca...
validate revoca...
alidate revoca...
validate revoca...
validate revoca...

Syslog

Severity
A Critical
A Critical
A Critical
A Critical
A Critical

Category
Certificate
Certificate
Certificate
Certificate
Certificate

Devices

FF F P

Applications

> r >

o]

&

Or

—_—

Purpose / Us...

= r > >

Q

A
Alert d

Revocq
Revocd
Revocq

Revocayy

1to 50 of 7.461 >

2. In the Search field , enter the search value. For our example, in the Search field, enter the required

alert ID. The page is updated to display alerts that fulfil the search criteria.

Purging Alerts

With a large number of alerts being recorded each day, a system can soon become vulnerable to threats

like compromise of confidential information, a surplus of outdated information, and so on. For security

reasons, regular purging of old data comes as a highly recommended practice.

To enable purging of alert records:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

= /wxappviewx
Dashboard
Control Center
ADCH
CERT+

Pages

g Studio

Reguest

Collection

Inventory

Account

Sy stem

Logging

Alert

Settings

2. From the menu displayed, click Settings.
3. On the Settings page, from the navigation pane on the left, click General.
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Se Device [}
ADC - Device specification Syslog purge limit Script Execution Device Sync
Device Save configuration to FS @
device
Objects
Backup & Restore
Certificate
Genera -
Authentication
5. The Settings :: Purging screen is displayed.
6. The Alert tab, to configure the alert purging settings is open by default.
Settings % Purging ©

e - rossine

# plert Purge Duration(in 50
Days)
Health report

* Maximum Alert count | 30000

Objects

b

Statistics

Backup & Restore

Certificate

Authentication
Advanced
License

Purging |

Reports

Note
When the count value is set to 30,000 and the duration as 50 days.
Count exceeds before duration ends :

If there are 50,000 alerts received within 50 days (Duration), the latest 30,000
alerts (Count) will be stored and the rest will be purged.

Duration reached before count exceeds :

If the duration limit is reached (50 days) before the count limit (30,000), all alerts
received during that period will be purged.

7. Enter the following details:

Alert Purge Duration (in Days)*

Enter the number of days, the interval, after which
the alerts will be purged.

Maximum Alert count*
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you set this value to 10,000, all alerts after the
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*:Mandatory

Note: Excess alerts will be purged even if the maximum alert count is exceeded before the
next purging cycle is scheduled.

8. Click Save.
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Chapter 9: Managing Licenses
« Getting Started with a Free SaasS Trial

« Viewing License Details
« Upgrading Licenses

Getting Started with a Free SaasS Trial

For users evaluating the AppViewX SaaS solution, which enables turnkey Certificate Lifecycle

Management, ADC management and automation, and PKI, AppViewX enables two channels to onboard

you for a free trial of the product:

« via the AppViewX website
* via the AWS Marketplace

To get started with the AppViewX Saas free trial, you can sign up via the AppViewX website and set up
the AppViewX Saas trial, refer to AppViewX SaaS Onboarding and Getting Started Guide.

The following steps explains access to AppViewX Saas trial:

1. Log in using your user name and the new password.

The AppViewX SaaS landing page is displayed.
= Nxappviewx Your trial expires in 11 Days @ﬂ] Wed Nov 02 2022 15:37:28 GMT+0530 (1IST) 2 oY

Click here to request for
upgrade.

AppViewX Security Automation and
Orchestration Platform

Explore and Upgrade Plan

CERT+ ADC+ PKl+

Automate Certificate Lifecycle Accelerate Secure Application Modernize Enterprise PKlaas

Management Delivery
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2. AppViewX SaaS landing page consists of Products, such as CERT+, ADC+ and PKI+ which allows
you to explore and upgrade the plans of the product.

3. To Explore the product details, Click Try Now which is provided corresponding to each product.

The corresponding AppViewX SaaS product landing page is displayed.

Get started with ADC + Explore Solutions
Cannectivity it 5 Traffic Management [F! Governance and Compliance
o Dkt ey Acoass Contral 5 B
Device Management e Blus Green Degloyment &1 2 cosss Contrdd 2 B
Canary Daployment (5 [ Cenfig Compiiance & Upgrades (1 [3)
Configuration Management
App Seard 7 Disaster Recovery % F5BIG-P Automation
ication Visihility v
AppRcation VAR Configuraticn Orift & Compare & 3 F5BIG-IP ZTPR
! ASSET MANAGEMENT Self Service oy Awtomated B ® B FSBIGIP G
§ Canfiguration Restare (= F5 BIG-IP LTM =
Deavice Imentory 2 Rt =
ation B
Oniboard Devios
Davicn Group
F Downloads Document & Guides
Do maore with
" AppViewX
CONFIG MANAGEMENT Connectivity ADC+ Guides Platform & Solution Guides
Backup Configuration b <g Cloud Connector OVA &,

C afion

Compare Configuration

futreretinn Lwnr Guidn [

Note: The landing page differs based on a selected AppViewX SaaS product. The following
image shows ADC+ landing page.

4. To navigate to the AppViewX SaaS landing page, In the screen click on any of the following:
« AppViewX Logo v appviewx

* Explore Products

-
» AppViewX Explore Products
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The AppViewX SaasS landing page is displayed.

= /vxappviewx Your trial expires in 11 Days | Upgrade | [JSGIEEEERTE Wed Now 02 2022 153720 GMT0530 (5T) P oy

Click here to request for
upgrade.

AppViewX Security Automation and
Orchestration Platform

Explore and Upgrade Plan

CERT+ ADC+ PKI+

Automate Certificate Lifecycle Accelerate Secure Application Modernize Enterprise PKlaas
Management Delivery

Note: Product can be explored only once as a trial to continue using the product you must
upgrade the plan. In the meanwhile, the trial version is accessible up to 30 days. The system
alerts the remaining days of the trial period.

5. If once the product is explored by clicking on Try Now then it turns into Upgrade and an indication of
Accessed is displayed on the top right corner of the product display.
6. Click Upgrade to Upgrade plan.
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7. Click the Back to <product name> link to be navigated to that product's individual interface.

Tue Nov 08 2022 16:06:27 GMT=0830 (I8T) 7 b

= rvxappviewx Explore Products

AppViewX Security Automation and
Orchestration Platform

Explore and Upgrade Plan

A

ADC+

CERT+ PKI+

Automate Certificate Lifecycle Modernize Enterprise PKlaaS Accelerate Secure Application
A en Delivery

Me ent
Upgrade
Back to ADC+

8. AppViewX SaaS products can be explored for the trial period of 30 days.

Viewing License Details

To view the list and details of subscribed licenses:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

2. From the menu displayed, click Settings.

AU appviewx

Oy >udio

Request

Collection

Inventory

3. On the Settings page, from the navigation pane on the left, click General and select License.

The Settings :: Licensepage is displayed.

= rvxappviewx

License

Account details

Subseription

Products

Account Name

orm-deve

Hl CERT+

Managed certificates

Explore Products

License Key

platform-deve.aev.appyx.com

End date

Fri Nov 25 2022

Object count

1

Monitored certificates

1500

p PKI+

Certificates Issued

0

42380

PKI CA Root CA(s)

5]

Request For Upgrade

A Limitexceeded ~

A limitexceededt ~

ntermediate CA(s)

3
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Note: The License page screen displays details of those license that are purchased or

subscribed by the user. The following image shows all products under the Products section
ADC+, CERT+ and PKI+.

The page shows the following details:

License
Detail

Description

Account details

Account Displays the associated account name.

Name

License The key is generated by the customer perspective. Using which License Key of "16 digit
Key Alphanumeric” value is generated by the sales team. Only License Key generated with

installation key can be applied in the respective instance of the product.

[ Note: Consider only the license key which is provided by the sales team. ]

Subscription

Start date | License Start Date.

End date | Date of expiry of the license.

Products | This includes the details of subscribed licenses of all AppViewX products.
ADC+

Nodes All the ADC devices (Independent devices, Controllers, Nodes within controllers) that
(SaaS) are onboarded in the inventory.

Object All the ADC Applications (Unique GTM WidelPs, LTM VIPs) discovered from the
count onboarded ADC devices.

(SaaSs)

CERT+

Managed | All the certificate instances in the certificate inventory with Managed Status.
certificates
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License -
. Description
Detail
Monitored | All the certificate instances in the certificate inventory with Monitored Status.
certificates
PKI+
Certificates | Certificates issued are the total number of certificates which includes the number of
Issued certificates issued and all CAs created in PKlaaS.
PKI CA PKI CA is Number of CA's created from AppViewX.

« License Alerts

License Alerts

Following are the system alerts which indicates the product usage limit.

. A Reaching Limit!

If the usage reaches 90% of the threshold limit, then “Reaching Limit!” alert will be displayed.

A Limit exceeded!
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If the usage exceeds the threshold limit, then “Limit exceeded!” alert will be displayed.

* You will see a header alert message while logging In, if the license limit is exceeded.

Explore Products A License limit exceeded Thu Oct 27 2022 13:06:44 GMT+0530 (IST) 2 3
% GET STARTED Get started with T"EDT+ Evnlara @nlitinne
a2 X
o i a
ol DASHBOARD Connectivity [E Governance and Compliance
’ You have exceeded your license limits [
£ CERTIFICATE ACTION Discovery y Enforce Policy ® 3
Assign Ownership ® 3
Enroll Certificate > Certificate Auth
Secure Key Management ()
‘ f‘\. ADC+ A Limit exceedea! ‘ v MEnag ©B
Inventol
i é)? Self Service Automation
W) cerr+
Self Service Self Service Certificate Enrollment () 2
Certificate >
- Certificate Expiry Incident Automation &) B2
Certificate View Details Request For Upgrade
ertificate ? ‘ | Certificate Expiry Alert & Notification & B
more v — e e
& CERTIFICATE INVENTORY Downloads Document & Guides
Server
SEnE EST CERT+ & PKI+ Guides Platform & Solution Guides ére Yo ud’?
overeda:
Client A EST Client Linux &, CERT+ Admin Guide Q) Getting Started Guide 5]
Code Signing C ate 2 EST Client Windows &, CERT+ User Guide [3 Platform API Guide [3)
& ST Client Mac & CERT+ API Guide [3 Platform User Guide [3)
PKI+ User Guide Q) Reporting User Guide [
Intermediate
ACME utnmation | lear Guide [

Upgrading Licenses

To upgrade a license:

1. On the Settings :: License page, from the top right corner of the screen, click Request For Upgrade.

Note: This is applicable only for SaaS and SaaS Trial products.
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= X appviewx Explore Products A License limit exceeded Thu Oct 27 2022 13:08:53 GMT+0530 (1IST) ? b

o

Account details Account Name License Ke
platiorm-devé platform-dev6.dev.appvx.com
Subscription Start date End dat
Request For Upgrade
Wed Oct 26 2022 Fri Nov 25 2022
Product:
roducts ?\ ADC+ A Limit exceedea! ~
=
) cerm+ -

License p PKI+

User is navigated back to the AppViewX SaaS landing page, where the user can upgrade the

product.
= /viappviewx Thu Oce 27 2022 10:23:47 GMT+0S30(5T) P Y

AppViewX Security Automation and
Orchestration Platform

Explore and Upgrade Plan

ADC+ PKI+
Accelerate Secure Modernize Enterprise PKlaas

Application

For trial extensi quires, contact us on
For ted] ontact us on

2. Click Upgrade on the corresponding product to request for upgrade.
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If the request has successfully reached us, “Thank you for your request!” dialog box is displayed.

= AX appviewx Explore Products Wed Nov 09 2022 16:35:36 GMT+0530 (IST) 2 oY

Thank you for your request!

salesops@appviewx.com

saashelp@appviewx.com

3. If the request failed to reach us, then the “Talk to us” page will be displayed. You can click
that and submit the upgrade request. Our representative will get in touch with you shortly.
= ,uxappviewx

4. Click Try Now to Explore other AppViewX Products.
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Chapter 10: Customizing the AppViewX User
Interface

Customizing the Email Attachment Representation

Customizing the Login Screen

Customizing the Logo

Customizing the Screen Header

Customizing the Email Attachment Representation

To customize the cosmetics of how email attachments are represented:

1. Navigate to the Settings :: Theme page.
2. Click the Email attachment customization tab.

]

ADC - Logo  Header  Login || Email attachment customization I

Health report

* Document title Certificate Validation Repart

csv

* Attachment file size 10
limit (in MB)

License

3. In the PDF section, enter the following details:

Logo* To upload a logo image for the attachment:

a. Click Browse.
b. Navigate to the location of the image, select
the image, and click Open.
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Note: The image size must be less than
5 MB.

Document title*

Name to be assigned to the PDF when is it is
downloaded

Footer

4. In the CSV section, enter the following detalils:

Footer content to be added to the PDF

Attachment file size limit (in MB)*

5. To apply the changes configured above, click Save.

Customizing the Login Screen

To customize the login screen:

1. Navigate to the Settings :: Theme page.
2. Click the Login tab.

Maximum file size for the attachment

ettings :: Theme

ADC - Logo Header Email attachment customization

Device Login credential entry pane
Health report
Background color

#fOfOf0
Objects

- Fontcolor  #000000
Statistics

Backup & Restore

Banner image

Certificate

Enable banner image in u|
Genera - login screen
* Upload image
hentication
dvanc
Choose a image....
Licer
urg:

=
I -

©

3. In the Login credential entry pane section, enter the following details:
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Background color To set a background color for the login screen:

Enter the hex code of the required background

N
color (or) To select a color, click ==

Font color To set a font color for the login screen:

Enter the hex code of the required font color (or)

L
To select a color, click =—

4. In the Banner image section, enter the following details:

Enable logo in the login screen To display a banner image on the login screen,

enable this toggle key.

(L N
Note: This field is enabled only when
Enable banner image in @
login screen }
is
enabled.
N J

To upload a banner image:

a. Click

b. From Windows Explorer, navigate to the loca-
tion of the image, select the image, and click
Open.

( Note: W
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 Image formats allowed for up-
load: .jpg, .jpeg, and .png.
» Recommended image resolution:
500 X 500 (width X height).
» The image size must not exceed 5

MB.
- J

c. In the Confirmation Message dialog box, click

Yes.

5. In the Preview section, view a preview of your customization for the login screen.

6. To apply the changes, click Save.

Customizing the Logo

You can replace the AppViewX logo with the logo of your organization.

To add a custom logo:
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1. To access the navigation pane, in the top-left corner of the screen, hover the mouse pointer over the

icon.

= /vXappviewx
Dashboard
Control Center
ADCH
CERT+
Pages

At Studio
Reguest

Collection

Inventory

Account

ystem

Logging

Alert

Settings

2. From the menu, click Settings.
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3. On the Settings page, from the navigation pane on the left, click General and select Theme.

[ettings :: Device )
Genera -

Authentication

Advanced

Ex og server
Dashboard @
brovicinnine

4. The Settings :: Theme page is displayed, with the Logo tab open by default.

Setings = Theme I}
ADC - Header Login Email attachment customization
Device Login
b alth repo
Enablelogointhelogn || @ | @
Object screen
Statistics Uplead logo @®
Backup & Restore
Certificate Choose 3 image....
Genera - Upload favicon @
Authentication
. Choose a image....
Advanced
Lices
- @
Report:

Preview

5. In the Login section, enter the following details:

Enable logo in the login screen To display your organization’s logo on the App-

ViewX screen, enable this toggle key.

Note: If this toggle key is disabled, Ap-
pViewX's default theme settings are ap-
plied.
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Upload logo* )

(o
Note: This field is enabled only
Enable logo in the login H|
when screen
is enabled.

To choose a logo image:

a. Click

b. From Windows Explorer, navigate to
the location of the logo image, select
the image, and click Open.

( Note:

» Image formats allowed for

upload: .png and .svg.

* Maximum image resolution
allowed: 865 X 185 (width X
height).

» Image size should not ex-
ceed 5MB.

* Recommended image di-
mensions: 175 X 37 (width

X height).
[ J

c. In the Confirmation Message dialog

box, click Yes.
_ J

Upload favicon* (| o o
Note: This field is enabled on-

Enable logo in the login u]
sCreen
ly .
when is enabled.

To choose a favicon image:
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a. Click

b. From Windows Explorer, navigate to
the location of the logo image, select

the image, and click Open.

(g
Note:

» Image formats allowed for
upload: .png

* Maximum image resolution
allowed: 64 X 64 (width X
height)

 Image size should not ex-
ceed 5MB.

N

c. In the Confirmation Message dialog

box, click Yes.

6. In the Preview section, view a preview of the login screen after your custom logo and favicon have

been uploaded.
7. To apply the changes, click Save.

Customizing the Screen Header

To customize the screen header:
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Customizing the AppViewX User Interface

2. To customize the screen header, click the Header tab.

Device Header info

Display label in header || @

Header label
Backup & Restore Header color
Select header color  #ffffff

font celor

Header logo

Upload custom lego @

Uplead logo

ADC - Logo Login Email attachment customization

=
select header iconand  #ooc000 N -

®

3. In the Header Info section, enter the following details:

Display label in header

To display custom header text, enable this toggle
key.

Header label*

Enter the custom header text.

(. ™
Note: This field is enabled only
Display label in header @
when
is enabled.
N /

4. In the Header color section, enter the following details:

Select header color

To set a color for the header text:

Enter the hex code of the required header color

(or) To select a color, click i .

Select header icon and font color
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Enter the hex code of the required color (or) To

e
select a color, click = .

5. In the Header logo section, enter the following details:

Update custom logo To insert a custom logo image in the header, en-

able this toggle key.

Upload logo* ¢ o o
Note: This field is enabled only

Enable logo in the login H|
screen

is enabled.

when

To choose a logo image:

a. Click

b. From Windows Explorer, navigate to
the location of the logo image, select
the image, and click Open.

( Note:

» Image formats allowed for

upload: .png and .svg.

* Maximum image resolution
allowed: 865 X 185 (width X
height).
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o pw ° Image size should not ex-
V4 V4

ceed 5MB.
* Recommended image di-
mensions: 175 X 37 (width

X height).
N /

c. In the Confirmation Message dialog

box, click Yes.
_ J

6. In the Preview section, view a preview of your header customization.
7. To apply the changes, click Save.
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HSM

An HSM (Hardware Security Module) is a piece of hardware and associ-
ated software or firmware that usually resides in a PC or server and pro-
vides at least the minimal cryptographic functions. These functions in-
clude (but are not limited to) encryption, decryption, key generation, and
hashing.

LDAP

The Lightweight Directory Access Protocol (LDAP) is an authentica-
tion protocol to validate a user’s credentials, entered in an application,
against the credentials stored in the Active Directory database.

PAM

Privileged Access Management (PAM) is the practice of managing
users/devices/applications that have elevated access to an organiza-

tion’s most confidential and critical resources.

RADIUS

The Remote Authentication Dial-In User Service (RADIUS) protocol is a
networking protocol that provides centralized authentication, authoriza-
tion, and accounting management.

RBAC

Role and Resource-Based Access Control (RBAC) is a method of re-
stricting AppViewX functions, network resources that can be managed
and monitored in AppViewX based on the roles of individual users within

an enterprise.

Resource

All the devices and objects that are configured within AppViewX are
termed as Resources. Resources can be assigned to a user group.
Users within a user group will inherit resources assigned to that group.

User groups can be assigned more than a resource.

Role

A set of permissions to execute specific tasks in the application is
termed as Roles in AppViewX. Roles can be assigned only to a user
group. Users within user groups will inherit role permissions assigned to
that group. User groups can be assigned more than one role.

SAML

The SecurityAssertion Markup Language (SAML) protocol is used for au-
thenticating and authorizing user identity for Single Sign On (SSO) ser-

vices.
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TACACS The Terminal Access Controller Access Control System (TACACS) au-
thentication is used to validate users requesting remote access.

User A user is an individual who has access to AppViewX using a unique
username and password maintained internally or by an external enter-
prise server such as Active Directories (AD).

User Group A user group is a set of individual users assigned with the same roles
and resources. You can associate one or more roles and resources to
a user group. Users within that user group are granted the role and re-

source permissions.
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